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Introduction
Clarification of open issues in editor’s notes. To resolve some issues, the scope of the small data fast path solution has been reduced by focusing on M2M devices. Hence, it is proposed to only support single bearer & single PDN connection and the criteria used in the UE and in the SGW for small data is a 5-tuple and buffer size. A rate limit is added that will trigger normal bearers to be established if the limit (e.g. a couple of packets packets) is exceeded and a seamless transition between fast path and normal bearer is described. 
Proposal 
It is proposed to update the TR 23.887 with the below changes.
First change

5.1.1.3.6
Solution: Small Data Fast Path / Connectionless

5.1.1.3.6.1
General 

The two alternatives described below describes how small data can be passed in the user plane without disproportionate amount of signalling caused by idle-connected mode transitions. These alternatives can handle small data of any frequency with upper volume limit only constrained by radio design. (Note: Small data for UE in connected mode does not suffer from the problem of excessive idle-connected mode transitions).
Both alternatives below are based on the principle of providing information to the UE about the end-point of the PDN Connection or its bearer(s) in the SGW. The UE can then append this information to small data that is sent UL to the eNB. The eNB uses the appended information and creates a GTP-U PDU and passes the small data packet on the S1-U to the SGW. The SGW forwards the received packet uplink as normal. To allow subsequent DL small data, the eNB also appends its DL TEID and IP address to the GTP-U PDU in an extension header. The SGW stores and uses this information for any subsequent DL small data. 

There are differences between the two alternatives. The connection less alternative has the following specifics:

-
Security model is not changed as the eNB performs the encryption function. The security material is downloaded in the eNB from the core when the UE first uses the eNB for data transmission and this security context is used for connectionless data transmission as long as the UE remains under the eNB coverage (the exact method is to be defined in cooperation with SA3)

-
The UL TEID and the SGW IP address are derived from a connection ID which is allocated to the UE at bearer set up and maintained via Mobility management procedures. This connection ID is formatted in such a way to identify the SGW and the TEID for UL data and the mapping of connection ID to TEID and SGW is passed to the eNB when security is established. This Connection ID is sufficient to forward the data in the UL to the correct SGW and TEID.

-
A Bearer connection is either connection less or a normal bearer. It is decided when the bearer is created whether the bearer can use connectionless mode of operation. DL Data for connectionless bearers trigger connectionless paging.

-
A suitable RAN transmission mechanism is to be decided together with RAN groups.

The small data fast path alternative has the following specifics: 

-
Does security between UE and SGW. Security information is provided by MME to SGW at session creation. The security solution is FFS by SA3.

-
The UE passes information required for the eNB to forward the small data to the SGW. The eNB derives the SGW S1-U F-TEID from the SGW Bearer Resource ID provided by the UE.

-
It operates per bearer and only when a device uses a single bearer. The information appended to the small data specifies the GTP-U tunnel where the eNB forwards the data.

-
A bearer can be enabled for small data fast path. If data arriving in the UE or the SGW meets the small data criteria (a 5-tuple and buffer size) it is sent in the fast path, otherwise the data is sent the normal way by initiating a service request.

-
A suitable RAN transmission mechanism is to be decided together with RAN groups.



5.1.1.3.6.2
Alternative A: Small Data Fast Path 

5.1.1.3.6.2.1
General 

The small data fast path solution is intended to optimize for small data for UEs in ECM-idle mode. It describes how small data can be passed in a fast path of the user plane without the disproportionate amount of signalling caused by ECM-idle ECM-connected mode transitions. The solution proposes a limit for the amount of data passed in the fast path and a transition to normal bearers at exceeded limit. The limit is enforced in the network (SGW) for both DL and UL. . Small data for UE in ECM-connected mode does not suffer from the problem of excessive ECM-idle ECM-connected mode transitions.

The Small data fast path is intended as an add-on function. That is, it does not replace any existing system function but it can be used if the network and the UE support it. This should also keep the impact on the system lower and simplify the introduction in networks. 

The basic principle of the Small data fast path is that small data can be sent when the UE is in ECM-idle mode without requiring the normal transition to ECM-connected mode. This avoids the disproportional amount of signalling when just passing a few bytes of data e.g. for reporting a M2M sensor value or sending a keep alive message from a smart phone application. 
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Figure 5.1.1.3.6.2-1: E2E small data fast path transmission

The purpose with the solution outlined here is to pass small data over the 3GPP E-UTRAN & UTRAN access with a minimum signalling overhead. Small data encryption/decryption in the SGW enables that.

Editor’s Note: 
The security solution for small data fast path is for further study by the SA3 including trust aspects. 

The small data fast path is made possible by providing a Bearer Resource ID to the UE that represents the bearer in the SGW. The Bearer Resource ID enables the eNB to derive the SGW S1-U F-TEID. The eNB shall not need any other information than the Bearer Resource ID to derive the SGW S1-U F-TEID. The format of the Bearer Resource ID should consist of two parts, one part that is an identifier that can be mapped to an SGW IP address in the eNB (preconfigured in the eNB), and another part that is the SGW TEID. A reallocation procedure for the Bearer Resource ID (between UE, MME) may be used if privacy requires it. When the criterion for small data is met, the UE passes the data together with the SGW Bearer Resource ID to the eNB where it is currently camping using Uu. The eNB assembles a GTP-U packet using the F-TEID and the data and forwards the GTP-U PDU on the S1-U interface. Since all info required to assemble the GTP-U PDU is received from the UE, the eNB does not need to signal to the MME or have any UE context information. 

Note 1:
The SGW Fully Qualified Tunnel Endpoint Identifier (F-TEID) is defined in TS 29.274 and includes a TEID and an IPv4 address and/or an IPv6 address.



Enabling EPS Bearers for Small data fast path

EPS bearers are enabled for small data fast path during MM and SM procedures, based on subscription information (per IMSI level enabling/disabling) and local configuration in the MME (serving PLMN policy and per bearer enabling/disabling). The SGW Bearer Resource ID is provided to the UE as part of the SM procedures when bearers are added/deleted/modified for the UE. A timeout value for the fast path is also sent to the UE. The MME enables one (or more) of the established bearers for small data fast path. GBR bearers should not be enabled. No bearers are enabled when the SGW does not support small data fast path function. 

When bearers have been enabled for small data fast path in the UE, MME and SGW, and the current eNB does not support small data fast path, a fast path is never activated. See below under ‘Small data initiated Up Link’ for the capability handshake between the UE and the eNB in the RRC Connection Request/Setup signalling.
The MME derives small data security information and provides to the SGW as part of session management. A timeout value assigned by the MME for the fast path is also included. The SGW stores the security information for the PDN connection, enables indicated bearers and acknowledges to the MME that bearers have been small data fast path enabled. 
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Figure 5.1.1.3.6.2-2: Enabling EPS Bearers for Small data fast path

The new parameters in the figure above of the existing attach procedure, establishes the small data fast path including the security. At a minimum integrity protection based on a derivation from KASME of the small data is needed to ensure that data is not inserted or changed. Data encryption may also be used, especially if the small data is not encrypted end-to-end on the application layer. 
NOTE 2:  
The security protocol between UE and SGW can for example consist of an E-UTRA PDCP layer based protocol that reuses the integrity protection and ciphering functionality, but where header compression is switched off. Shall be decided by SA3.
The small data fast path is intended only for single bearer UEs, especially M2M devices using small data. This would minimize the impact in the UE, eNB and the SGW. 
A 5-tuple specifying for which IP packets the small data fast path shall be used, and a fast path inactivity timer, are sent to the SGW as part of the create session request (step 6 above) and to the UE as part of the Attach Accept (step 9 above). The fast path inactivity timer is sent by the UE to the eNB when small data is initiated Up Link.


Small data initiated Up Link 

The following figures show an example of how mobile originated small data packet is passed from the UE and up link (UL) and how a subsequent small data IP packet is passed back to the UE down link (DL). 
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Figure 5.1.1.3.6.2-3: LTE small data fast path transfer of one IP packet pair

1.
In a UE using a single PDN connection and a single bearer an UL IP packet for an ECM-idle mode bearer that is enabled for small data fast path and where the criteria for “small data” are fulfilled (i.e.  a 5-tuple and the number of arrived UL packets in the buffer) is integrity protected, encrypted and sent to the eNB using Uu together with the SGW Bearer Resource ID . Compression is not used for the small data fast path.

2.
The eNB derives the SGW S1-U F-TEID based on the received Bearer Resource ID, allocates a new eNB S1-U F-TEID for the fast path, assembles a GTP-U PDU using the received and derived data, adds a GTP-U extension header with the eNB S1-U F-TEID and forwards the GTP-U PDU on the S1-U interface to the SGW. Information is stored in a temporary small data fast path context using a timeout value that is pre-configured in the eNB.

NOTE 3: The details of the Uu, e.g.whether a DRB is established as part of connection setup procedure or using the legacy reconfiguration procedure or some other Uu alternative and the content of the temporary fast path context in the eNB are to be decided by RAN.  

3.
The SGW receives the small data GTP-U PDU, decrypts and checks the integrity protection, saves the eNB S1-U F-TEID in its bearer context and sets the fast path for the bearer as active. A FP inactivity timer is (re)started (at each UL packet). The SGW forwards a GTP-U PDU on the S5/S8 interface to the PGW. 

4.
An IP packet is received by the PGW and forwarded as a GTP-U PDU on the S5/S8 interface to the SGW.

5.
The SGW receives a GTP-U PDU on the S5/S8 interface on a bearer that has an active fast path. If the DL data meets the small data criteria (i.e. a 5-tuple and the number of arrived DL packets in the buffer ) and small data fast path rate limitation hasn’t been exceeded, the SGW integrity protects, encrypts and forwards the GTP-U PDU on the S1-U interface to the eNB. Otherwise the SGW buffer the DL data and sends a DDN to page the UE indicating normal DL data.
6.
The eNB uses the default DRB of the active fast path to forward the small data to the UE. The UE decrypts, checks integrity protection, and passes the small data to the receiving IP stack. 



If the UE has moved to another cell, the eNB returns a GTP-U Error Indication to the SGW. The SGW sets the fast path as inactive and fallbacks to paging (indicating DL small data). The eNB may include the undelivered small data in a GTP-U Extension Header, for the SGW to buffer it during the paging procedure.
7.
At the FP inactivity timeout in the eNB of an active fast path (e.g. 2-5 sec), an RRC Connection Release is sent to the UE, the S1-U is released and the small data fast path information is removed in the eNB. At the FP inactivity timeout in the SGW the S1-U is released and the fast path information locally deactivated. 

8.
In the UE the small data fast path is set as inactive (but remaining enabled) when the RRC connection and DRB are released. 

The example described above shows one UL and one DL packet, but several UL and DL packets up to the rate limit (see ‘Criteria for small data decision’) can be sent between the UE and the network as long as the fast path is active..  





Small data initiated Down Link

Small data initiated DL, that is, DL data received in the SGW on a bearer where fast path is enabled but not active (i.e. the eNB S1-U F-TEID is unknown), is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required. However as approximately 2/3 of all service requests are initiated by the UE in today’s mobile networks, the majority of small data sent in a fast path would not require any paging signalling. 
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Figure 5.1.1.3.6.2-4: LTE small data fast path transfer initiated down link

1.
An IP packet is received by the PGW and forwarded as a GTP-U PDU on the S5/S8 interface to the SGW.

2.
The SGW receives a GTP-U PDU on the S5/S8 interface. If the bearer is ECM-idle and fast path enabled but not active and the criteria for small data are fulfilled (i.e. a 5-tuple and the number of arrived DL packets in the buffer), the SGW pages the UE indicating DL small data. 
NOTE 4: According to the procedure ‘Enabling EPS Bearers for Small data fast path’ above, the MME and the UE will both be supporting fast path when the bearer is fast path enabled in the SGW (i.e. when one or both of them don’t support fast path, the fast path will not be enabled in the SGW). If the eNB does not support fast path, the UE will fall back to a normal service request if the small data indicator is missing in the RRC Connection Setup message (see the ‘Small data initiated Up Link know’ description above).  
3.
A page request is sent to the UE. The paging cause is set to DL small data.



4.
The UE responds to the small data page by sending a dummy IP packet uplink in the fast path. A small data page should only be sent to UEs having single bearer/single PDN connection. If a UE has multiple bearers when receiving a small data page (e.g. at an error case with inconsistent data in the network and the UE), the UE shall treat the paging cause as normal DL data i.e. not use the fast path. 


5.
The eNB receives the small data and proceeds as described above for step 2 in figure 5.1.1.3.6.2-3 above.

6.
The SGW receives a GTP-U PDU with small data on the S1-U interface, it decrypts and checks the integrity protection. The eNB S1-U F-TEID is saved in the bearer context and the fast path is set to active. A FP inactivity timer is (re)started (at each UL packet). The dummy UL IP packet is discarded. The SGW sends a DDN Complete message to the MME (to stop any additional paging attempts). 

7.
The SGW sends the buffered DL packet (encrypted and integrity protected) on the S1-U interface to the eNB. 

8.
Corresponds to step 6 in figure 5.1.1.3.6.2-3 above.

9.
Corresponds to step 7 in figure 5.1.1.3.6.2-3 above.

10.
Corresponds to step 8 in figure 5.1.1.3.6.2-3 above.

Activation of normal bearer when fast path is active
When a bearer needs to be transitioned to normal connected mode, any active fast path is deactivated in the UE, eNB and SGW as described below. The deactivation of fast path is made as part of a service request procedure. The service request may be triggered by e.g. UL data in the UE that does not meet the fast path criteria, paging after DL data in the SGW that does not meet the fast path criteria, paging after a fast path rate limit has been exceeded in the SGW, paging as part of activation of a dedicated bearer, or any other paging that triggers bearers to be established. 
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Figure 5.1.1.3.6.2-5: UE triggered Service Request procedure

The differences from the UE triggered service request procedure specified in TS 23.401 subclause 5.3.4.1 are described below. 
0.
A Small Data Fast Path is established as described above in figure 5.1.1.3.6.2-3 step 1 and 2. After this step the UE and the eNB will be in RRC connected mode and a DRB and a S1-U connection will exist.
1.
The NAS Service Request will be sent on the SRB2 if it exists after step 0 above (or otherwise SRB1 if RRC reconfiguration is not used when the DRB is established) .  
4.
If a Small Data Fast Path exists for the UE in the eNB, the fast path eNB S1-TEID is reused 
for the default EPS bearer.
5.
If a radio bearer already exists after a previous Small Data Fast Path establishment, that bearer is reconfigured
 with AS security and QoS.

The UE marks the Small Data Fast Path as inactive as part of the radio bearer establishment. The eNB inactivates (removes) any remaining parts of the Small Data Fast Path. 
6. 
To support seamless transition between fast path and normal bearer, a marking of packets on Uu and S1-U that have been protected with fast path specific PDCP would enable the receiving UE or SGW to apply fast specific handling (decryption & integrity protection) on those packets.
8.
If an active Small Data Fast Path exists for the UE in the Serving GW, the FP inactivity timer for the fast path is stopped and the fast path is set as inactive (but kept enabled). 
When the UE eventually changes state from ECM_CONNECTED back to ECM_IDLE, a fast path always remains inactive in UE and SGW (but enabled) and the UE RAN context is removed in the eNB, i.e. the existing S1 Release procedure is used (see is TS 23.401 subclause 5.3.5). If transmission of small data happens to be needed immediately after the S1 Release, the small data fast path is established the normal way (see above figure 5.1.1.3.6.2-3 and 5.1.1.3.6.2-4).
Mobility
The Small data fast path is established by existing mobility and session management signalling. When bearers are created/deleted/modified the MME informs the UE and the SGW of any changed small data fast path parameters. This is done by new parameter in existing messages.

Mobility while a small data fast path is active does not trigger X2 handover or S1 handover even if RRC is in connected mode. This since the small data transmission is expected to be short in time and since the UE does not send measurement reports (measurements are assumed not possible when AS security is switched off). 
From an eNB perspective, mobility while a small data fast path is active is handled by releasing the RRC connection locally when the fast path inactivity timer expires. At any DL data before the fast path inactivity timer has expired and the RRC synchronization with the UE failed, the eNB responds with a GTP-U Error Indication to the SGW. The undelivered DL packet may be included in an extension header in the GTP-U Error Indication. The Error Indication will trigger the SGW to set the small data fast path as inactive, store the DL data in the SGW buffer and to initiate a DDN which will cause a paging of the UE (with paging cause set to ‘small data’). 
From a UE perspective, mobility while a small data fast path is active is handled by releasing the RRC connection locally in the UE using a specific implicit RRC release timer for the fast path. At any UL data before the implicit RRC release timer has expired and the RRC synchronization with the eNB fails, the UE will re-establish the RRC connection in the new cell and send the UL data as described above in clause ‘Small data initiated Up Link’.

From a SGW perspective, mobility that results in SGW relocation needs consideration. At TAU and Handover with SGW relocation the MME updates the new SGW and the UE with new security information and updated SGW Bearer Resource ID as part of existing procedures. For other cases e.g. bringing a SGW out of service for maintenance, additional modify bearer signalling to the UE for updating SGW Bearer Resource ID and security information may be needed. Since while a small data fast path is active, X2 and S1 handover is not triggered, there is no issue with S-GW relocation for SIPTO as the UE has not moved out of its current location and as such the SGW serving the UE remains accurate. 
The FP inactivity timer for the RRC connection in the eNB should be smaller for the fast path (e.g. 2-5 seconds), since it can be assumed that a small data transmission is short in time. There should be a common time out value used in the eNB and the SGW. It can either be pre-configured in the nodes, or signalled from the MME (via the UE to the eNB) as part of the small data fast path establishment. 

The implicit RRC release timer in the UE for the small data fast path should be based on the FP inactivity timer  used in the eNB, which may be signalled to the UE from the MME as part of the small data fast path establishment. 
A communication between the UE and a server/host using small data is assumed to be short in time (e.g. a keep-alive message and a response, a report of a measurement value and receiving an acknowledgement, etc). Depending on the response time of the server, the communication can be assumed to be finished in less than one or a few seconds, and therefore crossing a cell border during communication can be assumed to be less frequent. Hence it is not considered necessary with any advanced mobility support, such as X2 handovers.





Criteria for small data decision

Specific criteria is used to decide whether UL or DL data shall be sent in the normal path (i.e. using service request) or in the small data fast path. That is, it is transparent to the application in the UE and to the Application Server whether or not the network applies the small data fast path. This should simplify normal M2M application development, not having to worry about what is “small data” and what is not. 

For UL data the decision is taken in the UE before a service request is sent but after a bearer has been selected. The small data fast path is not used if the bearer hasn’t been enabled by MME for fast path. The criteria for UL small data uses a 5-tuple received from the MME as part of the session establishment and the number of arrived UL packets in the buffer. Each of the five fields in the 5-tuple can be a single value, ranges of values, or a match all wild card. This allows the criteria to for example be configured to “use fast path only for the CoAP protocol with single packet in the UL buffer”. A MTC device reporting sensor values using CoAP would then transmit those over the fast path, but use normal bearers when it starts to transmit something else e.g. video media using TCP/RTP etc. 
For DL data the decision is taken in the SGW before a DDN is sent to the MME. The small data fast path is not used if the bearer where the DL data arrives hasn’t been enabled by MME for fast path. The criteria for DL small data uses a 5-tuple received from the MME as part of the session establishment and the number of arrived DL packets in the buffer. Each of the five fields in the 5-tuple can be a single value, ranges of values, or a match all wild card. This allows the criteria to for example be configured to “use fast path only for the CoAP protocol with single packet in the DL buffer”. If DL packets arrives in the SGW that does not match the criteria, a normal DDN/paging for DL data is done and the DL packets buffered in the SGW until the normal bearer has been established. 
Part of the DL criteria in the SGW may be counting received GTP-U Error Indications from the eNB and fallback to paging for normal ECM-connected mode in the DDN if error indications become frequent (i.e. implying high mobility and that data is not small data).



The SGW has a rate limitation for the small data fast path. If more than a configurable number of packets, e.g. 10 DL packets or 10 UL packets, have been transmitted during a single fast path active period, the SGW sends a DDN and triggers the establishment of a normal bearer. 
Security

In the small data fast path the UE sends traffic without having set up the regular AS security. 

In the described solution the security protection is done by security contexts in the UE and the S-GW. These are established as part of existing signalling, hence keeping the signalling overhead for small data to a minimum. The security information for the small data fast path is stored in the SGW and UE as part of the PDN connection information. It is kept regardless if the fast path is active or not, i.e. the security information is  kept as long as the fast path remains enabled and is not removed when the fast path is deactivated after time out or at transition from ECM-idle to ECM-connected. When the security information is updated for the UE i.e. the KASME, the MME updates the SGW with new security information for small data transfers.
The security protocol between the UE and the SGW consists of an E-UTRA PDCP layer based protocol that reuses the integrity protection and ciphering functionality, but where header compression is switched off.
NOTE 5: (see other note) : 
Any security threats, security impliciations and security protocols (including for S1-U) shall be decided by SA3.



RAN aspects

The Uu will determine any upper limit for small data volume. Any possible optimizations to the Uu are RAN decisions.
Feature introduction in networks

The small data fast path can be introduced in in any order in affected network nodes. As the fast path is an “add-on” feature and is triggered to become active by the UE, it will only become active if all involved entities (i.e. the UE, eNB, SGW and MME) all support the small data fast path. 

Other

The small data fast path is intended for E-UTRAN. It is primarily intended for M2M devices known to be sending small data. Use for some use cases by smart phones is not precluded. The target use cases are those where the traffic pattern in a given network causes frequent ECM-idle - ECM-connected mode transitions. The concept of keeping the SGW bearer end point address and identity in the UE has similarities of how GERAN is designed. In GERAN the UE keeps the TLLI which is passed together with each UL PDU. The BSC can use the NRI embedded in the TLLI to find the SGSN that serves the UE and the SGSN can use the TLLI to find the specific PDP context.
The normal QoS handling is not used for data traversing the small data fast path. Small data (i.e. up to the rate limitation) might work well without QoS. If considered required, a preconfigured default QoS may be used for the small data. 




5.1.1.3.6.2.2
Impacts on existing nodes and functionality

The small data fast path can be introduced in in any order in affected network nodes. As the fast path is an “add-on” feature and is triggered to become active by the UE, it will become active when all involved entities (i.e. the UE, eNB, SGW and MME) all support the small data fast path. This facilitates introduction of the feature in networks.
The UE should be capable of:
-
Determining whether or not the UL data can be sent as small data on the fast path enabled bearer;

-
Supporting security and PDCP based security protocol for small data fast path;
-
Receiving the SGW Bearer Resource ID for a fast path enabled bearer 
-
Responding to small data paging by sending a dummy IP packet uplink.

-
Indicating small data in RRC Connection Request.

The eNB should be capable of:

-
At initial UL data, deriving the SGW S1-U F-TEID based on the received SGW Bearer Resource ID; 

-
Receiving and sending small data on Uu using a default DRB and on the S1-U interface using GTP-U PDUs and keeping small data fast path related information in a context until a timer expires;

-
May return GTP-U Error Indication to the SGW  when DL data has arrived and the UE has moved out of its coverage, and including the undelivered small data in the GTP-U Extension Header;
-
Include its own F-TEID in the initial S1-U UL GTP-U PDU(s).
-
Support paging using the new small data cause value (depending whether this is transparent to the eNB or not).
-
Indicating small data in RRC Connection Setup.

The SGW should be capable of:

-
Supporting security and PDCP based security protocol for small data fast path. This includes maintaining a small data security context within the PDN connection (for the lifetime of the PDN connection) and small data fast path parameters within the bearer context until a timer expires;

-
Forwarding GTP-PDUs between S5/S8 and S1-U and when the ECM-idle bearer has an active small data fast path perform security protection of the data, or trigger paging for DL small data for non-active fast path;

-
Determining whether or not to indicate DL small data to the MME when paging the UE for received DL data.

The MME should be capable of:

-
Create and provide the UE with a Bearer Resource ID (that can be used by the eNB to derive corresponding SGW S1-U F-TEID) for the bearer to be small data fast path enabled when the SGW supports it. 

-
Derive small data security keys and send to the SGW as part of existing Session signalling. 

-
Indicate to UE and SGW as part of existing session signalling if a bearer shall be enabled for small data fast path and a timeout value to be used for an active fast path bearer.
-
Support paging using the new small data cause value.
5.1.1.3.6.2.3
Alternative A evaluation

The solution addresses PDN connections with mixed data usage as it adds an alternative data path for small data to the existing one, so it is mainly for e.g. M2M small data scenarios (mixed data usage or small data only) but could also be used for keep-alive or similar frequent small data. The solution also addresses infrequent small data transfers.The solution may cause additional signalling towards the UE at SGW restarts or relocations due to the existing security association between the UE and the SGW.
The primarily addressed usage scenarios are single bearer small data.
Benefits 

-
Eliminates the NAS part of the service request signalling in RAN, MME, SGW when the selected data transfer path is the small data path. 

-
Application developers are not required to use special handling of small data (but can optionally do so). The network decides whether data are transferred as small data or if normal bearers are established. 

-
Seem-less transition to normal ECM-connected mode possible in any situation e.g. when data on a PDN connection/bearer doesn’t fulfil the small data criteria anymore or a small data rate limitation is exceeded.

-
Can be used for small data transmission over the user plane with a minimum signalling overhead, e.g. primarily for messaging applications (exchanging a few messages with a certain protocols e.g. CoAP), but also some applications using keep-alive signalling (M2M and Smartphones) with single bearer; 

-
Existing UP functions is reused, e.g. charging, IP address & IP routing, firewalls/NATs/VPNs, DPI, etc; 

-
Small data volume upper limit only constrained by radio design and by UE’s mobility;

-
Suitable for frequent and infrequent small data transmission, including bursty transmissions;

-
Feature introduction in networks are facilitated as it can be introduced in any order in the affected nodes. It becomes active when the involved nodes (i.e. the UE, eNB, SGW and MME) support the small data fast path;

-
Also reduces network load from keep-alive signalling from smart phones;

-
Less total network resource consumption for M2M devices using primarily UP based infrequent and frequent small data.
Drawbacks

-
Impacts on SGW, MME, UE, eNB. Updated state model for the fast path in UE and SGW. Updated paging handling for the fast path;

-
Extra processing and intelligence in the SGW to maintain timers for PDN connections having active fast paths;

-
New security association handling for small data between the UE and the SGW. 


-
Co-existence of small data fast path and regular user plane, and of small data security contexts and regular EPS security contexts in the UE adds complexity and consumes resources in UE and SGW.



-
High signaling traffic in case of SGW recovery; without the new SGW functions the MME may re-new SGW contexts without affecting UEs.

End of changes

�Should be evaluated as separate solutions


�Format clarified above.


�The fast path is for single bearer only. Specific Uu bearer independent signalling is not considered any more. 


�Details have been clarified. The Note above covers the remaining RAN decisions


�Described below


�Rate limit and criteria detailed


�Clarified in step 2


�Clarified in the text. Remaining RAN decisions are covered by note under figure 5.1.1.3.6.2-3 above


�Ensures that any small data packets in the pipe are not lost.


�Ensures that any small data packets in the pipe are not lost.


�Covered by reusing the DRB and eNB S1-TEID when the default EPS bearer is established and by error indication for any DL data after cell change. 


�Described above


�LIPA is not a problem for fast path. SIPTO@LN relation to fast path described above


�QoS usage for small data fast path clarified above


�No specific entities required. Decision based on a IP header 5-tuple similar to TFTs filters


�TEID re-allocation may be used to avoid unique ID over radio and maintain user identity confidentiality
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