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1. Introduction
As described in S2-121814, two different modes for ProSe direct communication need to be supported for ProSe "one-to-one" Direct Communication:

- Autonomously Authorised Mode: LTE direct connection establishment that is applicable to ProSe-enabled Public Safety UEs only, e.g. when the UEs are "out of coverage" and

- Network authorised mode: LTE direct connection establishment that is applicable to all ProSe-enabled UEs. 

This solution defines procedures for the network-authorised mode. 

This procedure makes use of the discovery solution 1 (described in section 6.1) and is applicable to any authorised ProSe-enabled UE. 

The different phases that occur before the direct communication between two UEs can commence over IP are the following:

1.  Optional Discovery phase: the originating UE has discovered the expression of the UE that is interested to initiate communication to. This is an operation that is happening "in the background" (i.e. the UE monitoring at certain intervals the "discovery plane" and may not need to be triggered on demand). The procedures of the Discovery phase for this solution alternative are described in contribution S2-131817.

2.
Network assistance for Direct connection establishment: the originating and terminating UEs exchange signalling with the network before they establish the Direct connection. This may involve obtaining authorisation for using ProSe Direct Communication and obtaining direct communication parameters such as security keys etc. 
3.
Direct connectivity phase: the originating UE initiates the process to setup the Direct link. This involves exchanging RRC and NAS signalling to convey information like IP addresses, QoS etc. Session keys are also being setup at this phase. 

4. 
Direct communication phase: the originating UE is initiating direct communication (over IP) with the terminating UE. This involves any form of “over IP” signalling as/if required e.g. SIP to setup a VoIP session.
The following assumptions apply as part of this solution alternative and are applicable to all ProSe-enabled UEs under E-UTRAN coverage:

-
Network authorised direct communication can only apply between two UEs in the same serving MME (or MME pool). If the two UEs are not served from the same MME the communication is established over EPC;

-
Direct connection in this case shall always involve the network. The UE exchanges signalling with the network in order to obtain authorisation and obtain security keys that could be used for confidentiality and integrity protection of Direct connection;

- 
ProSe-enabled UEs will always be in ECM-CONNECTED to network when attempting/performing direct communications;

-
RAN control can apply to the Direct bearer and can also trigger termination of the Direct connection e.g. due to Radio Resource Management reasons;

-
Security keys are provided by the serving MME;

-
Each Direct bearer can be mapped "one-to-one" with an equivalent EPS bearer in order to facilitate path switch between from direct connection to infrastructure;

- 
Revocation of authorisation of the Direct bearer from the network (e.g. with network initiated context modification) requires the bearer to be moved back to the network;

-
When the UE is not in connected state in direct mode, i.e. when the Direct communication terminates, the context in the two UEs is dropped. The Direct "inactivity timer" can be in sync with the network inactivity timer i.e. the UE to release the Direct context when it transitions to idle mode w.r.t. the network.
2. Proposal

Based on the above the text is proposed to be included in section 6 in TR 23.703. 
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6.X
Solution X: Network-authorised LTE Direct Communication (one-to-one)
6.X.1
Functional description

As defined in section 4.1.1  two different modes for ProSe direct communication need to be supported for ProSe "one-to-one" Direct Communication. 

This solution defines procedures for the network authorised mode. 


The different phases that occur below before the direct IP communication between two UEs can commence are the following:

1  Discovery phase: the originating UE has discovered the UE that is interested to initiate communication to. 
The procedures of the Discovery phase for this solution alternative are described in different sections.

NOTE 1:  This phase may not be needed for public safety scenarios.
2.
Network assistance for Direct connection establishment: the originating and terminating UEs exchange signalling with the network before they establish the Direct connection. This may involve obtaining authorisation for using ProSe Direct Communication and obtaining  direct communication parameters such as security keys etc. 
3.
Direct connectivity phase: the originating UE initiates the process to setup the Direct connection. This involves exchanging RRC and NAS signalling to convey information like IP addresses, QoS etc. Session keys are also being setup at this phase. 
4. 
Direct communication phase: the originating UE is initiating direct communication (over IP) with the terminating UE. This involves any form of “over IP” signalling as/if required e.g. SIP to setup a VoIP session.
The following assumptions apply as part of this solution alternative and are applicable to all ProSe-enabled UEs under E-UTRAN coverage:

-
Network-authorised direct communication can only apply between two UEs in the same serving MME or different MMEs.;
Editor's Note: The case of UEs in different serving MMEs is FFS.
-
Direct connection setup shall always involve the network. The UE exchanges signalling with the network in order to obtain authorisation and obtain security keys that could be used for confidentiality and integrity protection of Direct connection;
- 
ProSe-enabled UEs will always be in ECM-CONNECTED to network when attempting/performing direct communications;
-
RAN control can apply to the Direct bearer and can also trigger termination of the Direct connection e.g. due to Radio Resource Management reasons;
-
Security keys are provided by the serving MME;
-
Each Direct bearer can be mapped "one-to-one" with an equivalent EPS bearer in order to facilitate path switch between direct connection and infrastructure;
- 
Revocation of authorisation of the Direct bearer from the network (e.g. with network initiated context modification) requires the bearer to be moved back to the network;
-
When the UE is not in connected state in direct mode i.e. when the Direct communication terminates,  the context in the two UEs is dropped. The Direct "inactivity timer" can be in sync associated with the network inactivity timer i.e. the UE to release the Direct context when it transitions to idle mode w.r.t. the network.
Editor's Note: The concept of QoS for Direct communication is FFS and so is whether dedicated Direct bearers will be needed/used. This will also depend on the capabilities of AS layers. 
6.X.2
Procedures

    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.

6.x.2.1
Network Authorised Direct Connection Setup
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Figure 6.x.2.1-X: Network-authorised Direct Connection Establishment procedure 

1.
Discovery procedure 
2. 
The originating UE performs the network authorised procedures as defined in section 6.x.2.1.1 in order to obtain authorisation for establishing a Direct connection and obtain keys from the network. The keys are exchanged and the connection is authorised by the terminating network and accepted by the terminating UE following the procedures defined in next sections. 

The following steps are almost identical to the network independent Direct Connection establishment procedure.

3. 
The originating and terminating UEs if authorised use direct radio signals to allow the UEs to establish direct radio bearers. 
NOTE X: More details about this step to be defined in RAN WGs.
Editor's Note: It is FFS whether this step is necessary for the network authorised case, or it can be fulfilled via the eNB e.g. in step 2.
4.
The originating UE sends Direct Connection request including a Connection id and security parameters to establish the Direct bearer. 

5.
Security procedures are performed, including security keys exchange. The UEs are using the keys obtained from the network as part of the network authorised originating and terminating procedures. 

NOTE Y: More details about this step to be defined in SA3 TR.
6.
The terminating UE sends a Direct Connection Accept message including the connection id, the IP address of UE-2 used for direct communication and proposed QoS parameters for the bearer. Other parameters are FFS.

7. 
The originating UE sends a Direct Connection Complete message with connection id, the IP address of UE-1 used for communication and acceptance of the QoS parameters used for communication. Other parameters are FFS. 
Editor's Note: It is FFS whether the QoS for the default could be exchanged in earlier steps.

8.
The Direct radio bearer is setup and communication can start.

6.x.2.1.1
Network Authorised Direct Connection Originating Procedure 

This procedure is followed by the UE in order to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE served by the same MME.
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Figure 6.x.2.1.1-1: Network Authorised Direct Connection Originating Procedure 

0. 
UE-1 is EPS attached and is idle or active mode. 
1. 
If discovery is used the originating UE discovers the UE of interest.

2. 
The originating UE sends Extended Service Request message for originating Direct connectivity that includes the expression code of the terminating UE obtained. Other parameters are FFS. 
Editor's Note: How the MME will find the terminating UE identity is FFS. 
Editor's Note: The case of UEs in different serving MMEs is FFS.

3.
Step 3 corresponds to steps 3~12 of section 5.3.4.1 of TS 23.401 [x] without any modification and is performed in order to establish the EPS bearers the UE has active at the time.
4.
The MME --based on the information received from the UE in step 2-- finds the terminating UE and proceeds with the rest of the procedures described in section 6.x.2.1.2 or section 6.x.2.1.3 depending on whether the UE is in idle or active mode w.r.t. the network. 
Editor's Note: This signalling step included in this "box" (terminating procedures) can happen in parallel to some of the following steps.

5. 
MME S1-AP Initial Context Update message indicating Direct Connection established is sent to the eNB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE.
6.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that triggers  UE-1 to start the Direct Connection procedure to establish the Direct radio bearer.
7.
The eNodeB confirms the allocation of resources and sends an S1-AP message to MME.

8. The two UEs perform steps 3~8 in section 6.x.2.1 to establish the Direct radio bearer. 
6.x.2.1.2
Network Authorised Direct Connection Terminating Procedure in Idle mode
This procedure is followed when the UE on the terminating side is in idle mode w.r.t. the network. It is used to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE to originate the connection.
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Figure 6.x.2.1.2-1: Network Authorised Direct Connection Terminating Procedure in idle mode 

1. Network Authorised Direct Connection procedures defined in section 6.x.2.1.1 steps 1~2.
2. MME sends a paging request indicating paging for a Direct connection.

3. The terminating UE sends Extended Service Request message for originating Direct connectivity. Other parameters are FFS.

4.
Step 3 corresponds to steps 3~12 of section 5.3.4.1 of TS 23.401 [x] without any modification and is performed in order to establish the EPS bearers the UE has active at the time.

5. 
MME S1-AP Initial Context Update message indicating that the Direct Connection is established is sent to the eNB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE.
6.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that will trigger  UE-1 to start the Direct Connection procedure.

7.
The eNodeB confirms acceptance and sends an S1-AP message to MME.

8. The two UEs perform steps 3~8 in section 6.x.2.1 to establish the Direct radio bearer. 
6.x.2.1.3
Network Authorised Direct Connection Terminating Procedure in active mode
This procedure is followed when the UE on the terminating side is in active mode w.r.t. the network. It is used to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE to originate the connection.
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Figure 6.x.2.1.3-1: Network Authorised Direct Connection Terminating Procedure in active mode
1. 
Network Authorised Direct Connection procedures defined in section 6.x.2.1.1 steps 1~2.

2. 
MME sends a paging notification for a Direct connection. The eNodeB forwards the paging message to the UE indicating Direct connection. This message is sent over the existing RRC connection of the UE.
3. The terminating UE sends Extended Service Request message for originating Direct connectivity. Other parameters are FFS.

4. 
The MME sends S1-AP Initial Context Setup Request message indicating Direct Connection to the eNodeB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE. This step also activates the radio and S1 bearers for all the active EPS Bearers (as in section 5.3.4.1 of TS 23.401 [x]). 
5.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that will trigger UE-2 to start the Direct Connection procedure. At this step the authorisation from the RAN for using Direct communication is performed. It is also indicated the activation of Direct Connection that will trigger UE-2 to start the Direct Connection procedure, e.g. start monitoring the radio resources for direct alert messages.
6.
The eNodeB confirms acceptance and sends an S1-AP message to MME.

7. The two UEs perform steps 3~8 in section 6.x.2.1 to establish the Direct radio bearer. 
6.x.3
Configuration information for direct communication
The following information is provisioned for network authorised direct communication one-to-one:

Authorisation for direct communication
Is the UE authorised to perform Direct Communication in this PLMN? (yes/no) 
(This information always comes from the registered PLMN
6.x.4
 Direct bearer concept

The Direct bearer can be considered similar to the concept of EPS bearer in the case of WAN communication. 
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Figure 6.x.4-1: Direct bearer concept
Editor's Note: Whether the concept of D2D TFT is needed and how it is provisioned and whether it can be expanded when the UE is "out of E-UTRAN coverage" is FFS.

6.x.4.1
IP address allocation
IPv6 only IP address is used for the Direct link.

For the network-authorised case, the IP address can be linked to a EPS bearer and use the /64 IPv6 prefix that is assigned to the associated EPS bearer and allocated via one of the mechanisms defined for IPv6 prefix allocation in TS 23.401 [x]. 
6.x.5
Direct Connection Management States

The Direct Connection Management States in the UE are defined for the signalling connection on the U2 reference point.

In the network-authorised procedure, the UE Direct Connection Management States will be synchronised with the ECM states.

6.x.5.1
DCM-IDLE

A UE is in DCM-IDLE state when no NAS signalling connection or context exists between the UE and any other UE. 
The UE shall enter the DCM-CONNECTED state when a signalling connection is established with at least one other UE. The initial NAS message that initiates a transition of the UE from DCM-IDLE to DCM-CONNECTED state is the Direct Connection Request.

6.x.5.2
DCM-CONNECTED

For a UE in the DCM-CONNECTED state, there exists a signalling connection between the UE and at least another UE. 

The UE shall enter the DCM-IDLE state when its signalling connection to the other UE has been released or broken. This release or failure is explicitly indicated to the UE or detected by the UE.

When a UE changes to DCM‑CONNECTED state and if a direct radio bearer cannot be established, or the UE cannot maintain a bearer in the DCM-CONNECTED state, the corresponding direct bearer is transferred to the network.

The DCM-CONNECTED state in the UE is always synchronised with the ECM-CONNECTED state w.r.t. the network. That is, if the UE is in the DCM-CONNECTED state w.r.t. at least one other UE, then that UE must also be in the ECM-CONNECTED state w.r.t. the network if under E-UTRAN coverage. 

6.x.5.1

State Transition and Functions


[image: image6.emf]DCM_IDLE

DCM_CONNECTED

All direct  connection released

At least one direct connection 

established

Additional direct 

connections est.


Figure 6.x.5.1-1: DCM state model in the UE

6.x.6
Mobility Aspects

Editor's Note: Mobility and service continuity aspects for the autonomous case are FFS.
6.x.7
Operational aspects

Operational aspects for accounting, lawful interception need to be defined for direct services based on the SA1 requirements.
6.x.7.1
Lawful interception

In this solution this is based on the disabling of the direct Path so that traffic goes via the EPC. Then the interception is happening as normal over the EPC and should be transparent to user since this is controlled from the network like e.g. SIPTO activation. The detailed requirements and procedures will be defined in SA WG3 and SA3-LI.

6.x.7.2
 Accounting

Reporting of data by the UE that can be used by a server in the network that is defined for this purpose can be triggered at any time . The UE can be configured to periodically report data to this server for accounting purposes via a secure interface if needed. 
NOTE: 
The reporting can use over IP protocols or any form of small data interface that exists (e.g. SMS) or any other possible small data mechanism that could be defined in rel.12.

Editor’s note: Whether such UE-provided info can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is subject to SA3/SA5 evaluation.
6.X.8
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
UE


Support of discovery procedures 
-
Support of network authorised connection establishment procedures described in this section
-
Support for authorisation and provisioning from ProSe Function
MME

-
Support network authorised connection establishment described in this section:
-
Authorisation for direct connection setup
-
Mapping of direct connection bearer to EPS bearer
-
Determination that two UEs are served by the same MME based on the discovery information
-
Security procedures, providing security keys to the UEs for the direct connection
RAN

-
Support network authorised connection establishment described in this section: 
-
Authorisation and control of the radio resources used for direct connection

6.X.9
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
>>>End of Changes<<<<
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