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********************** START OF 1st CHANGE *****************************

Introduction

Policy and Charging Control functionality encompasses two main functions:

-
Flow Based Charging, including charging control and online credit control, for service data flows and application traffic;

-
Policy control (e.g. gating control, QoS control, QoS signalling, etc.).

The present document specifies the generic PCC aspects within the body, while the specifics for each type of IP‑CAN are specified in Annexes. For one type of IP‑CAN the corresponding clause in an Annex shall be understood to be a realization of the TS main body. The Annexes are therefore not stand-alone specifications for an IP‑CAN. Annexes may specify additional restrictions to the specification body.

********************** START OF NEXT CHANGE *****************************

1
Scope

The present document specifies the overall stage 2 level functionality for Policy and Charging Control that encompasses the following high level functions for IP‑CANs (e.g. GPRS, I‑WLAN, Fixed Broadband, etc.):

-
Flow Based Charging for network usage, including charging control and online credit control, for service data flows and application traffic;

-
Policy control (e.g. gating control, QoS control, QoS signalling, etc.).

The present document specifies the Policy and Charging Control functionality for Evolved 3GPP Packet Switched domain, including both 3GPP accesses (GERAN/UTRAN/E-UTRAN) and Non-3GPP accesses, according to TS 23.401 [17] and TS 23.402 [18].

The present document specifies functionality for unicast bearers. Broadcast and multicast bearers, such as MBMS contexts for GPRS, are out of scope for the present release of this document.
********************** START OF NEXT CHANGE *****************************

4.1
General requirements

It shall be possible for the PCC architecture to base decisions upon subscription information.

It shall be possible to apply policy and charging control to any kind of 3GPP IP‑CAN and any non-3GPP accesses connected via EPC complying with TS 23.402 [18]. Applicability of PCC to other IP‑CANs is not restricted. However, it shall be possible for the PCC architecture to base decisions upon the type of IP‑CAN used (e.g. GPRS, I-WLAN, etc.).

The policy and charging control shall be possible in the roaming and local breakout scenarios defined in TS 23.401 [17] and TS 23.402 [18].

The PCC architecture shall discard packets that don't match any service data flow filter of the active PCC rules. It shall also be possible for the operator to define PCC rules, with wild-carded service data flow filters, to allow for the passage and charging for packets that do not match any service data flow filter of any other active PCC rules.

The PCC architecture shall allow the charging control to be applied on a per service data flow and on a per application basis, independent of the policy control.

The PCC architecture shall have a binding method that allows the unique association between service data flows and their IP‑CAN bearer.

A single service data flow template shall suffice, to detect a service data flow, for the purpose of both policy control and flow based charging.

A PCC rule may be predefined or dynamically provisioned at establishment and during the lifetime of an IP‑CAN session. The latter is referred to as a dynamic PCC rule.

The number of real-time PCC interactions shall be minimized although not significantly increasing the overall system reaction time. This requires optimized interfaces between the PCC nodes.

It shall be possible to take a PCC rule into service, and out of service, at a specific time of day, without any PCC interaction at that point in time.

PCC shall be enabled on a per PDN basis (represented by an access point and the configured range of IP addresses) at the PCEF. It shall be possible for the operator to configure the PCC architecture to perform charging control, policy control or both for a PDN access.

PCC shall support roaming users.

The PCC architecture shall allow the resolution of conflicts which would otherwise cause a subscriber’s Subscribed Guaranteed Bandwidth QoS to be exceeded.

The PCC architecture shall support topology hiding.

It should be possible to use PCC architecture for handling IMS-based emergency service.

It shall be possible with the PCC architecture, in real-time, to monitor the overall amount of resources that are consumed by a user and to control usage independently from charging mechanisms, the so-called usage monitoring control.

It shall be possible for the PCC architecture to provide application awareness even when there is no explicit service level signalling.

The PCC architecture shall support making policy decisions based on subscriber spending limits.

********************** START OF NEXT CHANGE *****************************

********************** START OF NEXT CHANGE *****************************

4.2.2
Charging models

The PCC charging shall support the following charging models both for charging performed by PCEF and charging performed by TDF:

-
Volume based charging;

-
Time based charging;

-
Volume and time based charging;
-
Event based charging;
-
No charging.

NOTE 1:
The charging model - "No charging" implies that charging control is not applicable.

Shared revenue services shall be supported. In this case settlement for all parties shall be supported, including the third parties that may have been involved providing the services.

NOTE 2:
When developing a charging solution, the PCC charging models may be combined to form the solution. How to achieve a specific solution is however not within the scope of this TS.
NOTE 3: The Event based charging defined in this specification applies only to session based charging as defined by the charging specifications.
********************** START OF NEXT CHANGE *****************************

5.1
Reference architecture

The PCC functionality is comprised by the functions of the Policy and Charging Enforcement Function (PCEF), the Bearer Binding and Event Reporting Function (BBERF), the Policy and Charging Rules Function (PCRF), the Application Function (AF), the Traffic Detection Function (TDF), the Online Charging System (OCS), the Offline Charging System (OFCS) and the Subscription Profile Repository (SPR) or the User Data Repository (UDR). UDR replaces SPR when the UDC architecture as defined in TS 23.335 [25] is applied to store PCC related subscription data. In this deployment scenario Ud interface between PCRF and UDR is used to access subscription data in the UDR.

NOTE 1:
When UDC architecture is used, SPR and Sp, whenever mentioned in this document, can be replaced by UDR and Ud.

The PCC architecture extends the architecture of an IP‑CAN, where the Policy and Charging Enforcement Function is a functional entity in the Gateway node implementing the IP access to the PDN. The allocation of the Bearer Binding and Event Reporting Function is specific to each IP‑CAN type and specified in the corresponding Annex.

The non-3GPP network relation to the PLMN is the same as defined in TS 23.402 [18].
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Figure 5.1-1: Overall PCC logical architecture (non-roaming) when SPR is used
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Figure 5.1-2: Overall PCC logical architecture (non-roaming) when UDR is used
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Figure 5.1-3: Overall PCC architecture (roaming with home routed access) when SPR is used
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Figure 5.1-4: Overall PCC architecture for roaming with PCEF in visited network (local breakout) when SPR is used

NOTE 2:
Similar figures for the roaming cases apply when UDR is used instead of SPR and Ud instead of Sp.

NOTE 3:
PCEF may be enhanced with application detection and control feature.
NOTE 4:  In the most of scenarios Gy and Gyn doesn’t apply for the same IP-CAN session, and Gz and Gzn also doesn’t apply for the same IP-CAN session. For the description of the case where simultaneous reports apply, please refer to the section 4.5).
********************** START OF NEXT CHANGE *****************************

5.2.X
Gyn reference point

The Gyn reference point resides between the OCS and the TDF.

The Gyn reference point allows online credit control for charging in case of ADC rules based charging in TDF. The functionalities required across the Gyn reference point are defined in TS 32.251 [9] and is based on RFC 4006 [4].

For a visited access, the VPLMN may use an OCS proxy between the TDF and the OCS.
********************** START OF NEXT CHANGE *****************************

5.2.Y
Gzn reference point

The Gzn reference point resides between the TDF and the OFCS.

The Gzn reference point enables transport of offline charging information in case of ADC rule based charging in TDF.
The Gzn interface is specified in TS 32.240 [3].

********************** START OF NEXT CHANGE *****************************

6.1.3
Credit management

The credit management applies for online charging only and shall operate on a per charging key basis. The PCEF should initiate one credit management session with the OCS for each IP‑CAN Session subject to online charging, unless specified otherwise in an IP‑CAN specific annex. Alternatively, the PCEF may initiate one credit management session for each IP‑CAN bearer as defined in the applicable annex. The TDF should initiate one credit management session with the OCS for each TDF Session subject to online charging.
NOTE 1:
Independent credit control for an individual service /application may be achieved by assigning a unique charging key value in the corresponding PCC/ADC rule.

The PCEF/TDF shall request a credit for each charging key occurring in a PCC/ADC rule. It shall be up to operator configuration whether the PCEF/TDF shall request credit in conjunction with the PCC/ADC rule being activated or when the first packet corresponding to the service /the application is detected. The OCS may either grant or deny the request for credit. The OCS shall strictly control the rating decisions.

NOTE 2:
The term 'credit' as used here does not imply actual monetary credit, but an abstract measure of resources available to the user. The relationship between this abstract measure, actual money, and actual network resources or data transfer, is controlled by the OCS.

During IP‑CAN session establishment and modification, the PCEF shall request credit using the information after applying policy enforcement action (e.g. upgraded or downgraded QoS information), if applicable, even though the PCEF has not signalled it yet in the IP‑CAN.
It shall be possible for the OCS to form a credit pool for multiple (one or more) charging keys, applied at the PCEF/TDF, e.g. with the objective of avoiding credit fragmentation. Multiple pools of credit shall be allowed per IP‑CAN bearer/TDF session. The OCS shall control the credit pooling decisions. The OCS shall, when credit authorization is sought, either grant a new pool of credit, together with a new credit limit, or give a reference to a pool of credit that is already granted for that IP‑CAN bearer/TDF session. The grouping of charging keys into pools shall not restrict the ability of the OCS to do credit authorisation and provide termination action individually for each charging key of the pool. It shall be possible for the OCS to group service data flows/applications charged at different rates or in different units (e.g. time/volume/event) into the same pool.
For each charging key, the PCEF/TDF may receive credit re-authorisation trigger information from the OCS, which shall cause the PCEF/TDF to perform a credit re-authorisation when the event occurs. If there are events which can not be monitored in the PCEF/TDF, the PCEF/TDF shall provide the information about the required event triggers to the PCRF. If information about required event triggers is provided to the PCRF, it is an implementation option whether a successful confirmation is required from the PCRF in order for the PCEF/TDF to consider the credit (re-)authorization procedure to be successful. The credit re-authorisation trigger detection shall cause the PCEF/TDF to request re-authorisation of the credit in the OCS. It shall be possible for the OCS to instruct the PCEF/TDF to seek re-authorisation of credit in case of the events listed in table 6.1.

Table 6.1: Credit re-authorization triggers

	Credit re-authorization trigger
	Description
	Applicable for

	Credit authorisation lifetime expiry
	The OCS has limited the validity of the credit to expire at a certain time.
	PCEF, TDF

	Idle timeout
	The service data flow identified by a PCC Rules or the application identified by an ADC Rule has been empty for a certain time.
	PCEF, TDF

	PLMN change
	The UE has moved to another operators' domain.
	PCEF, TDF

	QoS changes
	The QoS of the IP‑CAN bearer has changed.
	PCEF

	Change in type of IP‑CAN
	The type of the IP‑CAN has changed.
	PCEF, TDF

	Location change (serving cell)
	The serving cell of the UE has changed.
	PCEF, TDF

	Location change (serving area) (see note 2)
	The serving area of the UE has changed.
	PCEF, TDF

	Location change (serving CN node) (see note 3)
	The serving core network node of the UE has changed.
	PCEF, TDF

	NOTE 1:
This list is not exhaustive. Events specific for each IP‑CAN are specified in Annex A, and the protocol description may support additional events.

NOTE 2:
A change in the serving area may also result in a change in the serving cell, and possibly a change in the serving CN node.

NOTE 3:
A change in the serving CN node may also result in a change in the serving cell, and possibly a change in the serving area.
	


If the Location change trigger is armed, the relevant IP‑CAN specific procedure shall be implemented to report any changes in location to the level indicated by the trigger. If credit-authorization triggers and event triggers require different levels of reporting of location change for a single UE, the location to be reported should be changed to the highest level of detail required. However, there should be no request being triggered for credit re-authorization to the OCS if the report received is more detailed than requested by the OCS.

Some of the re-authorization triggers are related to IP‑CAN bearer modifications. IP‑CAN bearer modifications, which do not match any credit re-authorization trigger (received from the OCS for the bearer) shall not cause any credit re-authorization interaction with the OCS.

If the PCRF set the Out of credit event trigger (see clause 6.1.4), the PCEF/TDF shall inform the PCRF about the PCC/ADC rules for which credit is no longer available together with the applied termination action.
********************** START OF NEXT CHANGE *****************************

6.1.4
Event Triggers

The Event Reporting Function (ERF) performs event trigger detection. When an event matching the event trigger occurs, the ERF shall report the occurred event to the PCRF. The Event Reporting Function is located either at the PCEF or, at the BBERF (if applicable) or, at the TDF for solicited application reporting (if applicable).

The event triggers define the conditions when the ERF shall interact again with PCRF after an IP‑CAN session establishment. The event triggers that are required in procedures shall be unconditionally reported from the ERF, while the PCRF may subscribe to the remaining events. Whether an event trigger requires a subscription by the PCRF is indicated in column 4 in table 6.2 below.

The PCRF subscribes to new event triggers or remove armed event triggers unsolicited at any time or upon receiving a request from the AF, an event report or rule request from the ERF (PCEF or BBERF or TDF) using the Provision of PCC Rules procedure or the Provision of QoS Rules procedure (if applicable) or the Provision of ADC Rules procedure (if applicable). If the provided event triggers are associated with certain parameter values then the ERF shall include those values in the response back to the PCRF. Event triggers are associated with all rules at the ERF of an IP‑CAN session (ERF is located at PCEF) or Gateway Control session (ERF is located at BBERF) or with Traffic Detection session (ERF is located in TDF). Event triggers determine when the ERF shall signal to the PCRF that an IP‑CAN bearer has been modified. It shall be possible for the ERF to react on the event triggers listed in table 6.2.

Table 6.2: Event triggers

	Event trigger
	Description
	Reported from
	Condition for reporting

	PLMN change
	The UE has moved to another operators' domain.
	PCEF
	PCRF

	QoS change
	The QoS of the IP‑CAN bearer has changed (note 3).
	PCEF, BBERF
	PCRF

	QoS change exceeding authorization
	The QoS of the IP‑CAN bearer has changed and exceeds the authorized QoS (note 3).
	PCEF
	PCRF

	Traffic mapping information change
	The traffic mapping information of the IP‑CAN bearer has changed (note 3).
	PCEF
	Always set

	Resource modification request
	A request for resource modification has been received by the BBERF/PCEF (note 6).
	PCEF, BBERF
	Always set

	Routing information change
	The IP flow mobility routing information has changed
	PCEF
	Always set if IP flow mobility is supported

	Change in type of IP‑CAN (see note 1)
	The access type of the IP‑CAN bearer has changed.
	PCEF
	PCRF

	Loss/recovery of transmission resources
	The IP‑CAN transmission resources are no longer usable/again usable.
	PCEF, BBERF
	PCRF

	Location change (serving cell) (see note 10)
	The serving cell of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving area)
(see notes 4 and 10)
	The serving area of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving CN node)
(see notes 5 and 10)
	The serving core network node of the UE has changed.
	PCEF, BBERF
	PCRF

	Out of credit
	Credit is no longer available.
	PCEF, TDF
	PCRF

	Enforced PCC rule request
	PCEF is performing a PCC rules request as instructed by the PCRF.
	PCEF
	PCRF

	Enforced ADC rule request
	PCEF/TDF is performing an ADC rules request as instructed by the PCRF.
	PCEF, TDF
	PCRF

	UE IP address change (see note 9)
	A UE IP address has been allocated/released
	PCEF
	Always set

	Access Network Charging Correlation Information
	Access Network Charging Correlation Information has been assigned.
	PCEF
	PCRF

	Usage report

(see note 7)


	The IP-CAN session or the Monitoring key specific resources consumed by a UE either reached the threshold or needs to be reported for other reasons.
	PCEF, TDF
	PCRF

	Start of application traffic detection and

Stop of application traffic detection (see note 8)
	The start or the stop of application traffic has been detected.
	PCEF, TDF
	PCRF

	SRVCC CS to PS handover
	A CS to PS handover has been detected
	PCEF
	PCRF

	Access Network Information report
	Access information as specified in the Access Network Information Reporting part of a PCC rule.
	PCEF, BBERF
	PCRF

	NOTE 1:
This list is not exhaustive. Events specific for each IP‑CAN are specified in clause A.

NOTE 2:
A change in the type of IP‑CAN may also result in a change in the PLMN.

NOTE 3:
Available only when the bearer binding mechanism is allocated to the PCRF.

NOTE 4:
A change in the serving area may also result in a change in the serving cell, and a change in the serving CN node.

NOTE 5:
A change in the serving CN node may also result in a change in the serving cell, and possibly a change in the serving area.

NOTE 6:
Available only when the IP‑CAN supports corresponding procedures for bearer independent resource requests.

NOTE 7:
Usage is defined as either volume or time of user plane traffic.

NOTE 8:
The start and stop of application traffic detection are separate event triggers, but received under the same subscription from the PCRF. For unsolicited application reporting, these event triggers are always set for the TDF.

NOTE 9:
If TDF for solicited application reporting is applicable, upon receiving this event report from PCEF, PCRF always updates the TDF.

NOTE 10:
Due to the potential increase in signalling load, it is recommended that such event trigger subscription is only applied for a limited number of subscribers.


If the Location change trigger is armed, the relevant IP‑CAN specific procedure shall be implemented to report any changes in location to the level indicated by the trigger. If credit-authorization triggers and event triggers require different levels of reporting of location change for a single UE, the location to be reported should be changed to the highest level of detail required. However, there should be no request being triggered for PCC rules or QoS rules (if applicable) update to the PCRF if the report received is more detailed than requested by the PCRF.

IP‑CAN bearer modifications, which do not match any event trigger, shall cause no interaction with the PCRF.

The QoS change event trigger shall trigger the PCRF interaction for all changes of the IP‑CAN bearer QoS. The QoS change exceeding authorization event trigger shall only trigger the PCRF interaction for those changes that exceed the QoS of the IP‑CAN bearer that has been authorized by the PCRF previously. The ERF shall check the QoS class identifier and the bandwidth.

The Resource modification request event trigger shall trigger the PCRF interaction for all resource modification requests not tied to a specific IP‑CAN bearer received by PCEF/BBERF. The resource modification request received by PCEF/BBERF may include request for guaranteed bit rate changes for a traffic aggregate and/or the association/disassociation of the traffic aggregate with a QCI and/or a modification of the traffic aggregate.

The routing information change event trigger shall trigger the PCRF interaction for any change in how the IP flow is routed (i.e. IP flow mobility routing rules). The routing information change received by the PCEF is specified in TS 23.261 [23].

The enforced PCC rule request event trigger shall trigger a PCEF interaction to request PCC rules from the PCRF for an established IP‑CAN session. This PCEF interaction shall take place within the Revalidation time limit set by the PCRF in the IP‑CAN session related policy information (clause 6.4).

The enforced ADC rule request event trigger shall trigger a PCEF/TDF interaction to request ADC rules from the PCRF for an established IP-CAN/TDF session for solicited application reporting. This PCEF/TDF interaction shall take place within the ADC Revalidation time limit set by the PCRF in the IP-CAN/TDF session related policy information (clause 6.4).

NOTE 1:
The enforced PCC rule request and the enforced ADC rule request mechanisms can be used to avoid signalling overload situations e.g. due to time of day based PCC/ADC rule changes.

The UE IP address change event trigger applies to the PCEF only and shall trigger a PCEF interaction with the PCRF in case a UE IPv4 address is allocated or released during the lifetime of the IP‑CAN session.

The Access Network Charging Correlation Information event shall trigger the PCEF to report the assigned access network charging identifier for the PCC rules that are accompanied with a request for this event at activation.

To activate usage monitoring, the PCRF shall set the Usage report event trigger and provide applicable usage thresholds for the Monitoring key(s) that are subject to usage monitoring in the requested node (PCEF or TDF, solicited application reporting). The PCRF shall not remove the Usage report event trigger while usage monitoring is still active in the PCEF/TDF.

If the Usage report event trigger is set and the volume or the time thresholds, earlier provided by the PCRF, are reached, the PCEF or TDF (whichever received the event trigger) shall report this event to the PCRF. If both volume and time thresholds were provided and the thresholds, for one of the measurements, are reached, the PCEF or TDF shall report this event to the PCRF and the accumulated usage since last report shall be reported for both measurements.

The Start of application traffic detection and Stop of application traffic detection events shall trigger a PCEF or a TDF interaction with PCRF once the requested application traffic is detected (i.e. Start of application traffic detection) or the end of the requested application traffic is detected (i.e. Stop of application traffic detection) unless it is requested within a specific ADC Rule to mute such a notification for solicited application reporting or unconditionally in case of unsolicited application reporting. The Application Identifier and service flow descriptions, if deducible, shall also be included in the report. An application instance identifier shall be included in the report both for Start and for Stop of application traffic detection when service data flow descriptions are deducible. This is done to unambiguously match the Start and the Stop events.

The SRVCC CS to PS handover event trigger shall trigger a PCEF interaction with the PCRF to inform that a CS to PS handover procedure has been detected. The PCRF shall ensure, as specified in TS 23.216 [28], to allow voice media over the default bearer during the course of the CS to PS SRVCC procedure.

At PCC rule activation, modification and deactivation the ERF shall send, as specified in the PCC/QoS rule, the User Location Report and/or UE Timezone Report to the PCRF.

NOTE 2:
At PCC rule deactivation the User Location Report includes information on when the UE was last known to be in that location.

The PCRF shall send the User Location Report and/or UE Timezone Report to the AF upon receiving an Access Network Information report corresponding to the AF session from the ERF.

If the event trigger for Access Network Information reporting is set, the ERF shall, upon completion of an IP-CAN bearer establishment, modification or termination procedure, or upon termination of the IP-CAN session, check the Access Network Information report parameters (User Location Report, UE Timezone Report) of the corresponding PCC/QoS rules and report them to the PCRF accordingly. The ERF shall not report subsequent access network information updates when PCC/QoS rules bound to a bearer for which the event trigger access network information is met.

If the ERF receives a PCC/QoS rule with Access Network Information report parameters (User Location Report, UE Timezone Report) set and there is no bearer signalling related to this PCC/QoS rule (i.e. pending IP-CAN bearer signalling initiated by the UE or bearer signalling initiated by the ERF), the ERF shall initiate a bearer signalling to retrieve the current access network information of the UE and forward it to the PCRF afterwards.

If the Access Network Information report parameter for the User Location Report is set and the user location (i.e. cell) is not available to the ERF, the ERF shall provide the serving PLMN identifier to the PCRF which shall forward it to the AF.

********************** START OF NEXT CHANGE *****************************

6.1.8
Termination Action

The termination action applies only in case of online charging. The termination action indicates the action, which the PCEF/TDF should perform when no more credit is granted. A packet that matches a PCC rule/ADC rule, indicating a charging key for which no credit has been granted, is subject to a termination action.
The defined termination actions include:

-
Allowing the packets to pass through;

-
Dropping the packets;

-
The PCEF/TDF Default Termination Action;

-
The re-direction of packets to an application server (e.g. defined in the termination action).

NOTE:
Such a re-direction may cause an application protocol specific asynchronous close event and application protocol specific procedures may be required in the UE and/or AF in order to recover, e.g. as specified in RFC 2616 for HTTP.

The Default Termination Action for all charging keys, for which no more credit is granted and there is no specific termination action shall be pre-configured in the PCEF/TDF according to operator's policy. For instance, the default behaviour may consist of allowing packets of any terminated service to pass through the PCEF/TDF.

The OCS may provide a termination action for each charging key over the Gy interface. Any previously provided termination action may be overwritten by the OCS. A termination action remains valid and shall be applied by the PCEF/TDF until all the corresponding PCC/ADC rules of that charging key are removed or the corresponding IP‑CAN bearer is removed (for GPRS the PDP context).

The OCS shall provide the termination action to the PCEF/TDF before denying credit; otherwise the PCEF/TDF default termination action will be performed.
********************** START OF NEXT CHANGE *****************************

6.2.1
Policy Control and Charging Rules Function (PCRF)

6.2.1.0
General

The PCRF encompasses policy control decision and charging control functionalities.

The PCRF provides network control regarding the service data flow detection, gating, QoS and charging (except credit management) towards the PCEF and/or TDF.
The PCRF shall apply the security procedures, as required by the operator, before accepting service information from the AF.

The PCRF shall decide whether application traffic detection is applicable, as per operator policies, based on user profile configuration, received within subscription information.

The PCRF shall decide how certain service/application traffic shall be treated in the PCEF and in the TDF, if applicable, and ensure that the PCEF user plane traffic mapping and treatment is in accordance with the user's subscription profile.
If Gxx applies, the PCRF shall provide QoS rules with identical service data flow templates as provided to the PCEF in the PCC rules. If the service data flow is tunnelled at the BBERF, the PCRF shall provide the BBERF with information received from the PCEF to enable the service data flow detection in the mobility tunnel at the BBERF. In case 2a, defined in clause 7.1, the PCRF may also provide to the BBERF the charging ID information received from the PCEF. If IP flow mobility as specified in TS 23.261 [23] applies, the PCRF shall, based on IP flow mobility routing rules received from the PCEF, provide the authorized QoS rules to the applicable BBERF as specified in clause 6.1.1.3.

The PCRF should for an IP‑CAN session derive, from IP‑CAN specific restrictions, operator policy and SPR data, the list of permitted QoS class identifiers and associated GBR and MBR limits for the IP‑CAN session.

The PCRF may check that the service information provided by the AF is consistent with both the operator defined policy rules and the related subscription information as received from the SPR during IP‑CAN session establishment before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF when the service information is not consistent with either the related subscription information or the operator defined policy rules and as a result the PCRF shall indicate that this service information is not covered by the subscription information or by operator defined policy rules and may indicate, in the response to the AF, the service information that can be accepted by the PCRF (e.g. the acceptable bandwidth). In the absence of other policy control mechanisms outside the scope of PCC, it is recommended that the PCRF include this information in the response.

In this Release, the PCRF supports only a single Rx reference point, i.e. there is one AF for each AF session.

The PCRF authorizes QoS resources. The PCRF uses the service information received from the AF (e.g. SDP information or other available application information) and/or the subscription information received from the SPR to calculate the proper QoS authorization (QoS class identifier, bitrates). The PCRF may also take into account the requested QoS received from the PCEF via Gx interface.

NOTE 1:
The PCRF provides always the maximum values for the authorized QoS even if the requested QoS is lower than what can be authorized.

The Authorization of QoS resources shall be based on complete service information unless the PCRF is required to perform the authorization of QoS resources based on incomplete service information. The PCRF shall after receiving the complete service information, update the affected PCC rules accordingly.

The PCRF may use the subscription information as basis for the policy and charging control decisions. The subscription information may apply for both session based and non-session based services.

The PCRF determines whether a Gx session from the PCEF is to be linked with a Gateway Control Session from the BBERF by matching the IPv4 address and/or IPv6 network prefix and conditionally the UE Identity, PDN Connection ID and PDN ID towards open Gateway Control Sessions. When IP flow mobility as specified in TS 23.261 [23] applies, one Gx session may be linked with multiple Gateway Control Sessions.

If the BBERF does not provide any PDN ID at the Gateway Control Session Establishment, then the PCRF maintains Gateway Control Session to Gx session linking to the Gx sessions where the assigned CoA and UE Identity (if available over Gxx) are equal. The PCRF and BBERF shall be capable of separating information for each IP‑CAN session within the common Gateway Control Session.

If the BBERF provides a PDN ID at the Gateway Control Session Establishment, then the PCRF maintains Gateway Control Session to Gx session linking where the UE identity and PDN ID are equal. If the BBERF provides a PDN ID at Gateway Control Session establishment, it may also indicate in the Gateway Control Session establishment that the PCRF shall not attempt linking the new Gateway Control Session with an existing Gx session immediately. If the PCRF receives such an indication, it keeps the new Gateway Control Session pending and defers linking until an IP-CAN session establishment or an IP-CAN session modification with matching UE Identity, PDN ID and IP-CAN type arrives via Gx.

If the BBERF provides a PDN ID and a PDN Connection ID at the Gateway Control Session establishment, then the PCRF maintains Gateway Control Session to Gx session linking where the UE identity, PDN Connection ID and PDN ID are equal.

When a BBERF establishes multiple Gateway Control Sessions for the same PDN ID and the IP‑CAN type changes, the PCRF assumes that this constitutes inter-system BBERF relocations of existing Gateway Control Sessions. The BBERF may supply UE IPv4 address and/or IPv6 network prefix (if known) that can be used for linking the new Gateway Control Session to the existing Gx session. If the UE IPv4 address and/or IPv6 network prefix is/are not provided in the new Gateway Control Session establishment, the PCRF shall defer the linking with existing Gx session until receiving an IP-CAN Session modification with matching UE Identity, IP‑CAN type, PDN Connection ID, and PDN ID.

The PCRF determines which case applies as described on clause 7.1.

If an AF requests the PCRF to report on the signalling path status, for the AF session, the PCRF shall, upon indication of loss of resources from the PCEF, for PCC rules corresponding to the signalling traffic notify the AF on changes to the signalling path status. The PCRF needs to have the knowledge of which PCC rules identify signalling traffic.

Negotiation of IP‑CAN bearer establishment mode takes place via Gx for 3GPP IP‑CANs. For non-3GPP IP‑CANs specified in TS 23.402 [18] negotiation of bearer establishment mode takes place via Gx when GTP is used and via Gxx for the rest of the cases. For other accesses supporting multiple IP‑CAN bearer establishment modes, if Gxx applies, the negotiation takes place via Gxx, otherwise via Gx. To support the different IP‑CAN bearer establishment modes (UE-only or UE/NW) the PCRF shall:

-
shall set the IP‑CAN bearer establishment mode for the IP‑CAN session based on operator configuration, network and UE capabilities;

-
shall, if the bearer establishment mode is UE/NW, decide what mode (UE or NW) shall apply for a PCC rule and resolve race conditions between for requests between UE-initiated and NW-initiated requests;

NOTE 2:
For an operator-controlled service, the UE and the PCRF may be provisioned with information indicating which mode is to be used.

-
may reject a UE request that is already served by a NW-initiated procedure in progress. When rejecting a UE-initiated request by sending a reject indication, the PCRF shall use an appropriate cause value which shall be delivered to the UE.

NOTE 3:
This situation may e.g. occur if the PCRF has already triggered a NW-initiated procedure that corresponds to the UE request.

-
guarantee the precedence of dynamic PCC rules for network controlled services in the service data flow detection process at the PCEF by setting the PCC rule precedence information to appropriate values.

If an AF requests the PCRF to report on the change of type of IP‑CAN, the PCRF shall provide to the AF the information about the IP‑CAN type the user is currently using and upon indication of change of IP‑CAN type, notify the AF on changes of the type of IP‑CAN. In the case of 3GPP IP‑CAN, the information of the Radio Access Technology Type (e.g. UTRAN) shall be also reported to the AF. If IP flow mobility as specified in TS 23.261 [23] applies, the PCRF shall provide to the AF the IP-CAN type information about the IP-CAN type the service data flow currently transported within and upon indication of change of IP-CAN type, notify the AF on changes of the type of IP‑CAN. In the case of 3GPP IP‑CAN, the information of the Radio Access Technology Type (e.g. UTRAN) shall be also reported to the AF. When IP flow mobility is allowed within the same IP‑CAN session, the PCRF shall only report the IP‑CAN type change when the IP flow mobility applies to the service information provided by the AF.

If an AF requests the PCRF to report Access Network Information, the PCRF shall set the Access Network Information report parameters in the corresponding PCC rules or QoS rules and provision them together with the corresponding event trigger to the PCEF or BBERF as per procedure in clause 7.4.2. The PCRF shall, upon receiving an Access Network Information report corresponding to the AF session from the PCEF or BBERF, forward the Access Network Information as requested by the AF.

If an AF requests the PCRF to report Access Network Charging Correlation Information, the PCRF shall provide to the AF the Access Network Charging Correlation Information, which will identify the usage reports that include measurement for the flows, once the Access Network Charging Correlation Information is known at the PCRF. If not known in advance, the PCRF subscribes for the Access Network Charging Correlation Information event for the applicable PCC rule(s).

If Gxx applies and the PCEF provided information about required event triggers, the PCRF shall provide these event triggers to the BBERF and notify the PCEF of the outcome of the provisioning procedure by using the PCRF initiated IP‑CAN Session Modification procedure, as defined in clause 7.4.2. The PCRF shall include the parameter values received in the response from the BBERF in the notification to the PCEF. When multiple BBERFs exist (e.g. in IP flow mobility case), the PCEF may subscribe to different or common set of event triggers at different BBERFs; when the PCRF receives event notification from any BBERF, the PCRF shall include both the parameters values received from the BBERF and also the information for identifying the BBERF in the notification to the PCEF.

If Sd applies and the TDF provided information about required event triggers, the PCRF shall provide these event triggers to the PCEF or BBERF, if Gxx applies, and notify the TDF of the outcome of the provisioning procedure within the PCEF initiated IP‑CAN Session Modification procedure, as defined in clause 7.4.1. The PCRF shall include the parameter values, received in the response from the PCEF/BBERF, in the notification to the TDF. The relevant Event Triggers are: PLMN change, Location change, Change in type of IP‑CAN, RAT type change, SGSN change, Serving GW change.

NOTE 4:
For IP flow mobility feature enabled, the TDF doesn't have accurate information about the location and the type of RAT the user is attached to.

When the PCRF gets an event report from the BBERF that is required by the PCEF, the PCRF shall forward this event report to the PCEF.

When the PCRF gets an Event Report from the PCEF/BBERF that is required by the TDF, the PCRF shall forward this Event Report to the TDF.

The PCRF may support usage monitoring control. Usage is defined as either volume or time of user plane traffic.

The PCRF may receive information about total allowed usage per PDN and UE from the SPR, i.e. the overall amount of allowed resources (based either on traffic volume and/or traffic time) that are to be monitored for the PDN connections of a user. In addition information about total allowed usage for Monitoring key(s) per PDN and UE may also be received from the SPR.

For the purpose of usage monitoring control the PCRF shall request the Usage report trigger and provide the necessary usage threshold(s), either volume threshold, time threshold, or both volume threshold and time threshold, upon which the requested node (PCEF or TDF) shall report to the PCRF. The PCRF shall decide if and when to activate usage monitoring to the PCEF and TDF.

The PCRF may provide a Monitoring time to the PCEF/TDF for the Monitoring keys(s) and optionally specify a subsequent threshold value for the usage after the Monitoring time.

If the PCEF reports usage before the Monitoring time is reached, the Monitoring time is not retained by the PCEF. Therefore the PCRF may again provide a Monitoring time and optionally the subsequent threshold value for the usage after the Monitoring time in the response.

It shall be possible for the PCRF to request a usage report from the requested node (PCEF or TDF).

NOTE 5:
The PCRF ensures that the number of requests/following policy decisions provided over Gx/Sd reference point do not cause excessive signalling load by e.g. assigning the same time for the report only for a preconfigured number of IP-CAN/TDF sessions.

Once the PCRF receives a usage report from the requested node (PCEF or TDF) the PCRF shall deduct the value of the usage report from the totally allowed usage for that PDN and UE (in case usage per IP-CAN session is reported). If usage is reported from the TDF or the PCEF, the PCRF shall deduct the value of the usage report from the totally allowed usage for individual Monitoring key(s) for that PDN and UE (in case of usage for one or several Monitoring keys is reported).

NOTE 6:
The PCRF maintains usage thresholds for each Monitoring key and IP‑CAN session that is active for a certain PDN and UE. Updating the total allowanced usage after the PCEF reporting, minimizes the risk of exceeding the usage allowance.

If the PCEF or TDF reports usage for a certain Monitoring key and if monitoring shall continue for that Monitoring key then the PCRF shall provide new threshold value(s) in the response to the PCEF or TDF respectively. If Monitoring time and subsequent threshold value are used then the PCRF provides them to the PCEF or TDF as well.

The PCRF may provide a new volume threshold and/or a new time threshold to the PCEF or TDF, the new threshold values overrides the existing threshold values in the PCEF or TDF.

If monitoring shall no longer continue for that Monitoring key, then the PCRF shall not provide a new threshold in the response to the PCEF / TDF.

NOTE 7:
If the PCRF decides to deactivate all PCC rules or ADC rules associated with a certain Monitoring key, then the conditions defined in clause 6.6.2 for continued Monitoring will no longer be fulfilled for that Monitoring key.

If all IP-CAN session of a user to the same APN is terminated, the PCRF shall store the remaining allowed usage, i.e. the information about the remaining overall amount of resources, in the SPR.

The PCRF may authorise an application service provider to request specific PCC decisions (e.g. authorisation to request sponsored IP flows, authorisation to request QoS resources). For sponsored data connectivity (see Annex N), the PCRF may receive a usage threshold from the AF.

If the AF specifies a usage threshold, the PCRF shall use the Sponsor Identity to construct a Monitoring key for monitoring the volume, time, or both volume and time of user plane traffic, and invoke usage monitoring on the PCEF. The PCRF shall notify the AF when the PCEF reports that a usage threshold for the Monitoring key is reached provided that the AF requests to be notified for this event. If the usage threshold is reached, the AF may terminate the AF session or provide a new usage threshold to the PCRF. Alternatively, the AF may allow the session to continue without specifying a usage threshold. If the AF decides to allow the session to continue without specifying a usage threshold, then monitoring in the PCEF shall be discontinued for that monitoring key by the PCRF, unless there are other reasons for continuing the monitoring.

If the AF revokes the service information and the AF has notified previously a usage threshold to the PCRF, the PCRF shall report the usage up to the time of the revocation of service authorization.

If the IP-CAN session terminates and the AF has specified a usage threshold then the PCRF shall notify the AF of the accumulated usage (i.e. either volume, or time, or both volume and time) of user plane traffic since the last usage report.

The PCRF performs authorizations based on sponsored data connectivity profiles stored in the SPR. If the AF is in the operator's network and is based on the OSA/Parlay-X GW (TS 23.198 [24]), the PCRF is not required to verify that a trust relationship exists between the operator and the sponsors.

If the H-PCRF detects that the UE is accessing the sponsored data connectivity in the roaming scenario with home routed access, it may allow the sponsored data connectivity in the service authorization request, reject the service authorization request, or initiate the AF session termination based on home operator policy.

NOTE 8:
Sponsored data connectivity is not supported in the roaming with visited access scenario in this Release.

For the solicited application reporting, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with ADC rules in order to ensure consistent service delivery.

The PCRF uses the information relating to subscriber spending available in the OCS as input for policy decisions related to e.g. QoS control, gating or charging conditions.

********************** START OF NEXT CHANGE *****************************

6.2.5
Online Charging System

The Online Charging System (OCS) performs online credit control functions as specified in TS 32.240 [3].

The OCS may trigger the PCEF to initiate an IP‑CAN bearer service termination at any point in time.

NOTE:
As the OCS performs the credit control per charging key basis (and thus has not necessarily the knowledge about the existence of any specific service/application), it is recommended to use different charging keys for any service /applications that shall not be unintentionally interrupted.

There may be several OCSs in a PLMN. The default OCS addresses (i.e. the primary address and secondary address) shall be locally pre-configured within the PCEF and TDF. OCS addresses may also be passed once per IP‑CAN session or TDF session from the PCRF to the PCEF or TDF. The OCS addresses provided by the PCRF shall have a higher priority than the pre-configured ones.
********************** START OF NEXT CHANGE *****************************

6.2.6
Offline Charging System (OFCS)

The Offline Charging System is specified in TS 32.240 [3].

There may be several OFCSs in a PLMN. The default OFCS addresses (i.e. the primary address and secondary address) shall be locally pre-configured within the PCEF and TDF. OFCS addresses may also be passed once per IP‑CAN session or TDF session from the PCRF to the PCEF or TDF. The addresses provided by the PCRF shall have a higher priority than the pre-configured ones.
********************** START OF NEXT CHANGE *****************************

6.2.9
Traffic Detection Function (TDF)

The TDF is a functional entity that performs application detection and reporting of detected application and its service data flow description to the PCRF. The TDF supports solicited application reporting and/or unsolicited application reporting.

The TDF shall detect Start and Stop of the application traffic for the ADC rules that the PCRF has activated at the TDF (solicited application reporting) or which are pre-provisioned at the TDF (unsolicited application reporting). The TDF shall report, unless the notification is muted for the specific ADC Rule in case of solicited application reporting, to the PCRF:

-
For the Start of application event trigger: the Application identifier and, when service data flow descriptions are deducible, the application instance identifier and the service data flow descriptions to use for detecting that application traffic with a dynamic PCC rule as defined in clause 6.1.4.

-
For the Stop of application event trigger: the Application identifier and if the application instance identifier was reported for the Start, also the application instance identifier as defined in the clause 6.1.4.

For solicited application reporting, the PCRF can request the TDF to also perform enforcement actions, charging and usage monitoring.
For those cases where service data flow description is not possible to be provided by the TDF to the PCRF, the TDF performs:

-
Gating;

-
Redirection;

-
Bandwidth limitation;
-
Charging.

for the detected applications.

For those cases where service data flow description is provided by the TDF to the PCRF the actions resulting of application detection may be performed by the PCEF as part of the charging and policy enforcement per service data flow as defined in this document or may be performed by the TDF.

NOTE:
The PCEF can be enhanced with application detection and control feature as specified in clause 6.2.2.5.

The TDF shall support usage monitoring as specified in clause 4.4 and the usage reporting functions as specified in clause 6.2.2.3 for the PCEF.
The TDF shall support data volume, duration, combined volume/duration and event based measurement for charging. The Measurement method indicates what measurement type is applicable for the ADC rule.

NOTE 1:
Events to be charged are predefined in the TDF.
The TDF measurement measures all the user plane traffic, except packets discarded by ADC-rule enforcement or due to MBR-enforcement.

The TDF shall maintain a measurement per TDF session and Charging Key combination.

If Service identifier level reporting is mandated in an ADC rule, the TDF shall maintain a measurement for that Charging Key and Service identifier combination, for the TDF session.

If there are required events which cannot be monitored in the TDF (e.g. related to the location changes), the TDF shall request the information about these Event Triggers from the PCRF using either:

-
The IP-CAN Session Establishment procedure, as defined in clause 7.2, or

-
The PCEF initiated IP-CAN Session Modification procedure, as defined in clause 7.4.1, or

-
In the response to a PCRF initiated IP-CAN Session Modification, as defined in clause 7.4.2, or

-
Within the Update of the subscription information in the PCRF procedure, as defined in clause 7.5.

For unsolicited application reporting, the TDF performs only application detection and reporting functionality but neither enforcement actions nor usage monitoring. The TDF should handle each IPv4 address and IPv6 prefix, assuming the max prefix length used in the access network, within a separate TDF session. The PCRF shall, if needed, correlate TDF sessions that correspond to the same IP-CAN session.

********************** START OF NEXT CHANGE *****************************

6.4a
TDF session related policy information

The purpose of the TDF session related information is to provide information that is applicable to the whole TDF session. The PCRF provides the TDF session related information to the TDF (if applicable) using ADC rule provision procedure. 
Table 6.4a lists the TDF session related policy information.

Table 6.4a: TDF session related policy information

	Attribute
	Description
	PCRF permitted to modify the attribute

	Charging information

	Defines the containing OFCS and/or OCS addresses.
	No

	Default charging method

	Defines the default charging method for the TDF session.
	No

	Event trigger
	Defines the event(s) that shall cause a re-request of ADC rules for the TDF session.
	Yes

	Maximum downlink bit rate
	Defines the maximum downlink bit rate per TDF session. 
	Yes

	Maximum uplink bit rate
	Defines the maximum uplink bit rate per TDF session. 
	Yes

	ADC Revalidation time limit
	Defines the time period within which the TDF shall perform an ADC rules request.
	Yes


Upon the initial interaction with the TDF, the PCRF may provide Charging information containing OFCS and/or OCS addresses to the TDF defining the offline and online charging system addresses respectively. These shall override any possible predefined addresses at the TDF. If received by the TDF, it supersedes the Primary OFCS/OCS address and Secondary OFCS/OCS address predefined at the TDF.

Upon the initial interaction with the TDF, the PCRF may provide Default charging method indicating what charging method shall be used in the TDF session for every ADC rule where the charging method identifier is omitted. If received by the TDF, it supersedes the defined Default charging method.

Upon every interaction with the TDF, the PCRF may provide Maximum downlink bit rate and/or Maximum uplink bit rate for the TDF session.
NOTE: To avoid down-link packets being discarded in PCEF when TDF performs charging, the PCRF should set the Maximum downlink bit rate to the DL APN-AMBR.
Upon every interaction with the TDF, the PCRF may provide event triggers for the TDF session. Event triggers are used to determine which event causes the TDF to re-request ADC rules. The triggers applicable for the TDF are listed in clause 6.1.4.

The ADC Revalidation time limit defines the time period within which the TDF shall trigger a request for ADC rules for an established TDF session.
********************** START OF NEXT CHANGE *****************************

6.8
Application Detection and Control Rule

6.8.1
General

The Application Detection and Control rule (ADC rule) comprises the information that is required in order to:

-
identify the rule;

-
detect the Start and Stop of traffic for a certain application;

-
apply enforcement actions for the application traffic detected by the rule
-
apply charging for the application traffic detected by the rule.

ADC rules definitions are assumed to be directly provisioned into the PCEF enhanced with ADC or TDF and referenced by the PCRF with the ADC Rule identifier.

NOTE 1:
The method to perform the detection, in particular for the Start and Stop, may extend beyond the IP header and is out of scope for this document.

Two types of ADC rules exist: Pre-defined and dynamic ADC rules. A predefined ADC rule is constant and shall not be changed. For a dynamic ADC rule, some parameters can be provided and modified by the PCRF as defined in Table 6.8.

The pre-defined ADC rules may be used in a non-roaming situation or in a home-routed roaming situation.

There are defined procedures for activation, modification and deactivation of ADC rules (as described in clause 6.8.2). The PCRF may activate, modify and deactivate an ADC rule at any time. The modification procedure is applicable to dynamic ADC rules only.

The operator defines the ADC rules.

Table 6.8 lists the information contained in an ADC rule that can be exchanged over the Sd and the Gx reference points, including the information element name, the description and whether the PCRF may modify this information in a dynamic ADC rule which is active in the TDF or PCEF enhanced with ADC. The Category field indicates if a certain piece of information is mandatory or not for the construction of an ADC rule, i.e. if it is possible to construct an ADC rule without it.

Table 6.8: The Application Detection and Control rule information

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic ADC rule

	ADC Rule identifier
	Uniquely identifies the ADC rule, within a TDF session or an IP-CAN session.

It is used between PCRF and TDF or PCEF enhanced with ADC for referencing ADC rules.
	Mandatory
	No

	Application detection

(NOTE 2)
	This clause defines the detection and the application name.
	
	

	Application identifier 
	References the corresponding application, for which the rule applies 
	Mandatory
	No

	Mute for notification
	Defines whether application's start or stop notification is to be muted.
	Optional
	No

	Usage Monitoring Control
	This clause describes identities required for Usage Monitoring Control.
	
	

	Monitoring key
	The PCRF uses the monitoring key to group applications that share a common allowed usage.
	Optional
	Yes

	Enforcement control
	This clause defines how the TDF or PCEF enhanced with ADC shall apply enforcement actions for the detected application traffic.
	
	

	Gate status
	The gate status indicates whether the detected application may pass (Gate is open) or shall be discarded (Gate is closed) at the TDF or PCEF enhanced with ADC.
	Optional
	Yes

	UL-maximum bit rate
	The uplink maximum bit rate authorized for the application traffic
	Optional
	Yes

	DL-maximum bit rate
	The downlink maximum bit rate authorized for the application traffic
	Optional
	Yes

	Redirect
	Redirect state of detected application traffic (enabled/disabled)
	Optional
	Yes

	Redirect Destination
	Controlled Address to which detected application traffic should be redirected when redirect is enabled
	Conditional

(NOTE 1)


	Yes

	Charging
	This clause defines identities and instructions for charging and accounting that is required for an access point where application usage charging is configured 
	
	

	Charging key
	The charging system (OCS or OFCS) uses the charging key to determine the tariff to apply for the application.
	Optional
	Yes

	Service identifier
	Identifies one or more applications to the charging system. 
	Optional
	Yes

	Charging method
	Indicates the required charging method for the ADC rule.

Values: online, offline or neither.
	Conditional
(NOTE 3)
	No

	Measurement method
	Indicates whether the application data volume, duration, combined volume/duration or event shall be measured.

This is applicable for reporting, if the charging method is online or offline.
	Optional
	Yes

	Service identifier level reporting
	Indicates that separate usage reports shall be generated for this Service identifier.

Values: mandated or not required.
	Optional
	Yes

	NOTE 1:
If Redirect is enabled.

NOTE 2:
For every ADC rule this information is pre-configured in the PCEF enhanced with ADC or in the TDF.
NOTE 3:   Mandatory if there is no default charging method for the TDF session. It is possible to activate both online and offline charging for the same ADC Rule.



The ADC Rule identifier shall be unique for an ADC rule within a TDF session or an IP‑CAN session.

NOTE 6:
The PCRF has to ensure that there is no dynamically provided ADC rule that has the same Rule identifier value as any of the predefined ADC rules.

The Application identifier references the corresponding application, for which the rule applies, during reporting to the PCRF. The same Application identifier value can occur in more than one ADC rule. If so, the PCRF shall ensure that there is at most one ADC rule active per Application identifier value at any time.

NOTE 7:
The same Application identifier value could be used for a dynamic ADC rule and a pre-defined ADC rule or for multiple pre-defined ADC rules.
The Mute for notification defines whether notification of application's start or stop shall be muted to the PCRF. Absence of this parameter means that start/stop notifications shall be sent.

The Monitoring Key is the reference to a resource threshold. Any number of ADC Rules may share the same monitoring key value. The monitoring key values for each application shall be operator configurable.

The Gate status indicates whether the TDF or PCEF enhanced with ADC shall let detected application traffic pass through (gate is open) the TDF/PCEF enhanced with ADC or the TDF/PCEF enhanced with ADC shall discard (gate is closed) the application traffic.

The UL maximum-bitrate indicates the authorized maximum bitrate for the uplink component of the detected application traffic.

The DL maximum-bitrate indicates the authorized maximum bitrate for the downlink component of the detected application traffic.

The Redirect indicates whether the detected application traffic should be redirected to another controlled address.

The Redirect Destination indicates the target redirect address when Redirect is enabled.
The Charging key is the reference to the tariff for the application. Any number of ADC Rules may share the same charging key value. The charging key values for each application shall be operator configurable.

NOTE 8:
Assigning the same Charging key for several applications implies that the charging does not require the credit management to be handled separately.

The Service identifier identifies one or more applications to the charging system. ADC Rules may share the same Service identifier value. The service identifier provides the most detailed identification specified for application based charging.

NOTE 9:
The Service Identifier need not have any relationship to service identifiers used on the AF level, i.e. is an operator policy option.
The Charging method indicates whether online charging, offline charging, or both are required or the application is not subject to any end user charging. If the charging method identifies that the application is not subject to any end user charging, a Charging key shall not be included in the ADC rule for that application, along with other charging related parameters. If the charging method is omitted, the TDF shall apply the default charging method as determined at TDF session establishment (see clause 6.4a). The Charging method is mandatory if there is no default charging method for the TDF session.

The Measurement method indicates what measurements apply for charging for ADC rule.

The Service Identifier Level Reporting indicates whether the TDF shall generate reports per Service Identifier. The TDF shall accumulate the measurements from all ADC rules with the same combination of Charging key/Service Identifier values in a single report.

********************** START OF NEXT CHANGE *****************************

7.2
IP‑CAN Session Establishment

This clause describes the signalling flow for IP‑CAN Session establishment as well as network prefix and/or IP address assignment to the UE. The AF is not involved.
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Figure 7.2-1: IP‑CAN Session Establishment

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when a Gateway Control Session is used, the V-PCRF should proxy the Gateway Control Session Establishment information between the BBERF in the VPLMN and the H-PCRF over S9 based on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1-4) the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Establishment over S9 between the PCEF in the VPLMN and the H-PCRF. For the solicited application reporting, the V-PCRF shall provide ADC rules as instructed by the H-PCRF over S9 to TDF or to PCEF enhanced with ADC. Installation of ADC Rules in the PCEF or TDF is performed by the V-PCRF.

In the non-roaming case (Figure 5.1-1) the V-PCRF is not involved.

1.
The BBERF initiates a Gateway Control Session Establishment procedure as defined in clause 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in clause 7.1).

2.
The GW(PCEF) receives a request for IP‑CAN Bearer establishment. A PDN Connection Identifier may be included in the request. The GW(PCEF) accepts the request and assigns an IP address and (if requested) network prefix for the user.

3.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information: UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the IP‑CAN type and the IPv4 address and IPv6 network prefix, if available, the PDN Connection Identifier received for IP‑CAN Bearer establishment if multiple PDN connections to the same APN are supported and, if available, the default charging method and the IP‑CAN bearer establishment modes supported and information on whether PCEF is enhanced with ADC. It may also include the TDF IP address, in case of solicited application reporting, if applicable. If the UE has declared support for the extended TFT filter format and the PCEF does not prevent the use thereof, then the PCEF shall indicate that support to the PCRF. The PDN identifier, IP address (es) and UE identity enables identification of the IP‑CAN session. The IP‑CAN Type identifies the type of access from which the IP‑CAN session is established. If the service data flow is tunnelled at the BBERF, the PCEF shall provide information about the mobility protocol tunnelling encapsulation header. The PCEF may also include the Default Bearer QoS and APN-AMBR (applicable for case 1 and case 2a, as defined in clause 7.1). In case 2a the PCEF may also include charging ID information. If the GW/PCEF allocates a shorter IPv6 prefix for use with IPv6 Prefix Delegation, the GW/PCEF provides this shorter prefix as the IPv6 network prefix.

NOTE:
In case of TDF and solicited application reporting, either PCEF informs PCRF with TDF IP address, or PCRF has it preconfigured per each one of PCEFs.

4.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP‑CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR. The PCRF may request notifications from the SPR on changes in the subscription information.
5.
The PCRF stores the subscription related information containing the information about the allowed service(s) and PCC Rules information, and may include MPS EPS Priority, MPS Priority Level and IMS Signalling Priority for establishing a PS session with priority and may also include user profile configuration indicating whether application detection and control should be enabled for the IP-CAN session.

6.
If the PCRF determines that the policy decision depends on the status of the policy counters available at the OCS and such reporting is not established for the subscriber, the PCRF sends an Initial Spending Limit Report Request as defined in clause 7.9.1. If policy counter status reporting is already established for the subscriber, and the PCRF determines that the status of additional policy counters are required, the PCRF sends an Intermediate Spending Limit Report Request as defined in clause 7.9.2.

7.
The PCRF makes the authorization and policy decision. If MPS EPS Priority, MPS Priority Level, and IMS Signalling Priority are present for the user, the PCRF takes the information into account.

8.
For the solicited application reporting, the PCRF requests the TDF to establish the relevant session towards PCRF and provides ADC Rules to the TDF, as per user profile configuration. The PCRF shall include the following information: a PDN identifier (e.g. APN), the IPv4 address and/or IPv6 network prefix, if available, and may also include the UE Identity Information and the location/access network information, if available. The PCRF may also subscribe to the Event Triggers applicable for the TDF, according to table 6.2.
9. If online charging is applicable for the TDF, and at least one ADC rule with charging parameters was activated, the TDF activates the online charging session, and provides relevant input information for the OCS decision. Depending on operator configuration, the TDF may request credit from the OCS for each charging key of the activated ADC rules.

10.
If online charging is applicable for the TDF, the OCS provides the possible credit information to the TDF and may provide re-authorisation triggers for each of the credits.
11.
The TDF sends an Ack (accept or reject of the ADC rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 8. The Ack also includes the list of Event Triggers to report, including the case when the OCS provides any credit re-authorisation trigger, e.g. PLMN change, Location change (serving CN node), which cannot be monitored at the TDF. The Event Triggers indicate to the PCRF what events to be forwarded from the PCRF to the TDF, once PCRF gets the corresponding Event Report from the PCEF/BBERF.
12.
The PCRF sends the decision(s) including the chosen IP‑CAN bearer establishment mode and indicates whether the use of the extended TFT filter format is allowed in the IP-CAN session, to the PCEF. The GW(PCEF) enforces the decision. The PCRF may provide the default charging method and may include the following information: the PCC Rules to activate and the Event Triggers to report. If PCEF is enhanced with ADC, the applicable ADC rules are provided, according to the user profile configuration. The Policy and Charging Rules allow the enforcement of policy associated with the IP‑CAN session. The Event Triggers indicate to the PCEF what events must be reported to the PCRF. If the TDF provided a list of Event Triggers to the PCRF in the previous step, the PCRF shall also provide those Event Triggers to the PCEF.

13.
If online charging is applicable, and at least one PCC rule with charging parameters was activated, the PCEF activates the online charging session, and provides relevant input information for the OCS decision. Depending on operator configuration, the PCEF may request credit from the OCS for each charging key of the activated PCC rules.

14.
If online charging is applicable, the OCS provides the possible credit information to the PCEF and may provide re-authorisation triggers for each of the credits.


In cases 2a and 2b, if the OCS provides any re-authorisation trigger, which cannot be monitored at the PCEF, the PCEF shall request PCRF to arrange those to be reported by the BBERF via the PCRF.

15.
If at least one PCC rule was successfully activated and if online charging is applicable, and credit was not denied by the OCS, the GW (PCEF) acknowledges the IP‑CAN Bearer Establishment Request.

16.
If network control applies the GW may initiate the establishment of additional IP-‑CAN bearers. See Annex A and Annex D for details.

17.
If the PCRF in step 12 has requested an acknowledgement based on PCC rule operations, the GW (PCEF) sends the IP‑CAN Session Establishment Acknowledgement to the PCRF in order to inform the PCRF of the activated PCC rules result.

********************** START OF NEXT CHANGE *****************************

7.3.1
UE initiated IP‑CAN Session termination
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Figure 7.3.1: IP‑CAN Session Termination

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access is used (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), the V‑PCRF should proxy the GW (BBERF) initiated Gateway Control Session Termination or the Gateway Control and QoS Rules Provision between the BBERF in the VPLMN and the H‑PCRF. For those cases it is also the H-PCRF that initiates the PCRF initiated Gateway Control Session Termination procedure or the Gateway Control and QoS Rules Provision procedure and proxy the information over S9 to the BBERF through the V‑PCRF.

For the Local breakout scenario (figure 5.1-4) the V-PCRF shall proxy Indication and Acknowledge of IP‑CAN Session Termination over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF resides in the VPLMN, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

For the same scenario if either case 1 or case 2b applies (as defined in clause 7.1), the V-PCRF may respond to/initiate the Gateway Control Session procedures locally without notifying the H‑PCRF.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1.
If case 2b applies, the GW (BBERF) receives a request to remove the IP‑CAN session. In case 2a, the request goes transparently through the GW (BBERF). In all cases, the GW (PCEF) receives a request to remove the IP‑CAN session.

2.
If case 2b applies, the GW (BBERF)-initiated GW Control Session Termination procedure as defined in clause 7.7.2.1 is initiated.

3.
The GW (PCEF) indicates that the IP‑CAN Session is being removed and provides relevant information to the PCRF.

NOTE 2:
The GW (PCEF) may proceed to step 11 in parallel with the indication of IP‑CAN Session termination.

4.
The PCRF finds the PCC Rules that require an AF to be notified and removes PCC Rules for the IP‑CAN session.

5.
The GW (PCEF) removes all PCC Rules associated with the IP‑CAN session.

6.
The PCRF notifies the AF that there are no transmission resources for the service if this is requested by the AF.

7.
The AF acknowledges the notification of the loss of transmission resources.

8.
If this is the last IP-CAN session for this subscriber requiring policy counter status reporting, the Final Spending Limit Report Request as defined in clause 7.9.3 is sent. If any existing IP-CAN sessions for this subscriber require policy counter status reporting, the Intermediate Spending Limit Report Request as defined in clause 7.9.2 may be sent to alter the list of subscribed policy counters.

9.
If there is an active Sd session between TDF and PCRF, the PCRF terminates it.
10.
 For the solicited application reporting, the TDF deactivates all the ADC Rules associated with the TDF session. The TDF acknowledges the termination request from the PCRF.
11.
If online charging is applicable for the TDF, the TDF issues the final reports and returns the remaining credit to the OCS.

12.
The OCS acknowledges the credit report and terminates the online charging session with the TDF.

13.
The PCRF removes the information related to the terminated IP‑CAN Session (subscription information etc.), and acknowledges to the GW(PCEF) that the PCRF handling of the IP‑CAN session has terminated. This interaction is the response to the GW(PCEF) request in step 3.

NOTE 3:
Step 13 may be initiated any time after step 7.

14.
The GW (PCEF) continues the IP‑CAN Session removal procedure.

15.
If case 2a applies, the GW Control and QoS Rules Provision procedure as defined in clause 7.7.4 may be initiated to remove the QoS rules associated with the IP‑CAN session being terminated. This applies e.g. in case the Gateway Control Session shall remain to serve other IP‑CAN sessions.


Alternatively, if case 2a applies and the PCRF determines that all QoS rules are to be removed and the Gateway Control Session shall be terminated, the PCRF-initiated GW Control Session Termination procedure as defined in clause 7.7.2.2 is initiated. This applies e.g. in case the UE is detached and the CoA acquired by the UE is not used for any other IP‑CAN session.

16.
If online charging is applicable for the PCEF, the PCEF issues the final reports and returns the remaining credit to the OCS.

NOTE 4:
Step 16 may be initiated any time after step 13.

17.
The OCS acknowledges that credit report and terminates the online charging session with the PCEF.

18.
The PCRF sends a cancellation notification request to the SPR if it has subscribed such notification. If all IP-CAN sessions of the user to the same APN are terminated, the PCRF stores the remaining usage allowance in the SPR.

NOTE 5:
Step 18 may be initiated any time after step 13.

19.
The SPR sends a response to the PCRF.

NOTE 6:
The IP‑CAN Session removal procedure may proceed in parallel with the indication of IP‑CAN Session termination.

********************** START OF NEXT CHANGE *****************************

7.3.2
GW (PCEF) initiated IP‑CAN Session termination
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Figure 7.3.2: GW(PCEF) Initiated IP‑CAN Session Termination

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access is used (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), the V‑PCRF should proxy the GW(BBERF) initiated Gateway Control Session Termination or the Gateway Control and QoS Rules Provision between the BBERF in the VPLMN and the H‑PCRF. For those cases it is also the H-PCRF that initiates the PCRF initiated Gateway Control Session Termination procedure or the Gateway Control and QoS Rules Provision procedure and proxy the information over S9 to the BBERF through the V‑PCRF.

For the Local breakout scenario (figure 5.1-4) the V-PCRF shall proxy Indication and Acknowledge of IP‑CAN Session Termination over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF relies in the VPLMN, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

For the same scenario if either case 1 or case 2b applies (as defined in clause 7.1), the V‑PCRF may respond to/initiate the Gateway Control Session procedures locally without notifying the H‑PCRF.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1.
The GW (PCEF) detects that IP‑CAN Session termination is required.

2.
The GW (PCEF) sends a request to remove the IP‑CAN session.

3.
If case 2b applies, the GW (BBERF)-initiated GW Control Session Termination procedure as defined in clause 7.7.2.1 is initiated.

4.
The GW (PCEF) receives the response for the IP‑CAN session removal.

5.
The GW (PCEF) indicates the IP‑CAN Session termination and provides the relevant information to the PCRF.

6.
The PCRF finds the PCC Rules that require an AF to be notified.

7.
The PCRF notifies the AF that there are no transmission resources for the service if this is requested by the AF.

8.
The AF acknowledges the notification on the loss of transmission resources.

9.
If this is the last IP-CAN session for this subscriber requiring policy counter status reporting, the Final Spending Limit Report Request as defined in clause 7.9.3 is sent. If any existing IP-CAN sessions for this subscriber require policy counter status reporting, the Intermediate Spending Limit Report Request as defined in clause 7.9.2 may be sent to alter the list of subscribed policy counters.

10.
The GW (PCEF) removes all the PCC Rules associated with the IP‑CAN session.

11.
If there is an active Sd session between TDF and PCRF, the PCRF informs TDF about IP-CAN session termination.
12.
For the solicited application reporting, the TDF deactivates all the ADC Rules associated with the TDF session. The TDF acknowledges the termination request from the PCRF.
13.
If online charging is applicable for the TDF, the TDF issues the final reports and returns the remaining credit to the OCS.

14.
The OCS acknowledges the credit report and terminates the online charging session with the TDF.

15.
The PCRF removes the information related to the terminated IP‑CAN Session (subscription information etc.), and acknowledges the IP‑CAN Session termination.

NOTE 2:
Step 15 may be initiated any time after step 6.

16.
If case 2a applies, the GW Control and QoS Rules Provision procedure as defined in clause 7.7.4 may be initiated to remove the QoS rules associated with the IP‑CAN session being terminated. This applies e.g. in case the Gateway Control Session shall remain to serve other IP‑CAN sessions.


Alternatively, if case 2a applies and the PCRF determines that the Gateway Control session shall be terminated, the PCRF-initiated GW Control Session Termination procedure as defined in clause 7.7.2.2 is initiated. This applies e.g. in case the UE is detached and the CoA acquired by the UE is not used for any other IP‑CAN session.

17.
If online charging is applicable for the PCEF, the PCEF issues final reports and returns the remaining credit to the OCS.

NOTE 3:
Step 17 may be initiated any time after step 15.

18.
The OCS acknowledges the credit report and terminates the online charging session.

19.
The PCRF sends a cancellation notification request to the SPR if it has subscribed such notification. If all IP-CAN sessions of the user to the same APN are terminated, the PCRF stores the remaining usage allowance in the SPR.

NOTE 4:
Step 19 may be initiated any time after step 8.

20.
The SPR sends a response to the PCRF.

********************** START OF NEXT CHANGE *****************************

7.4.1
IP‑CAN Session Modification; GW (PCEF) initiated

This sub-clause describes the signalling flow for the IP‑CAN Session modification initiated by the GW(PCEF). These modifications include IP‑CAN bearer establishment and termination as well as modification if the triggering conditions given to the PCEF are fulfilled.

For the PCEF enhanced with ADC, the reason for such a modification may be that a start or stop of application traffic that matches with one of the activated ADC Rules is detected.

The AF may be involved. An example of the scenario is authorization of a session-based service for which an IP‑CAN Session is also modified.
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Figure 7.4: IP‑CAN Session Modification; GW(PCEF) initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the H‑PCRF may initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF and proxy the information through the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V‑PCRF shall initiate the Gateway Control and QoS Rules Provisioning procedure locally without notifying the H‑PCRF. For this case the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Modification over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not shown in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

2.
The PCRF stores the service information and responds with the Acknowledgement to the AF.

3.
The GW (PCEF) may receive IP‑CAN session signalling for IP‑CAN Session modification. PDN Connection Identifier may be included in the IP‑CAN session signalling.

4.
The GW (PCEF) makes a decision to trigger IP‑CAN Session modification either caused by the previous step or based on an internal decision or, e.g. if the GW (PCEF) enhanced with ADC, has detected the start/ stop of application traffic, requested by one of the activated ADC Rules.

5.
The GW (PCEF) determines that the PCC interaction is required and sends an Indication of IP‑CAN Session modification (Event Report, affected PCC Rules, if available, the PDN Connection Identifier) to the PCRF and, if changed, the new IP‑CAN bearer establishment modes supported. If there is a limitation or termination of the transmission resources for a PCC Rule, the GW (PCEF) reports this to the PCRF. If flow mobility applies, the GW (PCEF) may include updated IP flow mobility routing information for any IP flows; the GW (PCEF) also provides an indication if default route for the IP‑CAN session is changed.

6.
The PCRF correlates the request for PCC Rules with the IP‑CAN session and service information available at the GW (PCEF).

7.
The PCRF may need to report to the AF an event related to the transmission resources if the AF requested it at initial authorisation.

8.
The AF acknowledges the event report and/or responds with the requested information.

9.
If the PCRF determines a change to policy counter status reporting is required, it may alter the subscribed list of policy counters using the Initial, Intermediate or Final Spending Limit Report Request procedures as defined in clauses 7.9.1, 7.9.2 and 7.9.3.

10.
The PCRF makes the authorization and policy decision.

11.
For the TDF solicited application reporting, the steps 11-14 take place. The PCRF provides all new ADC decisions to the TDF. This may include ADC Rules activation, deactivation and modification. This may also include the list of Event triggers and also Event Report for the Event triggers, if reported by the PCEF/BBERF to the PCRF, if the TDF has previously subscribed for such an Event Report. In case of local breakout, the V-PCRF shall provide ADC rules as instructed by the H‑PCRF over S9.


For unsolicited application reporting and if the PCRF has recorded the release of an IPv4 address in step 5, the PCRF terminates the related Sd session.

12.
If online charging is applicable for the TDF, the TDF may request credit for new charging keys from the OCS and/or may inform the OCS about re-authorization trigger if the event occurs and/or may issue final reports and return remaining credit for charging keys no longer active to the OCS.

13. If OCS was contacted by the TDF, the OCS provides the credit information to the TDF, and/or acknowledges the credit report.

14.
The TDF sends an Ack (accept or reject of the ADC rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 11. The Ack also includes the list of Event Triggers to report, including the case when the OCS provides any credit re-authorisation trigger, e.g. PLMN change, Location change (serving CN node), which cannot be monitored at the TDF. The Event Triggers indicate to the PCRF what events to be forwarded from the PCRF to the TDF, once PCRF gets the corresponding Event Report from the PCEF/BBERF.
15.
The PCRF sends an Acknowledge of IP‑CAN Session modification (PCC Rules, Event Triggers and, if changed, the chosen IP‑CAN bearer establishment mode) to the GW (PCEF). The GW (PCEF) enforces the decision. The PCRF may also provide all new ADC decisions to the PCEF, enhanced with ADC. If the TDF provided a list of Event Triggers to the PCRF in the previous step, the PCRF shall also provide those Event Triggers to the PCEF.

16.
If online charging is applicable for the PCEF, the GW (PCEF) may request credit for new charging keys from the OCS and/or may inform the OCS about re-authorization trigger if the event occurs and/or may issue final reports and return remaining credit for charging keys no longer active to the OCS.

17. If OCS was contacted by the PCEF, the OCS provides the credit information to the PCEF), and/or acknowledges the credit report.

18.
The GW (PCEF) acknowledges or rejects any IP‑CAN Session signalling received in step 3.


An IP‑CAN bearer establishment is accepted if at least one PCC rule is active for the IP‑CAN bearer and in case of online charging credit was not denied by the OCS. Otherwise, the IP‑CAN bearer establishment is rejected.


An IP‑CAN bearer termination is always acknowledged by the GW (PCEF).


An IP‑CAN bearer modification not upgrading the QoS and not providing traffic mapping information is always acknowledged by the GW (PCEF). An IP‑CAN bearer modification is accepted if the provided traffic mapping information is accepted by the PCRF. Otherwise, the IP‑CAN bearer modification is rejected.


In case of a GW (PCEF) internal decision the GW (PCEF) initiates any additional IP‑CAN Session signalling required for completion of the IP‑CAN Session modification (applicable for case 1).


In case the IP‑CAN session modification is due to the BBF transitioning from a BBERF in the source access-network to the PCEF, the PCEF initiates IP‑CAN bearer signalling to activate bearers in the target access network (applicable for case 1).

19.
The GW (PCEF) receives the response for the IP‑CAN Session signalling request (applicable for case 1).

20.
The GW (PCEF) sends a Provision Ack (accept or reject of the PCC rule operation(s)) to inform the PCRF about the outcome of the GW (PCEF) actions related to the decision(s) received in step 15.

NOTE 3:
For Cases 2a and 2b, the rejection of PCC rule operation can only occur as a result of online charging interaction.

21.
Based on the result of PCC rule operations, the PCRF decides whether to initiate a Gateway Control and QoS Rules provision procedure as defined in clause 7.7.4, if required to keep the PCC and QoS rules aligned (applicable for case 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, this step is performed with all the affected BBERFs.

22.
If the AF requested it, the PCRF notifies the AF of related bearer level events (e.g. transmission resources are established/released/lost).

NOTE 4:
Based on the outcome reported in this step the AF performs the appropriate action, e.g. starting charging or terminating the AF session.

23.
The AF acknowledges the notification from the PCRF.

********************** START OF NEXT CHANGE *****************************

7.4.2
IP‑CAN Session Modification; PCRF initiated

This clause describes the signalling flow for the IP‑CAN Session modification initiated by the PCRF. The AF or TDF or the OCS may be involved. An example of PCRF inputs that may trigger the procedure include:

-
Initiation and authorization of a session-based service for which an IP‑CAN Session is modified.

-
A change in the status of a policy counter.

IP‑CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction or TDF-interaction is also applicable here.
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Figure 7.5: IP‑CAN Session Modification; PCRF initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1a.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

1b.
Alternatively, optionally, for TDF, e.g. the TDF detects the start/stop of an application traffic that matches with one of the active ADC Rules.


For solicited application reporting, if the start/stop of application traffic detection Event Trigger was received from the PCRF and the reporting is not muted for the ADC rule, the TDF shall provide application information to the PCRF, including the Application Identifier, start or stop of application traffic detection event trigger and, for the start of application's traffic detection, the service flow data descriptions, if deducible. Additionally, the application instance identifier should be included in the report both for Start and for Stop of application traffic detection, when the service data flow descriptions are provided.


For unsolicited application reporting, the TDF reports the same application information to the PCRF unconditionally. The TDF establishes a new Sd session if it detects an application for an IPv4 address or IPv6 address for which no corresponding Sd session exists.

1c.
Alternatively, optionally, the OCS provides a Spending Limit Report to the PCRF as described in clause 7.9.4.

2a.
The PCRF stores the service information if available and responds with the Acknowledgement to the AF. This is applicable to 1a case.

NOTE 3:
Without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the PCEF, e.g. change to configured policy.

NOTE 4:
This procedure could also be triggered by the Gateway Control and QoS Rules Request procedure as described in clause 7.7.3.

3.
If the PCRF determines a change to policy counter status reporting is required, it may alter the subscribed list of policy counters using the Initial, Intermediate or Final Spending Limit Report Request procedures as defined in clauses 7.9.1, 7.9.2 and 7.9.3.

4.
The PCRF makes the authorization and policy decision.

5.
The PCRF may store the application information if provided and responds with an Acknowledgement to the TDF (for unsolicited application reporting) or a Sd session modification (for solicited application reporting). For the TDF solicited application reporting, the PCRF may provide a new ADC decision to the TDF. If the last ADC rule is deactivated, the PCRF requests the TDF to terminate the Sd session towards the PCRF. If there is no active Sd session yet between the TDF and the PCRF, the PCRF requests the TDF to establish the Sd session towards PCRF and provides an ADC decision to the TDF. In case of local breakout, the V-PCRF shall provide ADC rules as instructed by the H‑PCRF over S9.
6.
If online charging is applicable for the TDF, the TDF may request credit for new charging keys from the OCS and/or may inform the OCS about re-authorization trigger if the event occurs and/or may issue final reports and return remaining credit for charging keys no longer active to the OCS.

7. If OCS was contacted by the TDF, the OCS provides the credit information to the TDF, and/or acknowledges the credit report.
8.
For the TDF solicited application reporting, in the case of an existing on-going session, if requested by PCRF the TDF sends a Provision Ack (accept or reject of the ADC Rule operation(s)). For a new session, the TDF sends an Ack. This is to inform the PCRF about the outcome of the actions related to the received ADC decision(s). The Provision Ack / Ack also includes the list of Event Triggers to report, including the case when the OCS provides any credit re-authorisation trigger, e.g. PLMN change, Location change (serving CN node), which cannot be monitored at the TDF. The Event Triggers indicate to the PCRF what events to be forwarded from the PCRF to the TDF, once PCRF gets the corresponding Event Report from the PCEF/BBERF.
9.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 9is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

10.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF. The PCRF may also provide all new ADC decisions to the PCEF, enhanced with ADC. If the TDF provided a list of Event Triggers to the PCRF in the previous step, the PCRF shall also provide those Event Triggers to the PCEF.

11.
The PCEF enforces the decision.

12.
If online charging is applicable for the PCEF, the PCEF may request credit for new charging keys from the OCS and/or may inform the OCS about re-authorization trigger if the event occurs and/or may return the remaining credit for charging keys no longer active to the OCS.

13.
If OCS was contacted by the PCEF, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report.
14.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW (PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 4.


An IP‑CAN bearer termination request is sent by the GW (PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

15.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

16.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

17.
If the AF requested it, the PCRF notifies the AF related bearer level events (e.g. transmission resources are established/released/lost).

18.
The AF acknowledges the notification from the PCRF.

********************** START OF NEXT CHANGE *****************************

Annex K (informative):
Limited PCC Deployment

Limited support for policy provisioning occurs in certain deployment scenarios.

If PCC is deployed in the HPLMN but not the VPLMN, dynamic policy provisioning only occurs in the home routed roaming cases if no BBERF is employed, or in the non-roaming scenarios.

In roaming scenarios in which the PCC is deployed in the HPLMN but not the VPLMN, and a GW(BBERF) is used:

-
limited policy control is possible when the UE moves from the HPLMN to the VPLMN. In the VPLMN, the UE receives only service according to static policies or according to static subscriber policies, defined outside the PCC framework delivered as described in TS 23.402 [18]; the dynamically allocated resources associated with specific EPS Bearers no longer apply after this transition.

-
If a UE moves from the VPLMN to the HPLMN, dedicated resource establishment procedures are used to dynamically allocate the appropriate resources in the HPLMN for EPS bearers.

-
PCC may still be employed to provision rules to the PCEF/TDF for the purpose of charging on the basis of the IP‑CAN session.

When PCC is supported in the VPLMN and not in the HPLMN, dynamic policy may only be provided for the LBO case. As the VPCRF has no access to subscriber policy information from the HPLMN, only static policy will apply. The VPCRF may however interact with the AF in the VPLMN in order to determine dynamic policy operating entirely in the VPLMN. This policy will be enforced either in the PCEF or the BBERF or the TDF to be enforced entirely in the VPLMN. Bearer binding will occur under control of the VPLMN, either in the GW (BBERF) or in the GW (PCEF) (in the case of GTP-based S5/S8 for 3GPP access).
********************** START OF NEXT CHANGE *****************************

Annex Q (informative):
How to achieve Usage Monitoring via the OCS

An alternative to providing the usage monitoring feature described in this technical specification is to re-use the capabilities defined in 3GPP Release 11 for implementation of Policy Control based on Subscriber Spending Limits when online charging is also performed.

There are two ways defined in this Annex to achieve usage monitoring via OCS:

If PCC/ADC rules that are subject to usage monitoring share the same charging key, the same measurement methods then the Usage Reports over Gy are used for both charging and usage monitoring, and in addition:

-
Policy Counter Status values are associated with the quota allocated with Charging Keys are configured in the OCS. Policy Counter Status (INQUOTA, OUTQUOTA) changes trigger notifications over Sy.

-
The PCRF is configured with operator policies that associate the policy counter status to a policy decision e.g. block or allow a service to a QoS.

If PCC/ADC rules that are subject to usage monitoring have different charging keys and/or different measurement methods then to achieve a common usage report over Gy then:

-
A common Charging Key is used for all services that are subject to usage monitoring. The charging control information of the PCC/ADC rules includes that online charging applies, the common charging key for the service and service level reporting is activated. In addition, the measurement method is to be set to time/volume.

-
Policy Counter Status values associated with the quota allocated with Service identifier is configured in the OCS. Policy Counter Status (INQUOTA, OUTQUOTA) changes trigger notifications over Sy.

-
The PCRF is configured with operator policies that associate the policy counter status to a policy decision e.g. block or allow a service to a QoS.
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Figure Q.1-1: Deployment for Usage Monitoring via Online Charging System
********************** START OF NEXT CHANGES *****************************

5.2.8
Sd reference point

The Sd reference point resides between the PCRF and the TDF.

The Sd reference point enables a PCRF to have dynamic control over the application detection and control behaviour at a TDF.

The Sd reference point enables the signalling of ADC decision, which governs the ADC behaviour, and it supports the following functions:

1.
Establishment of Sd session between the PCRF and the TDF;

2.
Termination of Sd session between the PCRF and the TDF;

3.
Provision of ADC decision from the PCRF for the purpose of application's traffic detection, enforcement and charging at the TDF;

4.
Request for ADC decision from the TDF to the PCRF;

5.
Reporting of the start and the stop of a detected applications and transfer of service data flow descriptions and application instance identifiers for detected applications from the TDF to the PCRF;
6.
Reporting of the accumulated usage of network resources on a per TDF session basis from the TDF to the PCRF;

7.
Request and delivery of IP‑CAN session specific parameters between the PCRF and the TDF.


While 1-7 are relevant for solicited application reporting; only 1, 2 and 5 are relevant for unsolicited application reporting.

The information contained in an ADC rule is defined in clause 6.8.
********************** END OF CHANGES *****************************
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