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Abstract of the contribution: The present contribution describes the second solution (ProSe ad hoc) of the two solutions for ProSe one-to-many communications originally submitted in S2-131697. The other solution (ProSe Group Owner) is now available in the merged document S2-131994.

In addition to the ProSe ad hoc solution description, the contribution also proposes a new Annex intended to capture certain application layer aspects (such as distributed floor control when using ProSe ad hoc mode), which would include text that may be outside of the ProSe WI scope (currently this is unclear), but whose inclusion should greatly contribute to the clarity of the described solutions. It is proposed to agree the contribution for inclusion in TR 23.703.

The text in this contribution is a perfect leftover from S2-131697. There are NO CHANGES in the leftover text compared to the original submission.
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######################### NEXT CHANGE #########################
6.Y
Solution Y: ProSe communications in ad hoc mode

6.Y.1
Functional description

6.Y.1.1
General

The solution described in this clause addresses the key issue “ProSe one-to-many communications” described in clause 5.12. It is designed to work out of network coverage, but can also be used when in coverage.

The ProSe ad hoc mode is the default communication mode i.e. it should be used when the use of the ProSe Group Owner model described in clause 6.X is not possible (e.g. independently moving users, no apparent candidate for Group Ownership).

6.Y.1.2
System architecture

Depicted in Figure 6.y.1.2-1 is the architecture for ProSe one-to-many communications in ad hoc mode.
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Figure 6.y.1.2-1: Architecture for ProSe one-to-many communications in ad hoc mode
New or enhanced reference points

U2:
This is the “lower layer” (ProSe) reference point between two UEs. It provides layer-2 multicast connectivity to UEs that reside within transmission range and belong to the same GCSE Group.

SGm4:
This is the reference point between application clients residing in the UEs. It allows the UE to take part in direct ProSe one-to-many communication (i.e. without a relay). For applications that need it, this reference point supports distributed floor control.
The salient features of this architecture are:

· It is entirely distributed (no single point of failure);

· When sending traffic to a group of receivers, the sender uses a multicast address in the Destination Layer-2 ID field of the layer-2 data frame;

· Collision detection on the transmitter’s side needs to be resolved due to the exclusive use of multicast delivery;

· There is no QoS support;

· There is no possibility for centralised IP address assignment;

· There is no possibility for centralised floor control for Push-to-Talk applications.

It is possible to achieve strong security by having each UE perform mutual authentication with every other UE (i.e. a total of N*(N-1)/2 authentications for a population of N UEs). However, this clearly does not scale and is therefore not used in the proposed ad hoc architecture. Instead, it is assumed that confidentiality and data integrity is enabled via static security keys configured in each UE. The sender of a data frame is authenticated implicitly - by being able to successfully encrypt the data using the static keys. On the receiving side, only UEs that are in possession of the static keys are able to successfully decrypt the received frames.
Despite the fully distributed architecture, it is possible for each UE to self-assign a Link Local IP address to itself (e.g. see RFC3927 for dynamic configuration of IPv4 addresses with the 169.254/16 prefix). However, in an unstable environment where UEs go in and out of each other’s transmission range there is little value in adding an IP layer for the reason that, once the UE has assigned a Link Local IP address (either v4 or v6) to itself, it has to claim it and defend it on the ad hoc network, which involves sending ARP probe messages. Given the very transient nature of ProSe one-to-many communications in ad hoc mode – and notably the absence of explicit group formation – the assignment of IP addresses may not be practical.

It is thus proposed that all ProSe one-to-many communications in the ad hoc network be layer-2 based (no IP). As a minimum, the header of the layer-2 frame consists of the following fields:

· Destination Layer-2 ID: this identifier can take the form of either an individual (unicast) or a group (multicast) identifier; for the purpose of ProSe one-to-many communications in ad hoc mode only the latter is needed;

· Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

The frame payload can contain a signalling message or user data.
The Public Safety UE is configured with the following data for each GCSE Group of which it is a member:

· Layer-2 Group ID - a layer-2 identifier uniquely identifying this GCSE Group, and

· Group Master Key – a static security key that is common for all members of this GCSE Group. This key is used for derivation of encryption and integrity protection keys for all traffic sent within the group.

NOTE 1:
In addition to being uniquely identified by the Layer-2 Group ID, a GCSE Group may also be identified at the application layers via a unique App Group ID (e.g. a  SIP URI in the following format: sip:fire.brigade75@first.net). Refer to Annex W.x for a possible GCSE Group identifier usage with distributed floor control and ProSe ad hoc communication.
All layer-2 frames carry Layer-2 Group ID in the Destination Layer-2 ID field. This applies to frames carrying both signalling messages and user data. The Source Layer-2 ID field in all frames is set to the layer-2 identifier of the sender’s device. Upon reception of a layer-2 frame the receiver checks the Destination Layer-2 ID field to see whether it belongs to a GCSE Group of which it is a member. In the affirmative case the receiver proceeds by decryption of the frame payload using the static keys; otherwise, it discards the whole frame.
One of the salient features of the ProSe ad hoc architecture is the absence of a location for centralised floor control for applications that require it (e.g. Push-to-Talk). In order to enable distributed floor control, certain layer-2 frames (those carrying signalling messages) need to be transmitted with improved robustness. An example of distributed floor control that works in conjunction with ProSe one-to-many communications is provided in Annex W.
NOTE 2:
It is up to the RAN groups to design the solution for better robustness. What is important for system level description is that the lower layers should be able to provide better robustness for certain frames, when requested by the upper layers.

6.Y.2
Procedures

Editor’s Note: The U2 procedures for frame transmission are in the RAN realm. As far as SGm4 procedures are concerned, an example of distributed floor control for ProSe communication in ad hoc mode is provided in Annex W.x.1.
6.Y.3
Impact on existing entities and interfaces
The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.Y.4
Solution evaluation

The solution makes the following assumptions for the ProSe lower layers (mostly in the realm of RAN groups):

· No explicit ProSe Group formation prior to frame transmission (i.e. no notion of “ProSe Group joining”);

· Layer-2 communication using multicast frames; the Layer-2 Group ID contained in the Destination Layer-2 ID field identifies a specific GCSE group;

· Distributed medium access control;

· Improved robustness is required for layer-2 frames carrying certain signalling messages (the mechanism for improved robustness is in RAN realm);

· Static security keys.

The solution can be used for both ProSe Group Communications and ProSe Broadcast Communications.

Applications requiring floor control need to implement a distributed floor control when using ProSe ad hoc communications. An example of such distributed floor control is described in Annex W.x.
######################### NEXT CHANGE #########################
ANNEX W: Application layer aspects
W.1
General
W.x
Floor Control
W.x.1
Example of distributed floor control for ProSe communications in ad hoc mode
One of the salient features of the ProSe ad hoc architecture described in clause 6.Y is the absence of a location for centralised floor control for applications that require it (e.g. Push-to-Talk). Figure W.x.1-1 attempts a system-level description of distributed floor control protocol that can be used in conjunction with the ProSe ad hoc architecture described in clause 6.Y. The figure focuses both on:

· Layer-2 aspects, such as layer-2 addressing and medium access protocol;

· Application layer aspects, such as application layer addressing and signalling messages for floor control.
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Figure W.x.1-1: Distributed floor control in the ProSe ad hoc architecture (clause 6.Y)
It is assumed that the Public Safety UE is configured with the following data for each GCSE Group of which it is a member:

· Layer-2 Group ID - the layer-2 identifier uniquely identifying this GCSE Group, and

· Group Master Key – a static security key that is common for all members of this GCSE Group. This key is used for derivation of encryption and integrity protection keys for all traffic sent within the group.

All layer-2 frames carry Layer-2 Group ID in the Destination Layer-2 ID field. This applies to both signalling messages and talk bursts. The Source Layer-2 ID field in all frames is set to the layer-2 identifier of the sender’s device.

Floor control for Push-to-Talk type of applications is performed with two signalling messages:

· SETUP (su): used for seizing the medium for group calls to this specific Layer-2 Group ID;

· TX CEASED (txc): used for releasing the medium for group calls to this specific Layer-2 Group ID.

The payload of the SETUP message may include the following parameters:

· Msg ID: a signalling message identifier (set to “SETUP”);

· App Personal ID: an application layer identifier of the sender (e.g. sip:john.doe@first.net). This is needed for sender’s identification, given that the layer-2 identifier of the sender’s device (“UE A’s L2 ID” in Figure W.x.1-1) may be meaningless to the other GCSE Group members;

· App Group ID: an application layer identifier of the GCSE Group (e.g. sip:fire.brigade75@first.net). This is an optional parameter that may be included for disambiguation purposes e.g. if for some reason the Layer-2 Group ID address contained in the Destination Layer-2 ID field is not globally unique. There is a 1:1 relationship between App Group ID and Layer-2 Group ID;

· Additional security related parameters (e.g. this parameter may be sent if the sender wants to authenticate himself with credentials other than the knowledge of the static key).

NOTE 1:
The application layer identifiers (App Group ID, App Personal ID) are identical to the identifiers used for group communications via the network (GCSE_LTE).

When a UE wishes to start a group call transaction (which in a Push-to-Talk application typically corresponds to the user pressing the “Talk” button), it first performs “carrier sensing” i.e. checking whether the medium is busy. If the medium is found to be free, the UE attempts to seize the medium by transmitting several “su” (setup) signalling frames. The reason for sending multiple identical frames is for robustness purposes: it is expected that consecutive transmission of identical signalling frames may improve the chances for successful reception in the receivers.

NOTE 2:
The repetition of frames carrying signalling messages is just an example on how to improve robustness. It is up to the RAN groups to design the solution for better robustness. What is important for system level description is that the lower layers should be able to provide better robustness for certain frames, as requested by the upper layers.
Subsequent to the last “su” frame the sender starts transmitting the talk burst frames (“tb”).

At the end of the talk burst frame train (e.g. when the sender releases the “Talk” button) the sender’s UE transmits several consecutive “txc” (transmission ceased) signalling frames indicating to other group members that they can attempt seizing the medium (i.e. they can attempt a “changeover”).

In reference to Figure W.x.1-1, at the end of UE A’s call transaction (i.e. at the end of UE A’s talk burst train), UE B attempts to seize the medium by transmitting consecutive “su” signalling frames.

Note that the names “su” and “txc” in Figure W.x.1-1, as well as their meaning, are the same as in the TETRA DMO specification (ETSI TR 102 300-3 [x]). This is done on purpose in order to better highlight the differences with the approach described in Figure W.x.1-1.
Namely, TETRA DMO provides a “circuit”-like bearer: when a device starts a call transaction (using the TETRA “su” message), the medium is reserved continuously until either the sender relinquishes the resource or a timer expires. Even when the sender is not effectively transmitting on the channel, the radio resource is still reserved for a certain period of time (referred to as the “reservation period”) in order to allow for “changeover” on the same call, with higher priority compared to someone starting a new (completely unrelated) group call. During this “reservation period”, the TETRA DMO frame structure provides special time slots that can be used by other UEs to contend for the “changeover” or for pre-emption of the radio resource (e.g. allowing someone to place an emergency call). The overall result is that the “changeover” procedure in TETRA DMO is more complex than what is described in Figure W.x.1-1.
In contrast, the distributed floor control illustrated in Figure W.x.1-1 is applied to a ProSe ad hoc communication medium that is frame-switched. This means that the UEs contend for access to the medium for every single frame, which obviates the need for TETRA-like provisions for “changeover” or for pre-emption. The “txc” signalling frames in Figure W.x.1-1 are needed for the purpose of floor control only. Namely, despite the fact that UEs have the opportunity to contend for medium access at the end of each frame, UEs wishing to participate to this specific group call should refrain from contending until they receive the “txc” signalling message.
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