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######################### TEXT PROPOSAL FOR TR 23.703 #########################

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node. 

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-public safety UE and a public safety UE. 

ProSe-enabled Public Safety UE: A ProSe-enabled UE that also supports ProSe procedures and capabilities specific to Public Safety.

ProSe-enabled non-public safety UE: A UE that supports ProSe procedures and but not capabilities specific to public safety.
ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 

EPC-level ProSe Discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 

ProSe Group: a set of UEs capable of communicating with each other using ProSe one-to-one or one-to-many communications and belonging to the same IP subnet.
GCSE Group: A set of members that are entitled to participate in a Group Communication service.
Editor's Note: Alignment of the definitions with TS 22.278 [3] needs to be done. 

######################### NEXT CHANGE #########################

6.X
Solution X: ProSe communications in Group Owner mode

6.X.1
Functional description

6.X.1.1
General

The solution described in this clause addresses the key issue “ProSe one-to-many communications” described in clause 5.12. It is designed to work in or out of network coverage.

The ProSe Group Owner modes may be used whenever there is a possibility for stable group ownership, such as the relay use cases (i.e. UE-to-UE Relay and UE-to-Network Relay). In that sense, the present clause also addresses the “Relay for Public Safety ProSe” key issue described in clause 5.5.

The ProSe Group Owner model may also be used for ProSe one-to-one communication, described in clause 5.4 as key issue “ProSe Direct Communication one-to-one”.

6.X.1.2
System architecture

Depicted in Figure 6.x.1.2-1 is the architecture for ProSe communications in Group Owner mode.
Editor’s Note: For the sake of clarity the figure contains additional details related to the GCSE Application layer and related reference points (SGm, SGm2). It is FFS whether these aspects will be studied as part of ProSe or GCSE_LTE.
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Figure 6.x.1.2-1: Architecture for ProSe communications in Group Owner mode
New or enhanced reference points:

U2:
This is the “lower layer” (ProSe) reference point between a UE and a UE acting as a ProSe Group Owner. It provides basic IP connectivity between the two UEs.

SGm2:
This is the reference point between GCSE application clients residing in the UE and the ProSe Group Owner, the latter also acting as aUE-to-Network Relay. It is based on SIP signalling and allows the UE to take part in GCSE group communications via a UE-to-Network Relay.
SGm:
This is an enhanced Gm. It relies on SIP signalling for establishment, modification and release of GCSE group communication sessions, or for joining and leaving pre-established GCSE group communication sessions.
The salient features of this architecture are:

· Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group. Essentially, a ProSe Group is a private IP network composed by one or more member UEs that can securely communicate with any IP-based application. Each ProSe group is characterised by a locally unique identity. The procedure with which a new ProSe Group is created is called “group formation” procedure.
· One of the UEs in a ProSe Group plays the role of the “Group Owner” (UE_3 in Figure 6.x.1.2-1) i.e. implements special functionality that facilitates the group formation and operation. A Group Owner is similar to a wireless access router: It announces the group (e.g. by broadcasting a certain group identity) and admits or rejects new UEs that request to become group members. It also authenticates new group members and provides them with IP configuration data. The Group Owner creates the group identity with a pseudo-random fashion so that the group identity can be assumed locally unique, i.e. unique across all other groups that operate in the same area.
· The Group Owner (GO) is within the transmission range of all ProSe Group members, however, the ordinary (non-GO) ProSe Group members need not be within transmission range of each other;

· There is a clear ProSe Group formation process whereby:

· Individual members join the ProSe Group by performing mutual authentication with the GO;

· Each ProSe Group member is assigned an IP address/prefix by the GO;

· The ProSe Group members form a distinct IP subnet;

· All traffic exchanged within the ProSe Group is forwarded via the GO:

· The group leader behaves also as a communication bridge, i.e. it receives all transmissions from the group members and (if necessary) forwards the transmissions to other group members (e.g. based on the L2 or L3 destination address);

· Multicast traffic (i.e. traffic destined to some or all ProSe Group members) sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to all ProSe Group members; the distribution from the GO can be in either unicast or multicast mode (e.g. depending on the number of ProSe Group members);

· The GO may be in position to perform a centralised radio resource control from the GO;

· The GO may be able to provide some QoS support;

· Strong security:

· Each ProSe Group member agrees on a Pairwise Master Key (PMK) with the GO during authentication with the GO. This key is used for derivation of ciphering and integrity protection keys for protection of traffic delivered in unicast mode; 
· There is only one Group Master Key (GMK) protecting multicast traffic distributed by the GO. This key is generated and distributed to all ProSe Group members by the GO.

ProSe one-to-many communications in Group Owner mode are IP-based. IP packets are encapsulated within layer-2 frames. As a minimum, the layer-2 frame header consists of the following fields:

· Destination Layer-2 ID: this identifier can take the form of either an individual (unicast) or a group (multicast) identifier; multicast identifiers are used when the data distribution from the GO to the group members is in multicast mode;

· Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

UEs engaging in joining the same ProSe Group learn their respective Layer-2 IDs during the group formation process (this is covered in more details in clause 6.x.2). Multicast Layer-2 IDs (used only when the Group Owner relies on multicast distribution to other ProSe Group members) are assigned using application-layer signalling.
6.X.1.3
Applicability on Public Safety relays

Given the hub-and-spoke architecture of the ProSe Group Owner model, the GO is particularly well placed to act as a UE-to-Network Relay or UE-to-UE Relay. In reference to Figure 6.x.1.2-1, consider that:

· UE_1 and UE_2 are out of network coverage;

· UE_1 and UE_2 may or may not be within each other’s transmission range, but are both within the range of the ProSe GO.
This use case can be addressed with the ProSe Group Owner model by placing the UE-to-Network Relay functionality in the ProSe Group Owner (i.e. UE_3):

· It is assumed that the relaying functionality in the ProSe GO is performed at the application layer by including:

· a Back-to-Back User Agent (B2BUA) functionality in the ProSe GO that interworks control plane signalling between SGm and SGm2;

· an RTP/RTCP translator for relaying user plane data;

· In the role of UE-to-Network Relay, device UE_3 starts offering ProSe Group Owner function and advertises its relaying services;

· The out-of-coverage users (UE_1 and UE_2) join the ProSe Group and rely on IP for communication with the relay (note that UE_1 and UE_2 are not necessarily within transmission range of each other);

· UE_1 and UE_2 explicitly register with the ProSe GO at the application layer (via SGm2), requesting relay service for a specific GCSE Group. The GCSE Group is identified via App Group ID - a unique application layer identifier (e.g. a SIP URI in the following format: sip:fire.brigade75@first.net). Although belonging to the same ProSe Group, UE_1 and UE_2 may register for participation in different GCSE Group communications;

NOTE:
The GCSE Group includes all group members that take part in a common group communication, regardless whether they rely on GCSE_LTE network access (covered under the GCSE_LTE work item) or whether they use ProSe Group Communication via a UE-to-Network Relay. In other words, the GCSE Group scope stretches beyond the network to include multiple ProSe Group domains that are interconnected with the network using UE-to-Network Relays and provide access to a common group communication. In contrast, ProSe Group is a local concept designating a collection of UEs capable of communicating with each other using ProSe one-to-one or one-to-many communications and belonging to the same local IP subnet.
· ProSe GO may need to explicitly check with the network whether it is authorised to act as relay for a specific GCSE Group and/or a specific GCSE Group member (this is in the scope of GCSE_LTE work item);

· ProSe GO relays communication between the ProSe and GCSE domains. Given that the ProSe domain is a distinct IP subnet, the user plane relay functionality in the ProSe GO implies some form of translation (e.g. RTP/RTCP translation and/or IP header translation);

· Uplink ProSe delivery (UE_1 ( GO; UE_2 ( GO) is unicast;

· Downlink ProSe delivery (GO ( UE_1; GO ( UE_2) can be either unicast or multicast;

· For applications that require it, floor control is performed in the network.

The UE-to-UE Relay use case can be addressed similarly, with the following additional notes:
· Assuming that UE_1 and UE_2 are part of the same ProSe Group (i.e. the same IP subnet), the user plane relay functionality in the ProSe GO may not require IP header translation;

· For applications that require it, floor control may be performed in the ProSe GO.

6.X.2
Procedures

6.X.2.1
Procedures for ProSe Group formation

A ProSe Group can be formed either (i) autonomously by one or more UEs without any network involvement or (ii) with network assistance, as described in the following two sections.

6.x.2.1.1
Autonomous ProSe Group formation

The autonomous ProSe Group formation is particularly useful in scenarios where a ProSe Group needs to be formed outside the network coverage, e.g. to enable direct communication between public safety UEs that need to handle an emergency situation in an isolated area or where network coverage is not available. 
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Figure 6.x.2.1.1-1: ProSe-enabled UEs arranged in ProSe Groups

An autonomous ProSe Group may be created with one of the following ways:

· A ProSe-enabled UE may create a ProSe Group by autonomously becoming a Group Owner (see Group D in Figure 6.x.2.1.1-1). This UE creates a new group identity and advertises the existence of the ProSe Group (e.g. by broadcasting the group identity on designated radio channel(s)) and serves requests from other ProSe-enabled UEs that want to become group members. In this case, the ProSe Group starts as a single-member group (the Group Owner is the only initial member).

· A ProSe-enabled UE may start a ProSe Group after it discovers (e.g. by using ProSe Direct Discovery) another ProSe-enabled UE in close proximity. These two UEs negotiate the Group Owner role, i.e. one of them is elected to function as Group Owner. In this case, the ProSe Group starts as a two-member group.

An autonomous ProSe Group can be expanded (i) when other UEs request to join the group or (ii) when other UEs are invited to join the group. The invitation to the group is useful when two UEs need to directly communicate, but they are not members of a common ProSe Group. If, for example, UE-5 is member of group Group B and wants to establish direct communication with UE-8, which is not a member of group Group B, the UE-5 may send an invitation request message to UE-8 and trigger it to join group Group B.

Only the Group Owner can accept new members to the group, thus all join requests need to be sent to the Group Owner. The Group Owner can be discovered by its broadcast transmissions. When the Group Owner accepts a new ProSe-enabled UE to join the group, it provides to this UE the necessary security information (a pre-shared key) for securing all further communications with the Group Owner.

When two ProSe-enabled UEs need to establish direct communication, they need first to create a new ProSe Group. One of these UEs will be assigned the role of Group Owner and, subsequent to mutual authentication, will provide IP configuration information to the other UE. If necessary, the group may be kept closed by rejecting other UEs to join this group.

An autonomous ProSe Group can be created by using E-UTRA Rel-12 radio technology. 

Editor's Note: It is FFS if WiFi Direct can also be used for autonomous ProSe Group formation. 
6.x.2.1.2
Group Formation with Network Assistance

Editor's Note: To be completed.
6.X.2.2
Procedures for Public Safety relays
Depicted in Figure 6.x.2.2-1 is a high-level call flow for the ProSe Group Owner architecture applied to a relay use case.
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Figure 6.x.2.2-1: ProSe Group Owner model in a relay use case
1) UE_1 is out of network coverage and needs to discover a UE-to-Network Relay. UE_3 is under network coverage and is capable of acting as a UE-to-Network Relay. There are several possibilities for relay discovery and their applicability may depend on additional requirements (e.g. covert operation):

a. UE_3 may send a beacon message advertising its capability to act as UE-to-Network Relay;

b. UE_1 may periodically transmit probe messages (e.g. using Targeted ProSe Discovery described in clause 6.3) indicating that it is looking for a relay service;

2) UE_1 performs authentication with UE_3, the latter acting as the ProSe Group Owner. The Pairwise Master Key (PMK) that will be used to protect unicast traffic between UE_1 and UE_3 is derived in the process There are several possibilities for authentication:

a. UE_1 and the ProSe GO engage in mutual authentication that does not require any network involvement (e.g. based on certificates or a pre-shared secret);

b. UE_1 authenticates with the network, the ProSe GO acting as the authenticator;

3) ProSe GO assigns an IP address/prefix to UE_1 for use on the local ProSe IP subnet. At this point both UEs are also cognisant of their respective Layer-2 IDs;
4) UE_1 performs application layer registration with the ProSe GO via SGm2, requesting relay service for a specific GCSE Group.
Editor’s Note: The details of each procedural subset need to be completed. It is FFS whether the SGm2 procedures will be studied in ProSe or GCSE_LTE.
6.X.3
Impact on existing entities and interfaces
The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.X.4
Solution evaluation

The solution makes the following assumptions for the ProSe lower layers (mostly in the realm of RAN groups):

· Explicit ProSe Group formation prior to transmission of user data;

· Centralised medium access control, the GO in the role of co-ordinator;

· IP-based communication; IP addresses/prefixes assigned by the GO;

· Mutual authentication between each group member and the GO;

· Dynamic generation of security keys upon mutual authentication.

The Group Owner model has the following drawbacks:

· The GO is a single point of failure;

· The GO needs to be in a central location so that it can be within transmission range of every potential group member.

However, these are not show-stoppers for use cases such as UE-to-Network Relay or UE-to-UE Relay, because in either case it is assumed that the GO is explicitly selected by the users of non-relay devices. Consequently, if the relay goes out of operation, the users of non-relay devices can detect the failure and attempt a backup solution (e.g. look for a new relay or switch to ProSe ad hoc mode described in clause 6.y).

The Group Owner model can also be used for 1:1 communication, where either of the two parties can take the GO role.
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