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This proposal is an update of S2-131190, including additional input for multi PLMN environment as well as revocation of discovery “rights”. The discussion part is provided in S2-131966.
This contribution addresses the issue of UE discovery and how to enable Application user discovery in ProSe whilst ensuring confidentiality and privacy of the permanent identities of the UE used in the EPS, and of the Application user identity used in the Application.
The proposal articulates around a few fundamental points:

· The Application user identity is not disclosed outside the Application

· The UE identities are not disclosed outside the “3GPP” layer

· Application-level restrictions are enforced solely at the Application – the liability lies exclusively at the Application

*********** TEXT PROPOSAL FOR TR 23.703 ***********
6
Solutions

Editor’s Note: This clause is intended to document architecture solutions. Each solution should clearly describe which of the key issues it covers and how.

6.x
Solution x: ProSe Discovery

This solution covers the key issue #7: ProSe Direct Discovery.
6.x.1
Functional description

6.x.1.1      General description
The solution presented in this sub-clause 6.x allows the discovery of UEs and of Application users by means of direct radio signals exchanged between UEs on a common discovery channel. It articulates around the following principles:

-
The identity of an Application user is not disclosed outside the Application

-
The UE identities are not disclosed outside the 3GPP domain

-
Application-level restrictions are enforced solely at the Application.

6.x.1.2
Definitions

Application: an application, possibly third-party application, running on any device (UE) irrespective of the operating system of the device. The Application may rely on an Application server, or not. An application may be e.g. a social network application. E.g. Mary and Bob are using SmileBook app, Mary on a fruitPhone, Bob on a greenbotPhone. 

Application instance: an instance of an application running on a given UE. E.g. SmileBook app running on Mary’s fruitPhone.

Application user: the user of an application (e.g. Bob@SmileBook). The same Application user can use the same application on different UEs. Different Application users of the same application can use the same UE. Each UE runs an application instance.

6.x.1.3
Principles of the solution

Two levels of discovery shall be distinguished:

-
ProSe (UE) Discovery of ProSe-enabled UEs in proximity whereby a UE discovers other ProSe UEs in proximity, provided ProSe is enabled and authorized.

-
Application-level discovery of Application users in proximity, enabled by the discovery of UEs in proximity, provided the Application is authorized to use ProSe.

Restrictions and permissions for discoverability are set and enforced at the application level and in the 3GPP domain as illustrated below.
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Figure 6.x.3.1 ProSe Discovery and Application Discovery

The discovery of a UE (respectively Application user) in proximity relies on identifying the UE (respectively Application user). A first UE (respectively Application user) is discovered to be in proximity of a second UE (respectively Application user) when the first UE (respectively Application user) is identified to be in proximity of the second UE.  The identifiers used are described in sub-clause 6.x.4.

The proximity of two UEs is a physical proximity determined either by the exchange of direct radio signals between these UEs, and/or by the network. The proximity of Application users relies on the proximity of underlying UEs: two Application users are in proximity if their UEs are in proximity.

6.x.2
Identifiers

6.x.2.1
UE identifier

Two kinds of UE identifiers shall be defined for use in ProSe (UE) Discovery:

· A UE identifier assigned by the EPS system, e.g. S-TMSI; possibly together with an indication of the PLMN selected by the UE. This identifier may be used by any ProSe-enabled UE.

· A UE identifier not assigned by the EPS system, but pre-configured in the UE e.g. at manufacture. This identifier may only be used by ProSe-enabled Public Safety UEs.

6.x.2.2
Application-level identifier

A ProSe-enabled UE shall be able to determine whether or not another ProSe-enabled UE is of interest to it. The following three cases shall be supported:

-
A first UE may not already know whether or not a second UE is of interest. In this case the first UE shall be able to determine whether or not the second UE is a UE of interest. 

-
A first UE may already know a second UE is a UE of interest.

-
A first UE may already know a second UE is not a UE of interest. 

An application-level identifier shall be supported by the EPS (ProSe_App_User_ID) for use in the Application-level discovery. The Application-level identifier when combined with a UE identifier of a ProSe-enabled UE allows to determine whether or not this UE is of interest. This application-level identifier shall be received by the UE from the Application. It is defined by the Application itself using an Application-level mechanism and providing a one-to-one mapping with the Application user identity (e.g. Bob@SmileApp) in this Application. This Application-level identifier while unique within a given Application, may not be unique across Applications, hence the EPS shall also be able to identify the Application to which an a ProSe_App_User_ID belongs (App_ID). The EPS shall not be required to ensure the privacy and confidentiality of a third-party Application user identity; it is the responsibility of the third-party Application. 

NOTE:
The ProSe_App_User_ID is exchanged between Application instances of the same Application using application level mechanisms, such that the Application instance for a given Application user gets hold of the relevant ProSe_App_User_ID of other Application users according to restrictions and permissions enforced at the Application.
A second UE is deemed of interest to a first UE if

-
The UE identifier of the second UE is known to the first UE; and

-
At least one ProSe_App_User_ID of an Application instance on the second UE is to be discovered by the corresponding Application instance on the first UE.
6.x.2.3
ProSe Server

The ProSe server of one PLMN shall maintain up-to-date records for each ProSe-enabled UE of that PLMN, as illustrated on the figure below.
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Figure 6.x.2.1 ProSe Server and Identifiers.
6.x.3
Registration and Discovery

6.x.3.1
General

The discovery procedure in this sub-clause articulates around a ProSe server (per PLMN) that for each ProSe-enabled UE stores:

-
The UE identifier of the UE (e.g. S-TMSI), used for UE discovery

-
An indexed list of {App_ID; ProSe_App_User_ID} combinations for this UE, used for application-level discovery.

Each UE individually uploads its UE identifier and its own list of {App_ID; ProSe_App_User_ID} to the ProSe server in order to be discoverable. The server may respond with the index it assigned to each {App_ID; ProSe_App_User_ID} in this list. A UE is not discoverable to another UE if this other UE does not know the UE identifier and applicable {App_ID; ProSe_App_User_ID} combinations of this UE.

Each UE upon request from an Application to discover an Application user identified by a ProSe_App_User_ID, individually requests from the ProSe server the UE identifier corresponding to the {App_ID; ProSe_App_User_ID} combination. This UE identifier thus identifies a UE of interest to this UE. This UE stores all applicable {UE identifier; {App_ID; ProSe_App_User_ID} list} for all UEs of interest. Note that the ProSe server can also store the UE identifier of a UE requesting the UE identifier of another UE, in order to keep track of “UE relationships” and update the corresponding UEs, upon change of a given UE identifier.

Upon request from one or more Applications, a discoverable UE using direct discovery (Tx side) sends a discovery signal including its UE identifier together with the corresponding indices for the one or more{App_ID; ProSe_App_User_ID} of the one or more Applications.

Upon request from one or more Applications to discover Application users, a discovering UE using direct discovery (Rx side) monitors discovery signals of UEs of interest i.e. discovery signals containing the applicable UE identifier(s) and indices to the relevant {App_ID; ProSe_App_User_ID} combinations.

6.x.3.2
Registration and discoverability
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Figure 6.x.3.1: Registration and discoverability

1. The UE registers to the ProSe server indicating its UE identifier, here its S-TMSI (S-TMSI1). 

NOTE: 
for out-of-coverage operation this registration step does not take place; the UE ought to be implicitly authorized and configured to use ProSe. In this case it is also pre-configured, e.g. at manufacture, with a dedicated UE identity.

2. a) The ProSe server determines that the UE is authorized for ProSe and acknowledges the registration to the UE. If a ProSe ID is assigned (optional) for use for discovery (e.g. instead of S-TMSI) then it is indicated in the acknowledgement to the UE. The acknowledgemet may include the S-TMSI as a confirmation to the UE.

b) The ProSe server determines that the UE is not authorized for ProSe and negatively acknowledges the registration, possibly indicating the cause thereof to the UE.

As a result of 2a) the UE is now allowed to use ProSe and can be discoverable (radio discovery) and proceeds to Step 3) 

As a result of 2b) the UE is  not allowed to use ProSe, and does not proceed to Step 3).

3. The UE indicates to ProSe-enabled applications that the UE is allowed to use ProSe

Active ProSe-enabled applications use the assigned ProSe_App_User_ID or activate an already assigned/configured ProSe_App_User_ID. “Assignment” refers to an application server providing the ProSe_App_User_ID to an application instance for a given Application user. “Configuration” refers to a ProSe_App_User_ID readily available at the application i.e. without preliminary communication with an application server.

4. The application requests that its Application user be ProSe discoverable by indicating the ProSe_App_User_ID to the UE. It could also include the App ID, but an alternative is instead that the UE itself determines the appropriate App ID (if App IDs are “owned” by the operator).

5. The UE forwards the request from the application to the ProSe server, including its S-TMSI (or ProSe ID), the application App ID and the related ProSe_App_User_ID. It should be possible to also aggregate the request from several applications into a single request to the ProSe server, in which case the UE then indicates for each application, the App ID and ProSe_App_User_ID.

6. a) The ProSe server determines using the received App ID that the application is authorized to use ProSe. It creates an entry for this UE storing the received App ID and ProSe_App_User_ID. It acknowledges the request to be discoverable to the UE. The ProSe server indicates the Entry index corresponding to the {App ID; ProSE_App_User_ID} pair for this UE, within the acknowledgement to the UE. This index value is later used in the discovery phase.

b) The ProSe server determines using the received App ID that the application is not authorized to use ProSe. It negatively acknowledges to the UE the request from the application to be discoverable. In case UE sent the aggregate request in step 5), the ProSe Server could send an aggregated response indicating per requested application whether the request was accepted or not.

7. a) b) The UE forwards the response from the ProSe server to the application. Upon 7a), the application (server) thereafter exchanges the ProSe_App_User_ID of the application user with application users as per the restrictions / permissions set at the application by this application user.

The application user is now discoverable using ProSe, according to the restrictions enforced at the application.

6.x.3.3
Discovery
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Figure 6.x.3.2. Discovery using UE identifier and Application user index

UE1 and UE2 are successfully registered to the ProSe Server. At App1, blue@app1 permits green@app1 to discover her: ProSe_App_User_ID2 is made available to App1 in ProSe UE1. At App1, green@app1 permits blue@app1 to discover her: ProSe_App_User_ID1 is made available to App1 in ProSe UE2. The ProSe server holds a record for S-TMSI1 (ProSe ID1) of {App ID1, ProSe_App_User_ID1} and for S-TMSI2 (ProSe ID2) of {App ID2, ProSe_App_User_ID2}.

8. a) Given the permission above, App1 on UE1 requests UE1 to be able to discover ProSe_App_User_ID2 by means of ProSe. 

9. a) Upon reception of the REQ Discover from App 1, UE1 determines it holds no UE identity record (nor App ID record for this UE) for {App ID1; ProSe_App_User_ID2} and therefore requests for it from the ProSe Server. The ProSe server creates a UE relationship recording that UE1 (S-TMSI1 / ProSeID1) is interested in UE2 (S-TMSI2 / ProSe ID2) given the interest for {App ID1, ProSe_App_User_ID2}.

10. a) The ProSe server retrieves S-TMSI2 / ProSe ID2 based on the {App ID1; ProSe_App_User_ID2} received from UE1, as well as the Entry index (“1”) of {App ID1; ProSe_App_User_ID2} for S-TMSI2. The ProSe server responds back to UE1 indicating S-TMSI2 and the index “1”, which in turn stores a corresponding entry of S-TMSI2 with {App ID1; ProSe_App_User_ID2} under index “1”.

UE1 is now able to discover the proximity specifically of {App ID1; ProSe_App_User_ID2} by monitoring the occurrence of S-TMSI2 (or ProSe ID2) together with index “1” on the discovery channel. 

Following similar steps, UE2 is also able to discover the proximity of {App ID1; ProSe_App_User_ID1} by monitoring the occurrence of S-TMSI1 (or ProSe ID1) together with index “1” on the discovery channel. 

11. a) blue@app1 requests to be discovered, using UE2. App 1 on UE2 issues a request to be discovered to UE2, indicating the ProSe_App_User_ID2 corresponding to blue@app1.

b) Upon receipt of the REQ DiscoverMe from App 1, UE2 sends a DiscoverMe signal on the discovery channel, indicating its S-TMSI2 / ProSe ID as well as the index value (“1”) corresponding to {App ID1, ProSe_App_User_ID2}.

12. UE1 receives a discovery signal containing S-TMSI2 (or ProSe ID2) and index value “1”. UE1 determines it holds a record for S-TMSI2 / ProSe ID2, and therafter also determines the index value received (“1”) matches a recorded index it holds for S-TMSI2. Matching the S-TMSI /ProSe ID and index value, UE1 retrieves the record {App ID1, ProSe_App_User_ID2}. It then notifies App 1 (App ID1) it has discovered ProSe_App_User_ID2.

App1 on UE1 identifies ProSe_App_User_ID2 corresponding to blue@app1. Green@app1 is thereafter notified of the proximity of blue@app1.

6.x.3.4
Discovery range class

An application can request to use a range class for discovery (subject to operator authorization). N range classes are defined from shortest to longest (Nmin=3 as specified in 3GPP TS 22.278). 

NOTE: 
A range class is e.g. for a UE to be discovered using direct radio signals, to be allowed to use a given transmit power by the network. The shorter the range class, the lower the transmit power.

A discovery signal from a given UE (UE identifier) can contain the indices for one or more {App ID; ProSe_App_User_ID}. The discovery signal should contain the indices from applications requesting the same range class. Additionally, it may also contain indices from applications requesting a higher range class, but it shall not contain indices from applications requesting a lower range class.
6.x.3.4
Revocation of Application-level discovery right
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Figure 6.x.3.3. Revocation of Application-level discovery right

UE1 and UE2 are successfully registered to the ProSe Server. 

At App1, blue@app1 permits green@app1 to discover her: ProSe_App_User_ID2 is made available to App1 in ProSe UE1.

At App1, green@app1 permits blue@app1 to discover her: ProSe_App_User_ID1 is made available to App1 in ProSe UE2.

The ProSe server holds a record for S-TMSI1 (ProSe ID1) of {App ID1, ProSe_App_User_ID1} and for S-TMSI2 (ProSe ID2) of {App ID2, ProSe_App_User_ID2}.

UE1 is able to discover the proximity specifically of {App ID1; ProSe_App_User_ID2} by monitoring the occurrence of S-TMSI2 (or ProSe ID2) together with index “1” on the discovery channel. 

1. Following a decision by green@app1 user to revoke its discoverability by blue@app1 user using application level mechanism, App 1 on UE1then requests UE1 to stop discovering ProSe_App_User_ID2. UE1 then removes the index entry corresponding to App ID1, ProSe_App_User_ID2.

UE1 is no longer allowed to discovery the proximity of {App ID1; ProSe_App_User_ID2}.

2. UE1 then informs the ProSe server that it will not perform discovery of {App ID1; ProSe_App_User_ID2}

The ProSe server updates the relationships between UE1 (S-TMSI1 / ProSeID1) and UE2 (S-TMSI2 / ProSeID2) such that if {App ID1; ProSe_App_User_ID2} was the last interest of UE1 for UE2, then UE2 is removed from the UE1’s list of UEs of interest. 

3. The ProSe server acknowledges the request to UE1.

NOTE: The following is only illustrative it is not part of the revocation itself.

4. blue@app1 requests to be discovered, using UE2. App 1 on UE2 issues a request to be discovered to UE2, indicating the ProSe_App_User_ID2 corresponding to blue@app1. 

5. Upon receipt of the REQ DiscoverMe from App 1, UE2 sends a DiscoverMe signal on the discovery channel, indicating its S-TMSI2 / ProSe ID as well as the index value (“1”) corresponding to {App ID1, ProSe_App_User_ID2}.

UE1 ignores the discovery signal from UE2.

6.x.3.5
Illustrative discovery state machine

Whether or not discovery of a given {App_ID; ProSe_App_User_ID} is allowed and the associated steps, are illustrated on figure 6.x.7.1 below. 

A state “Discovery interrupted” is shown, which can be considered a sub-state of Discovery allowed. In this state, a discovery right exists however, the discovery is not active (e.g. due to the corresponding application user being offline). In this state, the discovery of the {App_ID; ProSe_App_User_ID} is not taking place, which can allow the UE to simply deactivate discovery on the discovery channel altogether (i.e. if no other app. user need to be discovered)

It should be noted that some applications may require that by default:

-
the discovery of Application users not be allowed; or

-
the discovery of Application users be allowed; or

-
the discovery of Application users be neither allowed or not allowed, but simply unknown until explicitly indicated otherwise
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Figure 6.x.3.4. Illustrative state machine indicating whether or not the discovery of an {App ID; ProSe_App_User_ID} is allowed
6.x.4
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.
6.x.5
Solution evaluation

Editor’s Note: To be completed.
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