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Abstract of the contribution: This paper aims to clarify the T5 capability exchange between UE, MME and HSS to make the T5 small data routing more efficient.
Discussion
In the last meeting, the capability issue for T5 small data service has been left for further discussion.
Considering uplink small data, the UE and MME and the home environment should exchange information on their ability to support the “NAS/T5 transport of small data" during the Attach and TAU procedures. After that, if the UE needs to send uplink small data, and both the UE and the MME support the “NAS/T5 transport of small data”, the UE sends the SDT-PDU in an NAS message to the MME. the MME finds the appropriate MTC-IWF which support T5, and then sends the received SDT-PDU to the MTC-IWF over T5 interface. The T5 capability of MTC-IWF (home environment) is retrieved from HSS.
For downlink small data, the serving node registers the T5 message capability with the HSS (i.e. in Update Location request upon initial attach, TAU or RAU) when both the MME and UE support it. On receiving downlink small data from the SCS, the MTC-IWF interrogates HSS to get the serving nodes addresses. When a serving node address is delivered by the HSS, the MTC-IWF considers the MME and the UE have related T5 message capabilities. Based on the T5 message capability of UE and serving node(s), the MTC-IWF will make decision to use T5 small data transfer.
Proposal
It is proposed to approve the following modification for TR 23.887 v0.9.0 under the SDDTE building block.
***** 1st of Changes *****

5.1.1.3.3
Solution: Standalone Small Data Service with T5/Tsp and generic NAS transport

5.1.1.3.3.1
General
Carrying small volume of service data in signalling (e.g. NAS/T5/Tsp message) is an efficient way which can reduce the allocation of U-plane resources and radio resources. For the CN side, there is no need to allocate resources for PDN/PDP context connection and no need to restore some U-plane bearer context (e.g. S1-U bearer), since the small data goes through NAS signalling using the generic NAS transport messages. For the RAN side, future enhancement can be taken to avoid establishing DRB (Data Radio Bearer), and if applicable the small data can use the SRB (Signalling Radio Bearer). 
A protocol for small data transmission (named SDT protocol in the context of this TR) is introduced to carry small data units of various users of that small data service. The SDT protocol spans between service access points in the UE and the SCS/AS. Any service data exchange between UE and AS shall go through the MTC-IWF and the SCS. The small data transfer can be provided as confirmed or unconfirmed delivery service.

Each SDT PDU indicates sender and receiver IDs, i.e. the provided service is a connection-less service where each PDU provides all information needed for routing and transferring each PDU independently. Further, each SDT PDU may indicate sub-addresses for sender and/or receiver and allows for encryption and/or integrity protection. The sub-addresses indicate, for example, the addressed service user or application on a UE. This could be a port number, but also a name string.

When transferring between the UE and the MME/SGSN, the SDT-PDU is encapsulated in a Generic NAS PDU, with the protocol type set to “SDT (Small Data Transmission)”. In E-UTRAN, Generic NAS Transport message can be used to carry small volume of service data (e.g. MTC specific small data). Similar mechanism can be defined for UTRAN. These details may require more stage 3 considerations.
When transferring between the MME/SGSN and MTC-IWF, the small data is encapsulated in a PDU of the T5‑AP. A T5 transport association is established at the time when the MME receives the uplink small data transmission, or when the MTC-IWF receives the downlink small data transmission. Such associations may also last longer and might be used for all UEs that have the same MME-IWF pair. For uplink transfer the MME/SGSN determines an MTC-IWF from the SDT-PDUs’s receiver ID. For downlink transfers the MTC-IWF determines the serving node address by resolving the receiver ID of the SDT-PDU via HSS interrogation.

The header of an SDT-PDU identifies the “SENDER” and the “RECEIVER” of the PDU. For M2M messaging MO case the sender is the UE (UE internal ID e.g., IMSI, MSISDN, or UE external ID) and the receiver is the SCS or AS. For M2M messaging MT it is vice versa. The IMSI is used as UE ID only 3GPP system internally.  On receiving an MO SDT-PDU, the MTC-IWF finds the SCS as indicated by the “RECEIVER” field in the SDT-PDU, and then forwards the SDT-PDU to that SCS over Tsp interface.
The SDT-PDU may be encrypted and/or integrity protected. Integrity protection in the form of a signature would allow any node on the path to check the authenticity of the PDU once this node has access to the data (e.g. keys) necessary for validating the signature, which is for SA3 to define, e.g. using a public key infrastructure.

The SDT protocol can carry any PDU protocol, e.g. IP datagrams.

Barring services are not needed as all small data units are always routed via an MTC-IWF of the home operator network giving the home operator full awareness about any service usage. Barring is only needed when a UE can use services in a visited network without direct control by the home operator, i.e. when service traffic is not routed through the home network. When using Tsp other than from hPLMN would be permitted, barring could be a subscription option.

NOTE:     The procedure flow below show interactions between SDT user (an application) and UE, which are only for describing logical functionality (e.g. via an internal API) and are not intended to describe any specific implementation of device internal functionality.
UE and the serving node exchange information on their ability to support the T5 Small Data Service when the UE registers with the network (i.e. EPS Attach Request, Tracking Area Update Request, GPRS Attach Request and Routeing Area Update Request). When both the serving node and UE support the T5 Small Data Service, the serving node registers T5 Small Data Service capability with the HSS (i.e. in Update Location request upon initial attach, TAU or RAU). HSS stores it and provides the serving node ID to the MTC-IWF when requested by IWF.

***** 2nd of Changes *****

5.1.1.3.3.1.1
Procedure flows

Uplink MTC small data transmission:

The figure below illustrates the uplink small data transmission through control plane channel on T5 and Tsp.
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Figure 5.1.1.3.3.1.1-1: uplink small data transmission procedure 

Before step 1, the UE, the serving node and HSS have exchanged information on the ability to support the T5 Small Data Service when the UE registers with the network.
1.
An application of the UE requests the transfer of an SDT-PDU. The application performs any wanted security functions, e.g. integrity protection of the PDU.

2.
The SDT-PDU is sent in an NAS message to the SGSN/MME. Protocol type of NAS PDU is set to “SDT”. 

The SDT-PDU includes header and payload data. Within the header, if not already done by the application, the UE fills the “SENDER” field with its MSISDN (if known) or External ID (if known) and places SCS/AS ID in the “RECEIVER” field. The sub address field may include the identity of the application. The UE performs any wanted security functions, i.e. integrity protection and/or encryption, if not already done by the application.
NOTE 1:  In E-UTRAN, UPLINK GENERIC NAS TRANSPORT message may carry an SDT-PDU. For 3G access, a similar mechanism can be defined. Or an existing GMM message may be extended to carry SDT-PDU.
3.
On receiving the SDT-PDU, the SGSN/MME verifies the sender ID. If the SDT-PDU contains no sender ID, the SGSN/MME adds a sender ID. The SGSN/MME determines the destination for the SDT-PDU from the SDT Receiver ID and finds thereby the appropriate MTC-IWF. If this doesn’t resolve to a destination address the MME constructs a URI (e.g. T5SDS.MNC.MCC) and resolves this for determining an MTC-IWF of the UE’s hPLMN. The SGSN/MME then sends the SDT-PDU to the MTC-IWF over T5 interface using the T5-AP protocol.
4.
On receiving the SDT- PDU the MTC-IWF may verify the message integrity. The MTC-IWF determines the SCS/AS using the ‘RECEIVER ID’ field in the SDT-PDU header, and forwards the SDT-PDU or SDU to the SCS/AS using Tsp-AP. Before forwarding the message MTC-IWF replaces IMSI (if indicated as sender ID) with MSISDN or External ID as ‘SENDER ID’.
5.  On receiving the SDT-PDU the SCS/AS may verify the message integrity. The SCS/AS returns an appropriate response, i.e. a Tsp-AP-PDU-Ack to confirm the Tsp transfer of the SDT-PDU or the SDU.

6.
The MTC-IWF sends a T5-PDU-Ack to the SGSN/MME

7.  The SGSN/MME sends an NAS-PDU-Ack to the UE.

8.  The UE confirms the SDT-PDU or the SDU transfer to the application.
Downlink MTC small data transmission:

The figure below illustrates the downlink MTC data transmission through control plane data exchange.
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Figure 5.1.1.3.3.1.1-2: downlink small data transmission procedure
1.
The SCS/AS sends a downlink small data SDT-PDU including the receiver UE ID and possibly a receiver sub-address to the MTC-IWF. The SCS/AS identifies the UE by its External Identifier and performs any wanted encryption or integrity protection. The SCS/AS indicates whether a delivery confirmation is required and possibly the message lifetime.
2.
On receiving downlink small data SDT-PDU from the SCS/AS, the MTC-IWF first interrogates HSS for routing information (i.e. serving SGSN/MME addresses. If a T5 association is not already established. If there is no MME which has ability to support the T5 Small Data Service, there will be no address returned from HSS. Such associations may also last longer and might be used for all UEs that share the same MME/SGSN-IWF pair. In this case the MTC-IWF may store the serving node address instead of a T5 association per UE. The IMSI of the UE is also retrieved to enable the SGSN/MME to determine the UE.
      The MTC-IWF also verifies with the help of the HSS whether the originator of the SDT-PDU is allowed to send small data to the UE. If the MTC-IWF received integrity protected PDU from SCS/AS it may first verify its integrity.

3.
The MTC-IWF may perform any wanted encryption or integrity protection, if not already done by the SCS/AS. The MTC-IWF sends SDT-PDU together with an indication whether a delivery confirmation is needed and possibly a lifetime of the message to the serving SGSN/MME over T5 interface using T5-AP protocol. The IMSI of the UE is also included in the T5-AP message.
4.
The SGSN/MME sends the SDT-PDU over NAS to the UE. The SGSN/MME needs to page the UE when in idle mode.

5.
The UE may verify the integrity of the SDT-PDU and sends the SDT-PDU or the SDU to the application indicated by the sub-address (e.g. port ID).

6.
The application may verify the integrity of the SDT-PDU and confirms its transfer to the UE.

7.
The UE confirms the SDT-PDU transfer towards the SGSN/MME.

8.
The SGSN/MME confirms the transfer towards MTC-IWF.

9.
The MTC-IWF confirms the transfer towards SCS/AS.

If the SGSN/MME cannot deliver the PDU, e.g. because the UE is not reachable, it indicates this to the MTC-IWF. If the MTC-IWF stores the PDU once the lifetime permits, the MTC-IWF registers for being informed when the UE becomes active. The MTC-IWF indicates to the SCS/AS that the PDU is not delivered but stored and allocates a reference number and indicates it also to the SCS/AS. 

NOTE 2: In E-UTRAN, DOWNLINK GENERIC NAS TRANSPORT message may carry an SDT-PDU. For 3G access, a similar mechanism can be defined. Or existing GMM message may be extended to carry small data PDU.
***** End of Changes *****
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