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1. Introduction
This P-CR proposes a new solution for ProSe operational aspects in TR 23.703
2. Proposal

Include a new architecture alternative in TR 23.703
>>>Start Changes<<<<
6.X
Solution 1: LTE based solution for direct discovery and communication

6.X.1
Architecture reference model
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Figure 2: Direct discovery and communication (non-roaming)
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Figure 3: Direct discovery and communication (roaming)
Basic concept:

- UE obtains configuration for direct services from D2D Provisioning Function (DPF) in a secure way
- D2D Provisioning Function (DPF) exists in every PLMN

- UE obtains configuration from D2D Provisioning Functions (DPFs) in PLMNs is authorised to perform direct discovery and communication

New Reference points
- S141: Reference point between UE and Home DPF (H-DPF) or between UE and a DPF in a local PLMN where the UE is authorised by the H-DPF to perform direct services. It enables PLMN-specific direct services authorization 
- S142: Reference point between DPF in local PLMN and Home DPF (H-DPF). It enables the DPF in local PLMN to obtain authorization information for the UE.
- U2: Reference point used for all the control and user plane information exchange needed in order to perform direct discovery and communication between two UEs. 
Control of the direct link can vary based on the different scenarios:
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The control can be entirely between the two UEs or it can also be controlled by the eNB when the UE is "in network coverage".
6.x.2
High Level Functions
6.x.2.1
Authorisation and configuration for ProSe direct services

The basic principles of service authorisation for direct discovery and communication are as follows:
- 
UE gets authorisation from HPLMN for using direct discovery and communication in certain PLMNs per country as defined in Mobile Country Code (MCC). These PLMNs are called “local PLMNs” and their DPFs “local DPFs”. 
- 
UE accesses “local DPFs” to get PLMN specific Authorisation Information including the registered PLMN and other “local PLMNs” when it is in a specific MCC
-
“Local DPF” contacts always the DPF in HPLMN to check authorisation and consolidates the authorisation info
- 
Final authorisation info always comes from “local DPFs”
6.x.2.1.1
Configuration information from DPF
The following information can be contained in the configuration info that is provided by the DPF to the UE:
Authorisation for direct discovery
1. Is the UE allowed to announce in this PLMN (Yes/No) 
What is allowed to announce?
What is the authorised range?
(  This information always comes from registered PLMN
2. Is the UE allowed to “monitor” in this PLMN? (Yes/No)
( This information comes from registered PLMN and other local PLMNs 
Authorisation for direct communication 
 Is the UE authorised to perform Direct Communication in this PLMN? (yes/no) 
( This information always comes from registered PLMN
Especially for the “out of network” cases the DPF needs to provide to the authorization for direct services out of network coverage. It also needs to indicate the resources (e.g. frequency bands) that the UE would use for direct services in this case. In more detail the following information needs to be provided to the UE:
-
Authorisation for using direct services “out of network coverage” in the resources of registered PLMN Resources dedicated for “out of network coverage” operation (for Public Safety UEs)
This information  is common for discovery and communication and indicates to the UE what are the resources (e.g. frequency bands used) that are provided in the registered PLMN for direct discovery and communication
( This information always comes from registered PLMN
-Authorisation for out of Coverage non-registered PLMN resources (for Public Safety UEs)
In cases where the registered PLMN cannot provide any resources for direct communication out of network coverage the UE is provisioned with a list table that indicates the resources (e.g. frequency bands used) per different location
( This information can be provided from a separate entity residing in registered PLMN. 
All the above information can also be pre-provisioned to the UE and how often the UE has to contact the DPF can be operator controlled .

6.x.2.1.2
Signaling flow for UE provisioning from DPF
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Figure 4: Signalling flow for UE configuration from DPFs
The UE gets the authorisation for direct services from the DPFs of the local PLMNs. The configuration is happening using “over IP” mechanisms and only IP connectivity is required to allow the UE to access this DPF. For example OMA DM can be used as the protocol to configure the UE.

In this signalling flow the following steps are performed:
Step 0: HPLMN configures UE with PLMN list that support direct discovery and communication
Step1~4: UE constructs the DPF FQDNs and contacts the local DPFs to receive authorisation info. Standard GBA/GAA authentication can be used to authenticate UE in local DPF. The procedure is as definedin 3GPP TS 33.220 [x]). When the UE roams, it can employ GBA security as detailed in 3GPP TS 33.220 [x] section 4.5. The shared key derived in this procedure is to be used as a master key in the TLS tunnel establishment. This step requires HTTP and TLS client on UE (ME or UICC). Ks_<enc/int>_NAF is used to secure S141 interface.  The UE establishes TLS tunnel to a "local DPF" as in 3GPP TS 33.222 [y] section 5.4. The UE uses PSK-TLS for mutual authentication. Client-side certificates are not employed.
Step 5: Local DPF obtains authorisation info from HPLMN and merges with own policy

Step 6: Local DPF provides authorisation info to UE that applies to this PLMN. The UE stores the authorization information obtained from Local DPF in a secure way. 3GPP SA WG3 should  further investigate the exact security aspects of storing the DPF configuration.
6.x.2.2
Resource Configuration

The UE needs to know the resources (e.g. frequency bands) that are dedicated for direct discovery and communication in specific PLMN. The resources that are used for direct discovery and communication can based on the various deployment scenarios be:

A) Single carrier dedicated for direct discovery and communication in a given geography
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B) Multiple carriers dedicated for direct discovery and communication in a given geography
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C) Multiple carriers where the operator dedicate or dynamically allocate certain portions to direct discovery and communication 
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The resources that are dedicated or dynamically allocated for direct discovery and communication can be indicated to the UE when it is “in network coverage” by the eNB using a new SIB. When it is “out of network” it can be provisioned from the local DPF in registered PLMN as defined in section 6.x.2.1.1.  
	
	In network coverage
	Out of network coverage

	Registered PLMN
	Read new SIB of the camped cell
	Configured by V- and H-DPF 

	Other PLMNs
	Read new SIB in the band of other PLMN
	Configured by Local DPF


Table 1: Resource configuration for "in" and "out of coverage" cases
The resource configuration aspects of the various deployment scenarios and related specification impacts will further need to be clarified in RAN WGs. 

6.x.2.3
ProSe direct discovery

ProSe Discovery is defined as “the continuous process that identifies another UE in proximity using E-UTRAN”. In TR 22.803 [1] there are two types of discovery: open and restricted. Open is the case where there is no explicit permission that is needed from the UE being discovered. Whereas alternatively restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. “find a taxi nearby”, “find me police officer X”. Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication. 

There are two roles for the UE in ProSe Discovery:

- Announcing UE: The UE announces certain information that could be used from UEs in proximity that have permission to discover.

- Monitoring UE: The UE that receives certain information that is interested in from other UEs in proximity.
We assume that based on PLMN authorisation as described in section 6.x.2.1.1 the UE can act as “announcing UE” only in the band designated by the registered PLMN but act as a “monitoring” UE in all the bands authorised by “local PLMNs”. 
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Figure 5: Announcing and monitoring UE roles in different PLMNs
6.x.2.3.1
Expressions

6.x.2.3.1.1
 Expression Basics

The information carried in discovery is called an expression. Expression(s) broadcasts the service(s) offered by a ProSe enabled UE. The term “Service” is used in this context loosely to represent anything that is meaningful to an application running in the device. The expressions are used by peers in discovery of proximate services, applications and context. Expression(s) are also used by proximate peers to establish direct communications. There could be more than one expressions broadcast by each UE corresponding to info relevant for the different applications that reside in the UE.

Expressions at the application/service layer are referred to as “Expression Names”. Names are mapped to a restricted number of bits at the physical layer and referred to as “Expression Code”. Expressions are classified as Public (for open discovery) or Private Expressions (for restricted discovery) based on the type of mapping performed.
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Figure 6: Expression basics
6.x.2.3.3
General Direct discovery procedure
The following figure depicts the necessary steps undertaken for direct discovery and various functional entities involved. 
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Figure 9: ProSe Direct discovery procedure

Procedures for announcing UE:

Step 1: An application requests the allocation of an expression code from the 3GPP layers in the UE. 

Step 2 (optional): The UE depending on the type of expression requested to be allocated either signals a request to the EPS or locally allocates the expression code. In case the expression requested is a Public expression intended to be used for open discovery then the UE requests this from EPS. See section 6.x.2.3.1.3 for more details.
Step 3: The 3GPP layers in the UE provide an expression code to the application. 
Step 4: The application shares this expression code with the interested parties using application layer mechanisms  The exact mechanisms of sharing this expression name is generally out of scope of 3GPP. Only for 3GPP defined applications e.g. IMS application 3GPP may need to define mechanisms for this step.
Step 5: In case the UE is authorised and has not exceeded the maximum allowed number of expressions the application initiates the announcing of the expression code.

Step 6: The UE starts broadcasting the related expression code in resources that have been configured for this purpose (as defined in section 6.x.2.2). The power can be determined based on the configured "range class".  The broadcast of the expression code can be repeated in a configurable interval.
Procedures for monitoring UE: 
Step 7: When the monitoring UE receives the expression code in the related application, sends an indication to the 3GPP layers of the UE to monitor this expression code. 
Step 8: In case the UE is authorised to perform discovery the UE monitors configured resources for the defined expression code. 
Step 9: The 3GPP layers of the UE pass the expression code to the application. The application uses the expression code according to its needs.
The above steps will be repeated for all the expressions in the monitoring and announcing side each UE is authorised and capable to receive and announce respectively.
6.x.2.4
ProSe direct communication

ProSe communication is defined in 3GPPP TS 22.278 [3] as “a communication between two UEs in proximity by means of a communication path established between the UEs. The communication path could for example be established directly between the UEs or routed via local eNB(s)”. 
The direct communication between two UEs is necessary at least for the case the UEs are out of coverage. Another important case at least for the Public Safety case is group/one-to-many communication. 

The other case referenced in TR 22.803 [1] and where the UEs communicate via local eNB(s) or even via the EPC with some shortcut is not in consideration of this solution.
6.x.2.4.1 Direct communication (one to one)
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Figure 10: Phases of Direct communication (one to one)
There are three phases that occur before the direct communication between two UEs can commence over IP:

1.
Discovery phase: the originating UE has discovered the expression of the UE that is interested to initiate communication to. This is a continuous operation and may not be triggered on demand.

2.
D2D connectivity phase: the originating UE is performing direct alert (similar to the paging procedure in the WAN case) and initiates the process to setup the D2D link. This involves exchanging RRC and NAS signalling to exchange information like IP addresses, QoS etc. Session keys are also being setup at this phase. 
3.
Direct communication phase: the originating UE is performing direct communication (over IP) with the terminating UE. This involves any form of “over IP” signalling is required e.g. SIP to setup a VoIP session

6.x.2.4.2 Direct communication (one to many)
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Figure 11: Phases of Direct communication (one to many)
In the case of one-to-many direct communication there are two phases:

1. Discovery phase: group members may announce expressions that would be relevant to the group communication

2.Group communication phase: the originating UE transmit to a multicast IP address with D2D broadcast

6.x.2.5
 D2D bearer concept

The D2D bearer can be considered similar to the concept of EPS bearer in case of WAN communication. 
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Figure 12: D2D bearer concept
For the case of “in coverage” operation it can be linked to a PDN connection and use the IPv6 address that is assigned to the linked PDN connection. Additional TFT for source routing is used to route IP packets delivered via a D2D bearer.

For the case of “out of coverage” operation it can be linked to a “cached” or “implicit” PDN connection and use IPv6 Address Prefix from cashed PDN connection or auto-configure a link local IPv6 Address.

6.x.2.6
Mobility Aspects

There are various mobility scenarios that need to be considered as part of this work based on the SA1 requirements:
Scenario 1: The system moves the communication path to infrastructure path when the UE moves from "out of coverage" back into network coverage mode.

Scenario 2: The system moves the communication path from infrastructure path to direct path when the UE moves “out of coverage” mode.

Scenario 3: The system moves the communication path from infrastructure path to direct path when the UE is "in coverage" mode. 

Scenario 4: The system moves the communication path from direct path to infrastructure path when the UE is "in coverage" mode.
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Figure 13: Path switch between direct and EPS bearers
In our proposed solution for direct discovery and communication the path switch in the UE is achieved by activating and de-activating packet filters to enable the traffic to flow over the EPS bearer or the direct bearer. The control of this function in the “in network coverage” operation can be performed via the system, whereas in the “out of network” can be controlled from UE policies.

6.x.2.6
Operational aspects

Operational aspects for accounting, lawful interception need to be defined for direct services based on the SA1 requirements.
6.x.2.6.1
Lawful interception

In this solution this is based on the disabling of the direct Path so that traffic goes via WAN. Then the interception is happening as normal over the WAN and should be transparent to user. The detailed requirements and procedures will be defined in SA WG3 and SA3-LI.

6.x.2.6.2
 Accounting

Accounting reporting can happen at any time between the UE and server in the network that is defined for this purpose. The UE is configured to periodically report accounting records to this server for accounting purposes via a secure interface. The reporting can use over IP protocols or any form of small data interface that exists (e.g. SMS) or any other possible small data mechanism that could be defined in rel.12.

For the specific cases of “out of network” the UE can be expected to report accounting records to the network when it goes back into network coverage.
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.x.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
>>>End of Changes<<<<
3GPP

SA WG2 TD


