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* * * First Change* * *
4
Scenarios
The decision on whether a non 3GPP access is considered trusted or untrusted is made by the HPLMN operator and is not a characteristic of the non 3GPP access network. More details on it are provided in clause 4.3.1.2 of TS 23.402 [3]. The HPLMN operator however while making a decision on trust worthiness of a non 3GPP access can also take into consideration security aspects of the access network.
WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPSec between the UE and ePDG for the security of the user data.

Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as a secure Non-3GPP Access. As 802.11i (or WPA2 called by WFA) has been released for several years, many AP-s support it as a basic feature and lots of smart phones also have supported it.
WLAN can also be deployed integrated in a residential/enterprise device (e.g. femto). In such a scenario, protection mechanism for the traffic on the backhaul link between the residential/enterprise device and the EPC may be used. This protection of the backhaul may be leveraged to consider the WLAN security in terms of connectivity to the EPC.
The impact on the support of the following scenarios shall be used to evaluate the solutions that will be proposed in the study:
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation;

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections;

-
Access to EPC via WLAN simultaneously with non-seamless WLAN offload.
* * * Second Change * * * 
6.1.3.7
Handovers without Optimizations Between 3GPP Access and Non-3GPP IP Access with S2a GTP
6.1.3.7.1
Handover from a trusted non-3GPP IP access with S2a GTP to 3GPP Access

The handover procedure from a trusted non-3GPP IP access using GTP S2a to E-UTRAN access using GTP S5/S8 connected to EPC is similar to the procedure specified in TS 23.402 [3], clause 8.2.1.1, except that:

-
at step 1, the tunnel between trusted non-3GPP access and the PGW is a GTP tunnel;

-
at step 7, the PDN GW may create dedicated bearers during this procedure.

-
at step 18, the PDN GW shall initiate resource allocation deactivation procedure in the trusted non-3GPP IP access as defined in clause 6.1.3.6 PDN GW initiated Resource Allocation Deactivation with GTP on S2a.
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Figure 6.1.3.7.1-1: Handover from Trusted Non-3GPP IP Access with GTP on S2a to E-UTRAN

The handover procedure from a trusted non-3GPP IP access using GTP S2a to UTRAN/GERAN access using GTP S5/S8 connected to EPC is similar to the procedure specified in TS 23.402 [3], clause 8.2.1.3, except that:

-
at step 1, the tunnel between trusted non-3GPP access and the PGW is a GTP tunnel;

-
at step 10, the PDN GW may create dedicated bearers during this procedure.

-
at step 17, the PDN GW shall initiate resource allocation deactivation procedure in the trusted non-3GPP IP access as defined in clause 6.1.3.6 PDN GW initiated Resource Allocation Deactivation with GTP on S2a.


[image: image2.emf] 

Old   SGSN   PDN  GW   hPCRF  

UE  

Trusted  Non - 3GPP IP  Access  

3 GPP  Access   SGSN   Serving  GW  

HSS/  AAA  

 

1.  GTP  Tunnel (s)  

 

 

vPCRF  

AAA  Proxy  

17. Non - 3GPP EPS Bearer Release  

17. Non - 3GPP EPS Bearer  Release  

Roaming Scenarios  

Procedure per 8. 2. 1. 3   steps 2 to 16  

(D) 


Figure 6.1.3.7.1-2: Handover from Trusted Non-3GPP IP Access with GTP on S2a to UTRAN/GERAN
6.1.3.7.2
Handover from 3GPP Access to a trusted non-3GPP IP access with S2a GTP

NOTE 1:
This procedure is based on TS 23.402 [3], clause 8.2.2. Only the differences are described below.
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Figure 6.1.3.7.2-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with GTP on S2a

1-4)
Same as step 1-4 in TS 23.402 [3] clause 8.2.2 except that at step 1, the tunnel between Serving GW and the PGW may be both a GTP or a PMIP tunnel.

5)
The entity in the Trusted non-3GPP IP Access sends Create Session Request (IMSI, APN, Handover Indication, RAT type, Trusted non-3GPP IP Access TEID of the control plane, Trusted non-3GPP IP Access Address for the user plane, Trusted non-3GPP IP Access TEID of the user plane, EPS Bearer Identity) message to the PDN GW. The RAT type indicates the non-3GPP IP access technology type. If the UE supports IP address preservation and included the address in early steps, the Trusted non-3GPP IP Access sets the 'Handover Indication' in the Creation Session Request to allow the PDN GW to re-allocate the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP IP access and to initiate a PCEF-Initiated IP CAN Session Modification Procedure with the PCRF.
NOTE 2:
With GTP on S2a, APN, IMSI and EPS Bearer ID identifies a PDN connection over GTP based S2a.

NOTE 3:
With GTP on S2a, there is no relation between the values of the EPS bearer identities used within 3GPP networks and non-3GPP networks.
NOTE 4:
In a non-3GPP to 3GPP access handover, the 'Handover Indication' leads the PDN GW to delay switching the DL user plane traffic from non-3GPP to 3GPP until a subsequent Modify Bearer Request is received. In a 3GPP to non-3GPP handover scenario with GTP based S2a, the 'Handover Indication' should not delay the switching of DL user plane traffic from 3GPP to non-3GPP access.

6A-6B)
Same as steps 7A and 7B in TS 23.402 [3] clause 8.2.2 with following additions:
-
at step 8, the PDN GW may create dedicated bearers during this procedure.
7)
The PDN GW responds with a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the Trusted non-3GPP IP Access. The Create Session Response contains the IP address and/or the prefix that was assigned to the UE while it was connected to the 3GPP IP access.

8-11)
Same as step 9-12 in TS 23.402 [3] clause 8.2.2, except that at step 12, the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [6], clause 5.4.4.1.
* * * Third Change * * *
8.2.3.1.2.1
UE-Network Capability Negotiation 

The UE negotiates SaMOG phase 2 capabilities with its serving TWAN during its EAP Authentication and Authorization operation. The TWAN sends UE requested SaMOG phase 2 capabilities and local TWAN configuration policies (e.g. whether supporting NSWO or EPC-routed) to the 3GPP AAA server over STa interface. The 3GPP AAA server takes a decision on whether or not the capabilities may apply to the UE session on the TWAN based on UE’s subscription policy and local TWAN policies.

 * * * Fourth Change * * *
8.2.3.1.3.1
Point-to-point link model and multiple PDN connections support

Basic assumption of SaMOG is to have point-to-point underlying transport between the UE and TWAG within the TWAN. However, when emulating multiple S2a PDN connections support over TWAN, it is possible that several UE’s serving PDN GWs could allocate the same private IP(v4) address to an UE. Hence, a user plane connection identifier is required to support the multiplexing multiple PDN connections over the point-to-point link between the UE and the TWAG to support TWAN connectivity service i.e. EPC-routed and NSWO traffic. Unique per-UE based GRE Keys in the uplink and in downlink direction are required for differentiating individual PDN Connection.
As there is no need to manage bearers over the WLAN access, a GRE Key at the user plane interface between the UE and the TWAG, corresponds to an entire PDN connection. When different GTP-u bearers are used on S2a for a given PDN connection, it is the same mechanism used in Rel-11 SaMOG to determine the GTP-u bearer to be used to carry a given packet i.e. the usage of UL-TFT at the TWAG and DL-TFT at the PGW. 

NOTE 1: The figures of the next sections depict the case of a PDN connection using a single bearer over S2a. 
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Figure 8.2.3.1.3.1-1: Point-to-point link model for PDN connection and NSWO access based on distinct GRE Key
As depicted in the Figure 8.2.3.1.3.1-1 above, there are separate uplink and downlink GRE Keys. The virtual point-to-point link corresponding to a given connectivity service is realized as enforcing the packet forwarding of uplink and downlink traffic from different PDN connections of which the IP packets are identified by specific GRE Key.
The solution described above supports one or multiple PDN connections corresponding with one or more APNs.
8.2.3.1.3.2
GRE over IP tunneling establishment 

It is assumed that a given 3GPP UE is always hosted by one and only one TWAG within the TWAN, Both the UE and the TWAG guarantee the uniqueness of GRE Key across all the 3GPP UE’s PDN connections.
In addition, all PDN connections associated with the same APN for the same 3GPP UE have the same UE local IP and Serving UE TWAG’s IP which are used to identify GRE Tunnel endpoints, and each PDN connection is identified by both uplink GRE Key and downlink GRE Key.
The below Figure 8.2.3.1.3.2 -1 shows the user data encapsulated in GRE tunnel. 
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Figure 8.2.3.1.3.2-1: Encapsulation of UE EPC-routed Traffic in GRE Tunnel
* * * Fifth Change * * *
8.2.3.2.4.1
 PDN GW initiated Resource Allocation Deactivation in WLAN on GTP S2a

This procedure can be used to deactivate an S2a dedicated bearer or deactivate all S2a bearers belonging to a PDN address, for e.g., due to IP‑CAN session modification requests from the PCRF. If the default S2a bearer belonging to a PDN connection is deactivated, the PDN GW deactivates all S2a bearers belonging to the PDN connection.
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Figure 8.2.3.2.4.1-1: PDN GW Initiated Bearer Deactivation with GTP on S2a

This procedure applies to the Non-Roaming, Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the non-roaming and home routed roaming cases, the vPCRF is not involved at all.

The optional interaction steps between the PDN GW and the PCRF in the procedures in figure 16..4.1-1 occur only if dynamic policy provisioning is deployed. Otherwise policy may be statically configured within the PDN GW.

1.
If dynamic PCC is deployed, the PDN GW initiated Bearer Deactivation procedure may for example be triggered due to 'IP‑CAN session Modification procedure', as defined in TS 23.203 [19]. In this case, the resources associated with the PDN connection in the PDN GW are released.

2.
The PDN GW sends a Delete Bearer Request message (EPS Bearer Identity, Cause) to the TWAN. This message can include an indication that all bearers belonging to that PDN connection shall be released.
3.
If supported by the TWAN, the TWAN shall remove the associated contexts corresponding to specific PDN connections, and inform UE to remove the associated contexts.
4.
The TWAN deletes the bearer contexts related to the Delete Bearer Request message, and acknowledges the bearer deactivation to the PDN GW by sending a Delete Bearer Response (EPS Bearer Identity) message.

5.
In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW informs the 3GPP AAA Server/HSS of the PDN disconnection.

6.
The PDN GW deletes the bearer context related to the deactivated S2a bearer. If the dedicated bearer deactivation procedure was triggered by receiving a PCC decision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision was successfully enforced by completing the PCRF-initiated IP‑CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], proceeding after the completion of IP‑CAN bearer signalling.

End of changes
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