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1.
Introduction

Optimizing the performance of small data transmission is a critical requirements for  MTC devices, especially if A number of proposals have been discussed to transmit small amounts of MTC data in a resource efficient manner, and they can be broadly classified into two categories [1]:

· SMS based solution and optimizations

· IP Data over NAS signalling

The SMS based solutions aim at transferring the SMS PDUs as NAS signalling without establishment of data radio bearers (DRBs), in combination with optimizations of the SMS protocol itself. IP Data over NAS signalling also attempts to utilize NAS signalling messages as the bearer for small U-plane data. These solutions can eliminate any signalling overhead for establishing DRBs and associated AS security. 

However, the NAS signalling messages were not originally designed for exchanging U-plane data. As a result, the solutions mandate the MME to evolve to have increasing degree of U-plane data handling capability. Furthermore, the NAS signalling messages use high priority signalling radio bearers (SRBs) which may adversely impact the network performance for non-MTC data which is often handled with lower priority than SRBs. In addition, this may negatively impact the performance of other high-priority SRBs that bear important RRC and C-plane signalling messages.

This contribution attempts to address these concerns by revisiting DRBs to make enhancements for enabling low overhead small data transmissions over a DRB. 
2.
DRB Enhancements for Small Data Transmissions
In order to investigate possible enhancements on the DRB establishment procedure for small data transmission, the current DRB establishment overhead is first analysed. Possible optimizations tailored for MTC small data transmissions are then discussed.

2.1
Signalling overhead in establishing a DRB
In order to establish a DRB, the UE sends a Service Request message to the MME. The MME then conducts an Initial Context Setup Request/Response transaction with the eNodeB. This enables the eNodeB to set up a UE context, establishes the AS security context with the UE and configure a DRB(s). To do this, the eNodeB exchanges 4 RRC signalling messages with the UE, namely Security Mode Command, Security Mode Complete, RRC Connection Reconfiguration and RRC Connection Reconfiguration Complete messages. The MME also conducts a Modify Bearer Request/Response transaction with S-GW. This procedure is illustrated in Figure 1. The overall signalling cost of establishing a DRB is i) 5 non-over-the-air signalling message between MME, eNodeB and S-GW and ii) 7 over-the-air RRC signalling messages including the messages for setting up a RRC connection. In particular, these 4 RRC signalling messages are necessary to establish AS security context with the UE and configure a DRB(s).
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Figure 1. Current small data transmission procedure over a DRB. 

2.2
Low overhead DRB establishment
As shown in Figure 1, the current DRB establishment procedure begins with the service request message sent by the UE after the RRC connection is successfully setup. Suppose now that the RRC connection and DRB establishment procedures are combined. To do this, the UE piggybacks the service request message in the RRC Connection Request message. The eNodeB waits until the Initial Context Setup Request message from the MME is received, and then sends a RRC Connection Setup message. Since the eNode already received the security context and the E-RAB information to be established, it can include the DRB configuration information and security context in the RRC Connection Setup message. The UE can acknowldege all the information in a single RRC Connection Setup Complete message. By combining these RRC messages, the following six RRC messages in Figure 1 are combined into two RRC messages (RRC Connection Setup and RRC Connection Setup Complete): 

a. RRC Connection Setup, RRC Connection Setup Complete

b. Security Mode Command, Security Mode Complete

c. RRC Connection Reconfiguration, RRC Connection Reconfiguration Complete

The corresponding call flow for the mobile originated data transmission is illustrated in Figure 2. 
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Figure 2. Optimized small data transmission procedure by combining RRC connection and service request procedures
Since the Security Command message is sent in step 4 together with the DRB configuration, there may be a need to perform partial encryption of security senstive IEs. One possible way to do this is as follows:

1. During UE registration procedures (TAU, attach), the UE request for fast Service Request.

2. The MME provides the UE with security information (e.g., algorithm, security key, etc) to decipher the encrypted IEs in RRCConnectionSetup during fast Service Request.
3. During fast Service Request procedure, the MME provides the security information for partial encryption to the eNB in the Initial Context Setup Request (Step 3 of Figure 2).

4. The eNB applies the partial encrypion to the required IEs in RRCConnectionSetup, using the security information received from the MME. 

NOTE 1: The security information for the the partial encryption of RRCConnectionSetup may be independent or partially independent from the UE’s Security Context. 
NOTE 2: Details of encryption and required parameters to be provided to UE and eNB are TBD and should be discussed in SA3. 
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Figure 3. Handling of MME’s service reject scenario

The MME may reject the UE’s service request for various reasons (e.g., authentication failure, absence of UE context at MME, etc.). In this case, the MME will send a service reject message in response to the UE’s service request as shown in Figure 3. Once the eNodeB receives a Downlink NAS Transport message (containing Service Reject in its NAS PDU) instead of Initial Context Setup Request, it can detect MME’s rejection of the UE’s request. Therefore, it falls back to the normal RRC connection establishment procedure by configuring only SRB1 in the RRC Connection Setup without additional information. Once the SRB1 is established, the eNodeB forwards the NAS PDU (Service Reject) to the UE. MME’s subsequent request for releasing the UE context (UE Context Release Command) to eNodeB should be processed after delivering the NAS PDU (Service Reject) to the UE. The corresponding call flow is illustrated in Fig. 3.
When a MTC UE is paged for mobile terminated data, the UE can select either the conventional call flow or the enhanced one. MME is agnostic to the optimizations between the UE and eNodeB illustrated in Figures 2 and 3.
It should be noted that a similar proposal was discussed in the past (Section 16.2 of [2]) to minimize the IDLE to ACTIVE transition latency, where the UE includes Service Request in RRC Connection Request to enable simultaneous RRC Connection establishement and the NAS procedures. The main difference here is that the RRC connection setup procedure is continued after the eNodeB receives a message (either Initial Context Setup Request or Downlink NAS Transport) from the MME so that more RRC messages can be combined.  

Additional implications of the proposed DRB enhancement idea should be carefully considered. 

a. The very first question to be addressed is how the UE knows whether the network supports this feature. One possibility is for the UE to learn about network’s capability during Attach/TAU procedure. Alternatively, the eNodeB’s capability can be broadcast in a SIB message.

b. The RRC signalling messages for setting up a RRC connection needs to be modified. The RRC Connection Request message needs to include not only a new IE for including a NAS Service Request message but also parameters for MME selection (e.g., registered MME). The RRC Connection Setup message needs to be extended to configure DRB(s) and to include security context information. This may further include the measurement control information. The RRC Connection Setup Complete message needs additional IE’s to acknowledge and respond to all the additional information in the RRC Connection Setup message.
2.3
Comparision With Other Proposals
In comparison with NAS and SRB based proposals, the DRB enhancement proposal can be characterized as follows:

a. MTC small data packets are served using a low priority default DRB, rather than a high priority SRB.

b. MME does not need to evolve to handle U-plane data traffic. 

c. If the eNodeB’s capability for supporting this enhancement is advertised by the eNodeB, the proposed call flow does not invlove any changes in the core network.

d. Four OTA RRC signalling messages are eliminated as in any other NAS/SRB based proposals. 

e. Unlike other NAS/SRB based proposals, there is no reduction in signalling messages between eNodeB, MME and S-GW.

f. AS security is used for encrypting MTC U-plane data whereas NAS security is used in NAS/SRB based proposals.

g. Unlike other NAS/SRB based proposals where handover cannot be performed due to lack of AS security, handover can be performed in the proposed scheme.
3.
Conclusions
MTC small data transmission discussions so far have only considered NAS signalling optimizations to transport SMS or IP data. To broaden the scope of the discussions, a DRB enhancement idea is proposed. The proposed scheme can effectively eliminate all RRC signalling messages as in other existing proposals. This also enables maintaining the separation between the C-plane and the U-plane by continuously serving the MTC IP data over a (low priority) DRB.
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5.
Proposal

It is proposed to agree the following addition to 3GPP TR 23.887.

5.1.1.3.y
Solution: Service Request signalling reduction by RRC message combining 

5.1.1.3.y.1
General

Currently, during service request procedure the eNodeB exchanges at least 7 RRC signalling messages with the UE, namely RRC Connection Request, RRC Connection Setup, RRC Connection Setup Complete, Security Mode Command, Security Mode Complete, RRC Connection Reconfiguration and RRC Connection Reconfiguration Complete messages. The MME also conducts a Modify Bearer Request/Response transaction with S-GW. As a result, the overall signalling cost of establishing a DRB is 
i) 5 non-over-the-air signalling message between MME, eNodeB and S-GW and 
ii) 7 over-the-air RRC signalling messages including the messages for setting up a RRC connection. 

The solution proposed reduces the amount of over-the-air (RRC) signalling messages required in Service Request procedure, by combining the information exchanged between the UE and MME in fewer RRC messages.
5.1.1.3.y.1.1
Procedure flows

Currently, RRC messages required during Service Request procedure consist of:
· (1) RRC Connection Request, RRC Connection Setup, RRC Connection Setup Complete

· (2) Security Mode Command, Security Mode Complete

· (3) RRC Connection Reconfiguration, RRC Connection Reconfiguration Complete

The eNB does not retrieve any context from the MME until RRC Connection Setup Comlplete is received.
The proposed solution consists of piggybacking the Security Mode Command exchange (2) and RRC connection recnfiguration exchange (3) into the RRC connection establishment exchange (1), and eNB retrieving the context from the MME earlier in the procedure.
Figure 5.1.1.3.y.1.1-1 shows the call flow of the RRC message combining solution. The main changes are:

Step 1: UE already includes NAS Service Request and parameters for MME selection in RRCConnectionRequest message.
Editor’s Note: Piggybacking the Service Request in RRCConnectionRequest (Step 1) increases the size of RRCConnectionRequest. RAN WGs need to study the impact of this increased size in the TR solution evaluation phase.

Step 2: eNB sends Initial UE Message with Service Request after receving RRCConnectionRequest.

Step 4: eNB includes DRB configuration and SMC in the RRConnectionSetup message.
Editor’s Note: Steps 2 and 3 increase the delay between RRCConnectionRequest (Step 1) and RRCConnectionSetup (Step 4). RAN WGs need to study the impact of this increased delay in the TR solution evaluation stage.
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Figure 5.1.1.3.y.1.1-1: Service Request with RRC combining (success)
Since the Security Mode Command message is sent in step 4 together with the DRB configuration, there may be a need to perform partial encryption of security senstive IEs. One possible way to do this is as follows:

· During UE registration procedures (TAU, attach), the UE request for fast Service Request.

· The MME provides the UE with security information (e.g., algorithm, security key, etc) to decipher the encrypted IEs in RRCConnectionSetup during fast Service Request.

· During fast Service Request procedure, the MME provides the security information for partial encryption to the eNB in the Initial Context Setup Request (Step 3 of Figure 5.1.1.3.y.1.1-1).

· The eNB applies the partial encrypion to the required IEs in RRCConnectionSetup, using the security information received from the MME.
NOTE 1: The security information for the the partial encryption of RRCConnectionSetup may be independent or partially independent from the UE’s Security Context. 

NOTE 2: Details of encryption and required parameters to be provided by the MME to UE and eNB are TBD and require feedback from SA WG3.
Also, the UE needs to know whether the network supports this feature. One possibility is for the eNodeB to broadcast its capability in a SIB message. Alternatively, UEs can learn about network’s capability during Attach/TAU procedure but this requires changes in MME. 

In case of service request being rejected, the network falls back to normal procedures.
5.1.1.3.y.2
Impacts on existing nodes and functionality

Impacts to UE:

· Support of early Service Request procedure with a new RRCConnectionRequestion  message

· Support of RRC combining in RRCConnectionSetup and RRCConnectionSetupComplete

· Support of fallback to the legacy RRC connection setup procedure

Impacts to eNodeB:

· Support of new RRC messages

· Support of NAS triggered RRC connection setup procedure

· Support of fallback to the leagcy RRC connection setup procedure

Impacts toMME/S-GW/P-GW

· Depending on solution, there may be impact in MME to aid in partial encryption of RRCConnectionSetup.
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