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Abstract of the contribution: we provide a solution variant based on dynamic flow routing, on either L3 or L2, in the TWAN. This avoids L3 tunnelling and/or allows to optimize traffic management on L2. 
1. Discussion

Rel. 12 SaMOG targets, among others, the support of multiple PDN connections and non-seamless WLAN offload. 
For the user plane several solutions based on L3 tunnelling between UE and the TWAG have been proposed, e.g.: 

· IPSec with NULL security (see S2-124315 [1]);

· GRE tunnelling (see S2-124345 [2]);
· PPP tunnelling (see S2-124506 [3]);

Other proposed solutions are based on L2 mechanisms (VLAN marking or routing based on differentiated TWAG MAC addresses), see S2-124401 [4].

For the control plane, two main parts have to be discerned: 
1. authentication related signalling, with extensions for SaMOG capability indication; 

2. management of the user plane. 

Regarding part 1, there seems to exist a fairly common view that it can be done as 3GPP specific EAP-AKA’ extensions. Although other options have been proposed (ICMP, DHCP), we limit ourselves here to this variant (but are confident that the solution could be adapted for the other variants accordingly).
Part 2 is partially dependent on user plane design. For the IPSec tunnelling method it is the well known IKEv2 protocol, which is fairly complex; for the GRE tunnelling method some new (but hitherto not well described) signaling or extension of existing signalling (DHCP) is envisaged. For PPP it is the standard LCP/IPCP, though with new options. For the L2 mechanisms (VLAN marking, multiple TWAG MAC addresses) it is mentioned that the necessary configuration needs to be created in such a way as to accommodate all APNs used by all UEs. However, it is hard to foresee how large/complex a TWAN deployment will become, in other words how many UEs and how many APNs will need to be supported by a TWAN.
2. Solution description 

We want to propose an option where the TWAN is capable of configuring flow/tunnnel routing policies dynamically when triggered by the 3GPP entities. In many cases (as long as there is no overlap in UE IP addressing) this can avoid L3 tunnels, which we think are disadvantageous (especially over the radio link). On the other hand also overhead/complexity in UE implementations is minimized.

We admit that still the special (and most likely, rare) case needs to be handled when multiplicity of the same IP address occurs (e.g. one or several UEs handled within the TWAN are allocated the same IP address from different PDNs). For this case we foresee that differentiation on L2 be used (as proposed in other solutions), but here at a drastically reduced scale – namely only for those flows which otherwise would not be discernable at L3; say, only a handful of UEs would be allocated multiply the same IP address from different PDNs.  
The main principle of this solution is seen from figure 1 below. The underlying technology of Software Defined Networking (SDN, see [3]) is emerging fast, and it offers distinct support for the functionally required in SaMOG phase 2. The details of flow configuration within the TWAN are out of scope here; but the assumption is that 3GPP access authentication provides the necessary triggers from the control plane to the flow configuration for the transport NW nodes within TWAN (e.g. for the scenarios of HO [of a single or of multiple PDN connections], creation/removal of a PDN connection and PDN disconnection). TWAP and TWAN are shown here as separated for illustration, but may of course be collocated; they also interface with the SDN controller.
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Figure 1: Concept of flexible flow routing for SaMOG
Figure 2 depicts the initial attach in trusted WLAN, for the scenario of an L2 attach trigger.


[image: image2.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy   PD N   GW   HSS/   AAA  

hPCRF  

3 .  Create Session Request  

TWAN  

 

2. Authentication & Authorization  

5 . Update PD N   GW Address  

2. EAP Authentication  

1. Non - 3GPP  Specific Procedures  

1 5 . L3 Attach Completion   (DHCP, RS)  

 

7 .  GTP   Tunnel  

6 .  Create Session Response  

4 .   IP - CAN   Session  Establishment  Procedure  

vPCRF  

8 . EAP authentication  Completion  

16 .  untunnelled  t raffic  

 

 

16 .  GTP  tunnelled traffic  

15a. Update flow  configuration  

7a. Establish flow  configuration  


Figure 2: Initial attach in Trusted WLAN (based on TS 23.402, figure 16.2.1-1)
In step 2 the SaMOG related capabilities and PDN connection related parameters are assumed to be exchanged.

The signalling flow for handover would look similar, but is not reproduced here; assuming again the trigger with authentication, the EAP would include also the handover indication.
Steps 7a and 15a are out of scope of 3GPP, but are necessary to arrive at step 16 (un-tunelled traffic between the UE and the TWAG).  

Figure 3 details the signalling when adding another PDN connection. 

[image: image1]Figure 3: adding a PDN connection
Impacts on 3GPP network elements

UE: has to support the feature capability negotiation with the NW in AAA procedures which can be used to trigger flow configuration in TWAN (EAP extensions). When used on L3, only minimal impact on L3/L2 functionality (use of different IP addresses on the same link must be possible; relevant for IPv4). When used on L2, the same functionality as in solution 2 (e.g. VLAN marks, separated MAC addresses) has to be supported. 
WLAN AP: no impacts.
TWAG/TWAG: support of interaction with the SDN controller. When used on L2, the same functionality as in solution 2 (e.g. VLAN marks, separated MAC addresses) has to be supported.
Assumed functionality in TWAN
An SDN controller/server is present. Entities of the transport NW within TWAN (routers) act as SDN clients; they are instructed with flow configuration by the SDN controller and may request flow configuration / report events to it, e.g. upon detection of certain PDUs (IP packets, ethernet frames).     
Advantages of the solution
Minmal additional UE impacts, beyond those described above as part 1 of control plane functionality (capability handling in AAA signalling). 

No tunnel overhead (neither with respect to packet size nor processing).
Flexibility (e.g. with respect to traffic routing in large aggregation NWs and with respect to breakout of NSWO traffic).

Disadvantages of the solution

Relies on advanced functionality in the TWAN. 
Conclusion

At first sight such a concept may seem to be a radical departure from current practices. However, taking into account that SaMOG is currently in the study phase to be followed by full specification of whatever solution will be chosen and again followed by a longer time period of roll out of deployments, it can be argued that now is the right time to consider such a solution.
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Proposal 

* * * First Change * * *

8.2.x
Solution x: Dynamic flow routing
8.2.x.1
Functional Description
Editor's Note: It should be described whether and how the solution fulfils the requirements in subclause 8.1.
The solution assumes that TWAN is capable of configuring flow/tunnnel routing policies dynamically when triggered by the 3GPP entities. In many cases (as long as there is no overlap in UE IP addressing) this can avoid L3 tunnels, and also overhead/complexity in UE implementations is minimized.

The special (and most likely, rare) case needs to be handled when multiplicity of the same IP address occurs (e.g. one or several UEs handled within the TWAN are allocated the same IP address from different PDNs). For this case it is foreseen that differentiation on L2 be used (as proposed in solution 2), with the difference that it is done on a drastically reduced scale – namely only for those flows which otherwise would not be discernable at L3.
The main principle of this solution is seen from figure 1 below. The details of flow configuration within the TWAN, utilizing Software Defined Networking (SDN), are out of scope here; but the assumption is that 3GPP access authentication provides the necessary triggers from the control plane to the flow configuration for the transport NW nodes within TWAN (e.g. for the scenarios of handover [of a single or of multiple PDN connections], creation/removal of a PDN connection and PDN disconnection). TWAP and TWAN are shown here as separated for illustration, but may of course be collocated; they also interface with the SDN controller.

[image: image3]
Figure 8.2.x.1-1: Concept of flexible flow routing for SaMOG

8.2.x.2
Procedures

Figure 8.2.x.2-1 depicts the initial attach in trusted WLAN, for the scenario of an L2 attach trigger.
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Figure 2: Initial attach in Trusted WLAN (based on TS 23.402, figure 16.2.1-1)

In step 2 the SaMOG related capabilities and PDN connection related parameters are assumed to be exchanged.

The signalling flow for handover would look similar, but is not reproduced here; assuming again the trigger with authentication, the EAP would include also the handover indication.

Steps 7a and 15a are out of scope of 3GPP, but are necessary to arrive at step 16 (un-tunelled traffic between the UE and the TWAG).  Figure 3 details the signalling when adding another PDN connection.
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Figure 3: adding a PDN connection

8.2.x.3
Impacts on existing nodes or functionality

UE: has to support the feature capability negotiation with the NW in AAA procedures which can be used to trigger flow configuration in TWAN (EAP extensions). When used on L3, only minimal impact on L3/L2 functionality (use of different IP addresses on the same link must be possible; relevant for IPv4). When used on L2, the same functionality as in solution 2 (e.g. VLAN marks, separated MAC addresses) has to be supported. 

WLAN AP: no impacts.

TWAG/TWAG: support of interaction with the SDN controller. When used on L2, the same functionality as in solution 2 (e.g. VLAN marks, separated MAC addresses) has to be supported.

8.2.x.4
Evaluation

* * * End of Changes * * *
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