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Abstract of the contribution: Proposes to introduce roaming architecture for device triggering and MTC architecture in general.

Discussion

In the current architecture MTC-IWF exists in the home network and has interfaces towards other network elements such as SMSC, charging function, HSS in the home network. With the introduction of T5 in release 12, it could have interfaces with MME, SGSN (and MSC) in the visited network. To reduce the inter operator (i.e. number of roaming) interface, it is beneficial to introduce MTC-IWF in the visited network. Note that this is not introducing a new physical box but it is proposing to introduce 2 different roles for MTC-IWF so that it can function as V-IWF and H-IWF. This will be a valuable deployment option for operators and it can help protect serving network topology from outside world. It has the following benefits:
· Acts as a gate keeper

· V-IWF acts as an entry point / gate keeper for the visited network 

· Internal network topology can be hidden from the outside world. 

· Charging
· Charging functionality introduced for MTC-IWF in the home network can be re-used.

· Avoids the need to introduce charging in the MME and facilitates inter-operator charging requirements 

· Security 

· Enhanced security; single inter operator interface. 

· Can scrutinize/scan the incoming signaling traffic to protect the packet core network (e.g. prior to “fake signaling messages” overloading the packet core network) 

This paper proposes to introduce MTC-GW or MTC-IWF in the visited network for device triggering roaming architecture. 
Proposed changes

4
Architectural Considerations

4.1
Architectural Principles

Editor’s Note:
This subclause captures principles that can be agreed in discussion of architecture. Once agreed, these principles will guide further work in the TR.

4.2
Architecture Model

Editor's note:
This section will capture the changes to architecture reference model described in TS 23.682[3].
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 Figure 4-1: 3GPP Architecture for Machine-Type Communication (Non-Roaming)
NOTE 3:
In the non-roaming case, all 3GPP network entities providing functionality for MTC are in the same PLMN. In the roaming case, 3GPP architecture for MTC supports both the home routed (illustrated in Figure 4.2-1) and the local-breakout roaming (not illustrated) scenarios. For the home routed scenario, the MTC Server/Application User Plane communication is routed through the HPLMN. In the local breakout scenario, the User Plane communication is routed directly through the serving PLMN.
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Figure 4-2: 3GPP Architecture for Machine-Type Communication (Roaming)
For the roaming scenario, the MTC-IWF in the HPLMN shall have the connection with HSS and SMS-SC within the home network only and with MTC-IWF in the visited network.
4.3
Reference points

4.3.1
General

The following 3GPP reference points support the Indirect and Hybrid models of MTC.

NOTE:
As further development of the MTC architecture takes place as well as when additional MTC common functionality and features are addressed, further reference points may be added.

4.3.2
List of Reference Points

The description of the MTC related reference points:
Tsms:
Reference point used by an entity outside the 3GPP network to communicate with UEs used for MTC via SMS.

Tsp:
Reference point used by a SCS to communicate with the MTC-IWF related control plane signalling.

T4:
Reference point used by Home MTC-IWF to route device trigger to the SMS-SC in the HPLMN.

T5a:
Reference point used between Home MTC-IWF / Visited MTC-IWF and serving SGSN.

T5b:
Reference point used between Home MTC-IWF / Visited MTC-IWF and serving MME.

T5c:
Reference point used between Home MTC-IWF / Visited MTC-IWF and serving MSC.
T11:
Reference point used between MTC-IWF in the HPLMN and MTC-IWF in the VPLMN.
S6m:
Reference point used by MTC-IWF to interrrogate HSS/HLR
NOTE 1:
Protocol assumption: User plane communication with SCS, for Indirect model, and AS, for Direct and Hybrid models, is achieved using protocols over Gi and SGi reference points. Control plane protocols over those reference points such as RADIUS/Diameter as specified in TS 29.061 [8] can also be supported towards the SCS.
NOTE 2:
In this release of the specification, T5a/b/c reference points are not specified.
4.3.3
Reference Point Requirements
4.3.3.1
Tsp Reference Point Requirements

The Tsp reference point shall fulfil the following requirements:

-
connect a MTC-IWF in the HPLMN to one or more SCSs;

-
supports the following device trigger functionality:
-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery; and
-
provides congestion/load control information to SCS as part of the response to trigger requests.
-
support ability for security and privacy protection for communication between the MTC-IWF in the HPLMN and SCS; and

Editor's Note:
Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

-
Domain Name System procedures similar to what is specified in TS 29.303 [9] may be used by the SCS for lookup and selection of which specific MTC-IWF to be used.
4.3.3.2
T4 Reference Point Requirements

The T4 reference point shall fulfil the following requirements:

-
connects the MTC-IWF in the HPLMN, taking the role of the SME, to SMS-SC inside HPLMN domain;

-
supports the following device trigger functionality:

-
transfer of device trigger, addressed by either an MSISDN or IMSI, from MTC-IWF in the HPLMN to SMS-SC inside HPLMN domain;
-
transfer of serving SGSN/MME/MSC infromation along with  device trigger when addressed by IMSI; and
-
report to MTC-IWF in the HPLMN the success or failure of delivering a device trigger to UE.
4.3.3.3
T5a/T5b/T5c Reference Point Requirements

The T5a/T5b/T5c reference point shall fulfil the following requirements:

-
T5a connects the MTC-IWF in the HPLMN / VPLMN to the serving SGSN;

-
T5b connects the MTC-IWF in the HPLMN / VPLMN to the serving MME;

-
T5c connects the MTC-IWF in the HPLMN / VPLMN to the serving MSC;

-
supports the following device trigger functionality:

-
transfer of device trigger request to the SGSN/MME/MSC;
-
report to MTC-IWF in the HPLMN the success or failure of delivering a device trigger to UE; and
-
providing SGSN/MME congestion/load information to MTC-IWF in the HPLMN.
NOTE:
In this Release of the specification, T5a/b/c reference points are not specified.
4.3.3.4
S6m Reference Point Requirements

The S6m reference point shall fulfil the following requirements:

-
connect the MTC-IWF in the HPLMN to HSS/HLR containing subscription and UE related information; and

-
support interrogation of HSS/HLR to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address); and
-
determine if a SCS is allowed to send a device trigger to a particular UE.
4.3.3.5
T11 Reference Point Requirements

The T11 reference point shall fulfil the following requirements:

-
T11 connects the MTC-IWF in the HPLMN to the MTC-IWF in the VPLMN;

-
supports the following device trigger functionality:

-
transfer of request (e.g. device trigger, small data transmission, monitoring) from MTC-IWF in the HPLMN to the SGSN/MME/MSC;

-
report to MTC-IWF in the HPLMN the success or failure of delivering a request to the UE; and

-
providing VPLMN congestion/load information to MTC-IWF in the HPLMN
4.4
Network Elements

4.4.2
H-MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF in the home network hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN. 
The functionality of the MTC-IWF in the HPLMN includes the following:
-
terminates the Tsp, S6m, T5a, T5b, T5c, T4, T11 and Rf/Ga reference points;

-
supports ability to authorize the SCS before communication establishment with the 3GPP network;

-
supports ability to authorize control plane requests from an SCS;

-
supports the following device trigger functionality:

-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery;
-
may apply V-MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests; and

-
assigns appropriate identifier (e.g. port address number) to allow the UE to distinguish an MT message carrying device triggering information from any other type of messages.
-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. V-MTC-IWF, SGSN/MME/MSC address);
-
determine if a SCS is allowed to send a device trigger to a particular UE.
-
selection of the most efficient and effective device trigger delivery mechanism and shielding this detail from SCS based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC address);
-
the device trigger delivery mechanisms supported by the UE;

-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
any MNO device trigger delivery policies; and/or

-
any information received from the SCS.

-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or V-MTC-IWF, or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over instance of Rf/Ga;

NOTE:
CDR generation with or without a device trigger indication by other network entities is not precluded by CDR generation by the MTC-IWF.

-
support ability for secure communications between the 3GPP network and the SCS.
Editor's Note:
Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.
The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a HPLMN;

-
system shall be robust to single MTC-IWF failure.
4.4.2
V-MTC-IWF
To avoid exposing internal topology of visited network, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the VPLMN.  The V-MTC-IWF hides the internal PLMN topology of a visited network in roaming scenarios and relays the request from H-MTC-IWF to serving nodes (MME, SGSN, MSC) in the visited network.
The functionality of the MTC-IWF in the VPLMN includes the following:
-
terminates the T5a, T5b, T5c, T4, T11 and Rf/Ga reference points;

-
supports ability to authorize the H-IWF before communication establishment with the 3GPP network;

-
supports ability to authorize control plane requests from an H-MTC-IWF;

-
supports the following device trigger functionality:

-
reception of a device trigger request from H-MTC-IWF;
-
report to the H-MTC-IWF the acceptance or non-acceptance of the device trigger request;
-
report to the H-MTC-IWF the success or failure of a device trigger delivery;
-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests; and

-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC ) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over instance of Rf/Ga;

NOTE:
CDR generation with or without a device trigger indication by other network entities is not precluded by CDR generation by the MTC-IWF.

Editor's Note:
Solutions for the security related functionality described in the bullets above are in the scope of SA WG3.

The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a VPLMN;

-
system shall be robust to single MTC-IWF failure.
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8. T5 trigger delivery procedure
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