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Introduction
The 3GPP “Monitoring” feature described in 3GPP TS 22.368 § 7.2.8 “MTC monitoring” basically corresponds to
· The capability from the SCS to provide to the PLMN a list of “abnormal” events to monitor/detect

· Upon the above event detection, the network to 

-
provide a warning notification to the MTC Server

-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

More information is recalled in an Appendix to this Tdoc

Discussion

The MTC Monitoring feature is mostly an OAM feature aiming at detecting and reporting mis-behaviour of a device (e.g. ”behaviour which is not aligned with activated MTC Feature(s)”) or a communication issue (e.g. “communication failure events and reasons (e.g.connection error codes for troubleshooting))”. 
The MTC Monitoring feature shares many common characteristics with the Trace feature. Hence similar solutions that those defined for Tracing should be used.
Background information on the 3GPP “Subscriber and equipment trace” feature as described in 3GPP TS 32.422 is provided in an Appendix to this document. Proposal
It is proposed to following text add in 23.887
6.1.3.x
Solution – Monitoring via Tracing like mechanisms
6.1.3.x.1
Description

6.1.3.x.1.1
General description

This solution is based on 
· the current architecture defined in TS 23.682 by enhancing Tsp reference point between SCS and MTC-IWF for the SCS to be able to request Monitoring from the HPLMN
· The usage of similar mechanisms than those defined for Trace (refer to TS 32.422). 
· A Monitor Collection Entity (similar to the Trace Collection Entity defined in TS 32.422) is used to collect the notifications events reported by the PLMN entities.
In this solution, the Monitoring configuration is performed in the following way:

a)
The Monitoring configuration is statically stored as part of UE subscription in HSS (this may apply to HPLMN based monitoring features). Or,

b)
The Monitoring configuration is dynamically provided by the SCS. The SCS sends requests to the MTC-IWF to configure, activate or deactivate report delivery for a particular monitoring event and a particular UE (or group of UE). After the MTC-IWF has validated the request, the MTC-IWF has the subscription data updated in the HSS accordingly.
Editor's Note: It is FFS whether there is need to configure monitoring events dynamically from the SCS or only activation/deactivation of pre-configured (subscribed) monitoring events from the SCS is needed.
c) The Monitoring configuration is downloaded to the SGSN/MME during update Location / Insert Subscriber data procedure. Similar mechanisms as used for Tracing apply: when the monitoring request requires the involvement of other nodes (e.g. ENB, SGW, PGW/GGSN), the SGSN/MME has the Monitoring request propagated towards these nodes.

· (even if the serving SGSN/MME node fails or is changed due to mobility, the delivery of subscriber data makes it sure that the new serving node receives the Monitoring requirements). 
· The Monitoring requirements may also be sent to the PGW from AAA server over S6b in case on non 3gpp access to EPC (as for Trace requirements)
· The Monitoring configuration contains the (IP) address of the Monitoring Collection Entity where the notifications events are reported by the PLMN entities 
d) The actual delivery of Monitoring related notifications belongs to a dedicated interface that is out of the scope of SA2 (to be defined by SA5 as for the Trace notifications).
· To support Monitoring feature in roaming scenario, the Monitoring Collection Interface shall be deployed to support roaming. This is similar to the support of tracing in roaming conditions.
6.1.3.x.1.2
Monitoring Configuration for 3gpp access
Figure 6.1.3.x.1.2-1 illustrates the procedure of Monitoring configuration.
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Figure 6.1.3.x.1.2-1: Monitoring configuration for 3gpp access
1. The SCS sends over Tsp a Monitoring Action Request message to the MTC-IWF with Action Type set to configure, activate or deactivate report delivery for a particular monitoring event. The SCS may provide information such as 
i. The Identity of the device to monitor. This may correspond to a group of devices. This corresponds to external identities to be translated to PLMN identities (e.g. IMSI) 
ii. A Monitoring reference.
iii. The list of events to monitor (Monitoring Event ID) and possibly the associated action to carry out (e.g. report, cancel the service)
iv. The (IP) address of Monitor Collection Entity.
2,3.
The MTC-IWF checks that the SCS is authorised to send monitoring requests and that the SCS has not exceeded its quota or rate of submitting monitoring requests over Tsp. If this check fails the MTC-IWF sends a Monitoring Action Answer message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.
4-6.
The MTC-IWF sends a Subscriber Information Request message to the HSS/HLR to authorize the Monitoring configuration details (e.g.: Monitoring Event ID). The HSS translates the external identifier into the internal identifier (IMSI). Monitoring events are configured in HSS as part of UE subscription data. The HSS verifies the monitoring event information and authorizes the MTC-IWF to configure the network element for monitoring. If this check fails the MTC-IWF receives a negative feedback from the HSS and sends a Monitoring Action Answer message with a cause value indicating the reason for the failure condition. In this case the flow stops at this step. Otherwise, the flow continues.
7.
SGSN/MME get Monitoring configuration downloaded from HSS as part of UE subscription download procedure, e.g. during Attach/RAU/TAU procedure etc.. or as part of an Insert Subscriber Data procedure initiated by the HSS towards the nodes serving an UE subject to monitoring. This Monitoring configuration contains
i. The Identity of the device to monitor (IMSI). 
ii. A Monitoring reference and information allowing the Monitor Collection Entity to associate the monitoring with the (MTC) service being monitored. This information is opaque for the PLMN nodes reporting Monitoring events but is to be provided when sending notification  to the Monitor Collection Entity
iii. For each of the nodes required to monitor, the list of events to monitor and possibly the associated action to carry out (e.g. report, cancel the service)
iv. The (IP) address of Monitor Collection Entity.
Editor's Note: When the serving SGSN/MME changes, the target SGSN/MME needs to get MTC Monitoring configuration. Whether the MTC Monitoring configuration is stored in UE context and exchanged between source and target SGSNs/MMEs or whether the target SGSN/MME is to fetch it from the HSS as part of subscriber data is FFS.
Editor's Note: It is FFS how to handle the detection in the SGSN/MME if the service is not allowed to Attach and no MTC Monitoring configuration downloaded to the SGSN/MME.
Editor's Note: Configuration/activation/deactivation/reporting of monitoring events in UE is FFS.
8.
When the monitoring request requires the involvement of other nodes (e.g. ENB, SGW, PGW/GGSN), the SGSN/MME has the monitoring request propagated towards these nodes. Similar mechanisms than used for tracing are used (over S4/S11 to the SGW, over S5/S8 to the PGW, over Iu/S1 to the RAN) 
6.1.3.x.1.3
Monitoring Configuration for non 3gpp access
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 Figure 6.1.3.x.1.3-1: Monitoring configuration for Non 3gpp access
Steps 1to 6 are the same as in “Figure 6.1.3.x.1.2-1: Monitoring configuration for 3gpp access”
7
When the HSS has been updated with a new set of Monitoring configuration data for an UE,

-
and a 3GPP AAA Server is already registered in the HSS as serving this UE for a trusted or un-trusted non-3GPP access, the HSS updates the AAA server over SWx with the new set of Monitoring configuration data
-
and the HSS receives a request to register a 3GPP AAA Server serving this UE for a trusted or un-trusted non-3GPP access, the HSS provides the AAA server with the (new) set of Monitoring configuration data as part of the subscriber profile sent over SWx
8
The Non 3gpp Access Gateway (e.g. HSGW or cdma200, TWAN for Trusted WLAN, ePDG for non trusted access to 3gpp) get Monitoring configuration data downloaded from the 3gpp AAA server as part of UE subscription download procedure, e.g. during the Authentication and Authorization procedure or as part of an Re-Authorization procedure initiated by the AAA server (in case the AAA server receives Monitoring configuration data during an on-going Non 3gpp Access session) 
9
When the monitoring requires the involvement of a PGW and a GTP based interface to the PGW is supported, the Non 3gpp Access Gateways has the Monitoring configuration data propagated towards these nodes over S2a/S2b. Similar mechanisms than used for tracing are used.

10
When the monitoring requires the involvement of the PGW and a PMIP based interface to the PGW is supported, the AAA server provides the Monitoring configuration data over S6b. Similar mechanisms than used for tracing are used.
6.1.3.x.1.4
Detection of monitoring events
Monitoring event can be detected by different nodes depending on event type. When Monitoring event are detected, the Monitoring event reports are generated and sent out to the Monitor Collection Entity. If specific actions are bound with the detected Monitoring event, such actions shall be performed.

6.1.3.x.2
Impacts on existing nodes and functionality
· Tsp needs to be enhanced to support new messages and/or new IEs for Monitoring.
· Enhancements are needed at SGSN/MME and MTC-IWF for monitoring configuration.

· HSS needs to store monitoring events configuration data as part of UE subscription data and needs to respond to MTC-IWF interrogation.

· S6a, S6d, S4/S11, S5/S8, S2a need to be enhanced to support new IEs for Monitoring 

· SGSN/MME, SGW and GGSN/PGW need to detect configured monitoring event and report to the Monitor Collection Entity.

6.1.3.x.3
Solution evaluation
Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

Appendix: Background information on Trace

The 3GPP “Subscriber and equipment trace” feature is described in 3GPP TS 32.422. One of the trace activation mechanisms that 3gpp has defined works as follows (following text is a summary of § 4.1.2.10.1
(EPC activation mechanism ) “UE attached to EPC via E-UTRAN” of 32.422):

1. An Equipment manager sets a Trace activation in the HSS for a given user

2. The HSS stores the Trace activation parameters in the user subscription data

3. When the UE makes an attach request to the MME, the MME updates the UE location information in the HSS and receives the subscriber data from the HSS. As part of this process, the HSS checks if the UE is being traced. If it is being traced, the HSS propagates the trace control and configuration data to the MME by including the trace control and configuration parameters into the S6a-Insert subscriber data message or the S6a-Update Location Answer message.
If the traced UE has already attached before receiving the Trace Session Activation from the EM/NM, the HSS shall also propagate the trace control and configuration data to the MME by either S6a-Insert subscriber data message or the S6a-Update Location Answer message
4. If the List of NE Types parameter specifies tracing in the SGW and/or Tracing in the PGW, MME shall propagate the trace control and configuration parameters via the S11 interface to the SGW 
5. The SGW upon receiving the trace control and configuration parameters shall start a trace session.
6. If the List of NE Types parameter specifies Tracing in the PGW, SGW shall propagate the trace control and configuration parameters via the S5 interface to the PGW 
7. The PGW upon receiving the trace control and configuration parameters shall start a trace session
8. When a triggering events occurs, a Trace Recording Session should  be started and the trace control and configuration data should be propagated to the radio network to the eNB if the List of NE Types parameter specifies eNB tracing. 

During inter-MME TAU, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Context Response as part of inter-MME TAU procedures. During attach procedures where the context information is requested from the target MME, the MME shall propagate the trace control and configuration parameters within an S10-Identification Response message. During inter-MME handover, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Forward Relocation Request message as part of inter-MME handover procedures.
This is depicted in following diagram. A similar mechanism applies to an UE attaching to a legacy radio coverage (GERAN, UTRAN), be this UE served by a legacy Gn-SGSN or by an EPC based S4-SGSN.
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Appendix: Background information on Monitoring requirements

The 3GPP “Monitoring” feature is described in 3GPP TS 22.368 § 7.2.8 “MTC monitoring”

For the MTC Monitoring MTC Feature:
-
The system shall provide mechanisms to detect the following events:

-
behavior which is not aligned with activated MTC Feature(s)

-
change of the association between the UE and the UICC

-
loss of connectivity. The maximum time between the actual loss of connectivity occurred and the loss of connectivity detected shall be configurable per subscription

-
communication failure events and reasons (e.g.connection error codes for troubleshooting)
-    change of the location (geographical position and/or point of attachment in the network) of the MTC device.
NOTE 1: 
Loss of connectivity means it is no longer possible to establish signalling between the MTC Device and the network. (i.e. detached)

NOTE 2:
The maximum detection time is on the order of 1 minute to 1 hour.

-
The MTC Subscriber shall be able to define which of the above events will be detected. 

-
Upon the above event detection, the network shall be able to 

-
provide a warning notification to the MTC Server

-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

-
The MTC User shall be able to define what occurs when an event is detected. 

-
The MTC Device shall be able to transfer other event notification to the MTC Server where the event detection is out of 3GPP scope, for example, the loss of signal reception, notification when the MTC Device power level is lower than a threshold.
NOTE:
Loss of signal reception refers to a situation when a MTC Device can no longer receive the network which could be due to interference (e.g. from a jammer or other source) or other reasons.
3GPP
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