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Abstract of the contribution: Abstract of the contribution: This is a solution proposal for a control plane signaling and a user plane transport that are necessary to fully implement the concept of PDN connection for Trusted WLAN Access to the Evolved Packet Core via the S2a interface. The solution is based on Layer 3 implementation of a PDN connection via the use of DHCP(v6) and L3-L2 address mappings.
Introduction

TR 23.852 v1.1.0 captures the set of requirements that should be fulfilled by SaMOG phase 2 solutions as per SA2 agreement. For the reader's convenience, these are copied below:

The solutions shall comply with the following Requirements:

· The SaMOG phase 2 solution (e.g. possibly with impact to the UE) shall be able to co-exist with the SaMOG Release 11 solution.

The solutions shall comply with one or more of the following requirements:
· For a UE, multiple simultaneous PDN connections over Trusted WLAN are supported, including the support for establishment of concurrent PDN Connections via 3GPP access and over WLAN. 

· For a UE, PDN Connectivity to EPC over Trusted WLAN concurrent with non-seamless WLAN offload is supported.
· The UE is capable of IP address preservation in case of mobility between a 3GPP access and a Trusted WLAN. The UE is capable to request IP address preservation per PDN connection in case of mobility between a 3GPP access and a Trusted WLAN.

· The UE is capable of signalling the requested APN over Trusted WLAN, and the UE is capable of receiving the selected APN over Trusted WLAN (e.g. in case the UE did not indicate an APN).

· The UE is capable of indicating whether it requests a PDN connection or a NSWO service over Trusted WLAN, and the UE is capable of receiving an indication of whether the granted service is a PDN connection or NSWO (e.g. in case the UE did not indicate the kind of service it was requesting).
Accordingly, this paper proposes a solution that fulfils all of the above requirements.

Discussion

In a 3GPP accesses the concept of PDN connection is realized entirely at layer 2: control plane signalling that leads to establishment and disconnection of PDN connections is part of the Non-Access Stratum protocol, while separation of user plane traffic from different PDN connections is realized via transport over different layer 2 bearers. That being done, different PDN connections are essentially exposed to the IP layer as different IP interfaces; IP layer configuration happens independently on each of those, without requiring extensions to IP layer signalling and/or transport. 

In the context of Trusted WLAN Access to the Evolved Packet Core via the S2a interface, realizing the concept of a PDN connection at layer 3 represents a departure from the approach 3GPP accesses follows to implement the concept of a PDN connection, but exhibits a most desirable aspects of an overlay: it creates little to no dependency on lower layers that are not under the control of 3GPP, i.e., IEEE Std 802.11. While not strictly contained within the layer 3, the proposal only leverages standard layer 2 functionalities of an IEEE Std 802.11 WLAN and thus does not require modifications of layer 2 protocols per se (IEEE Std 802.11, IEEE Std 802.1X, IEEE Std 802.1Q, EAP, EAP-AKA).
The point-to-point link required to transport traffic for a given PDN connection, of for Non-Seamless WLAN Offload (NSWO) is realized via the TWAG reserving a distinct MAC address that uniquely (on a per-UE basis) corresponds to an APN or NSWO. These distinct layer 2 MAC addresses are configured on the TWAG interface, i.e., the TWAG can receive and send layer 2 frames from each of these MAC addresses. The point-to-point link is realized via enforcing a forced forwarding of uplink and downlink IP packets respectively to and from the corresponding layer 2 TWAG MAC address located in the layer 2 header of the frame containing the IP packets. 

On the UE, each of the point-to-point link is modelled as a virtual interface that is exposed to the IP layer with a fixed IPv4 and/or IPv6 address(es). Applications can bind sockets to a specific virtual interface thus in effect binding the socket to a specific PDN connection or to NSWO access. Packet transmission occurs as follow:

· In the uplink direction, all IP packets transmitted via the virtual interface, including IP multicast packets, are encapsulated in layer 2 frames with destination layer 2 address set to the layer 2 unicast MAC address of the TWAG that corresponds to the PDN connection or NSWO access the socket/interface is bound to. On the receiving side, the TWAG is able to demultiplex incoming packets towards the appropriate PDN connection  or NSWO access via looking up the layer 2 destination address TWAG-MAC of the data frame.

· In the downlink direction, the TWAG transmits all IP packets, including IP multicast packets, encapsulated in layer 2 frames with source layer 2 address set to the layer 2 unicast MAC address of the TWAG that corresponds to the PDN connection or NSWO access the packet originated from. On the receiving side, the UE is able to demultiplex incoming packets towards the appropriate PDN connection or NSWO access via looking up the layer 2 source unicast MAC address of the data frame, and passes the IP packets contained in these frames to the IP layer via the corresponding virtual interface.

The UE requests establishment of the point-to-point link for a PDN connection or NSWO via including a 3GPP vendor-specific information option containing an indication of the APN or NSWO access while requesting allocation of an IPv4 address via DHCP as per IETF RFC 2131 [9] and IETF RFC 2132[x6], or of an IPv6 address via DHCPv6 as per IETF RFC 3315[9]. On receiving such request, the TWAG answers the request using the layer 2 MAC address that corresponds to the APN or NSWO that was requested. 

The point-to-point link is torn down with the UE releasing the IPv4 and/or IPv6 address(es) that were in used on this link. Alternatively, the TWAG can force the UE to renew its IPv4 and/or IPv6 address(es) by sending a DHCP Force Renew message as per IETF RFC 3203 [x5] or DHCPv6 Reconfigure message as per IETF RFC 3315 [x4]. When the UE proceeds with renewing the address lease for the APN or NSWO, the TWAG can in turn refuse to do so, notifying to the UE that the PDN or NSWO has been disconnected.
Conclusion

It is proposed to agree and include in the revision of TR 23.852 v1.1.0 the solution we just described as per the revision marks below:
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8.2.x
Solution x – Layer 3 solution based on DHCP vendor specific information and forced L2 mapping to per-APN/NSWO TWAG-MAC address
8.2.x.1 Functional Description 
8.2.x.1.1
General
Editor's Note:This subclause will describe general considerations that applies to the solution.
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 Figure 8.2.x.1.1-1: Point-to-point link model for PDN connection and NSWO access based on distinct layer 2 TWAG MAC addresses
The point-to-point link required to transport traffic for a given PDN connection, of for Non-Seamless WLAN Offload (NSWO) is realized via the TWAG reserving a distinct MAC address that uniquely (on a per-UE basis) corresponds to an APN or NSWO. These distinct layer 2 MAC addresses are configured on the TWAG interface, i.e., the TWAG can receive and send layer 2 frames from each of these MAC addresses.
As depicted in Figure 8.2.x.1.1-1, the point-to-point link is realized via enforcing a forced forwarding of uplink and downlink IP packets respectively to and from the corresponding layer 2 TWAG MAC address located in the layer 2 header of the frame containing the IP packets. 
On the UE, each of the point-to-point link is modelled as a virtual interface that is exposed to the IP layer with a fixed IPv4 and/or IPv6 address(es). Applications can bind sockets to a specific virtual interface thus in effect binding the socket to a specific PDN connection or to NSWO access. Packet transmission occurs as follow:

· In the uplink direction, all IP packets transmitted via the virtual interface, including IP multicast packets, are encapsulated in layer 2 frames with destination layer 2 address set to the layer 2 unicast MAC address of the TWAG that corresponds to the PDN connection or NSWO access the socket/interface is bound to. On the receiving side, the TWAG is able to demultiplex incoming packets towards the appropriate PDN connection  or NSWO access via looking up the layer 2 destination address TWAG-MAC of the data frame.
· In the downlink direction, the TWAG transmits all IP packets, including IP multicast packets, encapsulated in layer 2 frames with source layer 2 address set to the layer 2 unicast MAC address of the TWAG that corresponds to the PDN connection or NSWO access the packet originated from. On the receiving side, the UE is able to demultiplex incoming packets towards the appropriate PDN connection or NSWO access via looking up the layer 2 source unicast MAC address of the data frame, and passes the IP packets contained in these frames to the IP layer via the corresponding virtual interface.
The UE requests establishment of the point-to-point link for a PDN connection or NSWO via including a 3GPP vendor-specific information option containing an indication of the APN or NSWO access while requesting allocation of an IPv4 address via DHCP as per IETF RFC 2131 [9] and IETF RFC 2132[x6], or of an IPv6 address via DHCPv6 as per IETF RFC 3315[9]. On receiving such request, the TWAG answers the request using the layer 2 MAC address that corresponds to the APN or NSWO that was requested. 
The point-to-point link is torn down with the UE releasing the IPv4 and/or IPv6 address(es) that were in used on this link. Alternatively, the TWAG can force the UE to renew its IPv4 and/or IPv6 address(es) by sending a DHCP FORCERENEW message as per IETF RFC 3203 [x5] or DHCPv6 Reconfigure message as per IETF RFC 3315 [x4]. When the UE proceeds with renewing the address lease for the APN or NSWO, the TWAG can in turn refuse to do so, notifying to the UE that the PDN or NSWO has been disconnected.
8.2.x.1.2
Initial Attach in WLAN
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Figure 8.2.x.1.2-1: Initial Attach in WLAN on GTP S2a for roaming, LBO and non-roaming scenarios
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Figure 8.2.x.1.2-2: Initial Attach in WLAN on PMIP S2a for roaming, LBO and non-roaming scenarios
As depicted in Figure 8.2.x.1.2-1 in case of GTP based S2a and in Figure 8.2.x.1.2-2 in case of PMIP based S2a, the initial attach procedure occurs with the following steps:
The first step of the proposal is for both the UE, the Trusted WLAN Access, and the 3GPP AAA Server in the HPLMN to discover whether all of them do support fully fledged Trusted WLAN Access to the EPC (i.e., as per the requirements, concurrent multiple PDN connections, IP address preservation, and concurrent NSWO and EPC access). This is done in the following way:
1. The UE discovers the TWAN and associates with it. 

2.
The UE, the TWAN and the 3GPP AAA server performs EAP authentication as described in step 2 of subclause 16.2.1 of 3GPP TS 23.402[5]

9. 
The UE requests allocation of an IPv4 or IPv6 address for a given PDN connection or NSWO access via including a 3GPP vendor specific information containing the APN or NSWO indication into respectively DHCP as per IETF RFC 2131 [9] and IETF 2132 [x6], or DHCPv6 as per IETF RFC 3315[x4].
10-14 When the TWAG receives the DHCP IPv4 and/or IPv6 address allocation request containing an APN in the 3GPP vendor specific information, it requests to the PDN GW creation of a GTP tunnel for the APN as per steps 10-15 of respectively subclause 16.2.1 or 16.2.2 of 3GPP TS 23.402 [5] in case of GTP-based S2a or PMIP-based S2a, otherwise it activates NSWO if the 3GPP vendor specific information corresponds to NSWO (step 10b). 
15. As described in subclause 8.2.x.1.1, The TWAG then sends a DHCP reply to the UE with an IPv4 address and/or IPv6 address as allocated by the PDN GW or by the NSWO access, using the layer 2 MAC address that uniquely corresponds to the APN or NSWO for that UE. The UE then creates a virtual IP interface that enforces forwarding to, and receiving from that layer 2 MAC address corresponding to the APN or to NSWO that will enforce the point-to-point link.

8.2.x.1.3
UE Requested PDN or NSWO connectivity 

[image: image4.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy   PD N   GW   HSS/   AAA  

hPCRF  

10 .  Create Session Request  oxy Binding Update  

TWAN  

12 . Update PD N   GW Address  

9. L3 Address  Request 

 

14 .  GTP   Tunnel  

13 .  Create Session  Response  

11 .   IP - CAN   Session  Establishment  Procedure  

vPCRF  

(GTP S2a )  

15 . L3 Address Reply  Completion  

10 b. NSWO   Activation  

(NSWO)  


Figure 8.2.x.1.3-1: UE requested PDN or NSWO connectivity for GTP-based S2a
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Figure 8.2.x.1.3-2: UE requested PDN or NSWO connectivity for PMIP-based S2a

The UE explicitly requests establishment of a PDN connection to a specific APN or activation and deactivation of NSWO as depicted in Figure 8.2.x.1.3-1 for GTP-based S2a and Figure 8.2.x.1.3-2 for PMIP-based S2a, with steps 9-10 similar to those described in subclause 8.2.x.1.2. 
8.2.x.1.4
UE Requested PDN or NSWO disconnection

[image: image6.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy   PD N   GW   HSS/   AAA  

hPCRF  

2 .  D elete   Session Request  oxy Binding Update  

TWAN  

1. L3 Address Release 

5 .  Delete   Session Response  

4 .   PCEF - initiated IP - CAN  Session  Termination   Procedure  

vPCRF  

(GTP S2a )  

6. L3 Address Release Confirmation 

2 b. NSWO   Disconnect  

(NSWO)  

3. Update PD N   GW Address  


Figure 8.2.x.1.4-1: UE requested PDN or NSWO disconnection for GTP-based S2a
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Figure 8.2.x.1.4-2: UE requested PDN or NSWO disconnection for PMIP-based S2a

The UE explicitly requests disconnection of a PDN disconnection to a specific APN or deactivation of NSWO and deactivation of NSWO as per the following steps:
1. The UE releases the IPv4 and/or IPv6 address allocated for the virtual interface by sending a DHCP or DHCPv6 release message containing the APN or NSWO indication in a 3GPP vendor specific information as per IETF RFC 2131 [9] and IETF 2132 [x6], or IETF RFC 3315[x4]. 
2.  When the TWAG receives the DHCP IPv4 and/or IPv6 address release message for an APN, it requests to the PDN GW deletion of  the GTP tunnel, or the PMIP tunnel for this APN as per steps 2-5 of respectively subclause 16.3.1.1 of 3GPP TS 23.402 [5] in case of GTP-based S2a, or subclause 16.3.2.1 of 3GPP TS 23.402 [5] in case of PMIP-based S2a, or disconnects NSWO if that was requested (step 2b). 
6. The TWAG then sends a DHCP reply to the UE to confirm release of the IPv4 address and/or IPv6 address for the PDN connection or the NSWO access. 

8.2.x.1.5
HSS/AAA Initiated PDN or NSWO Disconnection procedure in WLAN
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Figure 8.2.x.1.5-1: HSS/AAA Initiated Detach on GTP S2a
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Figure 8.2.x.1.5-2: HSS/AAA Initiated Detach on PMIP S2a
The procedure for HSS/AAA Initiated Detach from TWAN is represented in Figure 8.2.x.1.5-1 in case of GTP-based S2a and Figure 8.2.x.1.5-2 in case of PMIP-based S2a and described below:
1)
The HSS/AAA sends a Session Termination Request message to the TWAN to detach a specific UE.

2)
The step 2 to 5 of the UE/TWAN Initiated PDN or NSWO Disconnection procedure described in clause 8.2.x.1.4 are followed.
3)  The TWAG force the UE to renew its IPv4 and/or IPv6 address(es) by sending a DHCP FORCERENEW message as per IETF RFC 3203 [x5] or DHCPv6 Reconfigure message as per IETF RFC 3315 [x4]. When the UE proceeds with renewing the address lease for the APN or NSWO, the TWAG can in turn refuse to do so, notifying to the UE that the PDN or NSWO has been disconnected.
4)
TWAN sends a Session Termination Response message to 3GPP AAA Server. If the detach procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server communicates this to the HSS as described in clause 12.1.2 of 3GPP TS 23.402 [5]. If the detach procedure was initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3 of 3GPP TS 23.402 [5].

8.2.x.1.6
HSS/AAA Initiated Detach procedure in WLAN
This procedure is similar as per subclause 16.3.2.2.2 of 3GPP TS 23.402 [5].
8.2.x.2 Impacts on existing nodes or functionality 
Editor's Note:This subclause will describe impact of the solution on existing nodes and functionality.
8.2.x.3 Evaluation 
Editor's Note:This subclause will evaluate the solution against agreed requirements in light of impact on existing nods and functionality.
End of changes
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