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1. Introduction
MOSAP architecture allows the use of Sh+ from Non IMS AS to retrieve data via the HSS-FE. This can be viewed as similar function for IMS AS using Sh for storing/retrieving transparent data and/or user related data. Sh is defined as intra-operator interface for (SIP Application Server and/or the OSA service capability server and/or IM-SSF) while Sh+ can be access from external Non-IMS AS.

The question is how to allow non IMS AS to access HSS for data storing and retrieval? 
Option 1: use a direct Sh+ interface as shown in the current architecture, or
Option 2: use a “Sh+ proxy” as Gateway AS for interfacing with HSS.
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Option 2



2. Discussion
For both options, the data that is being stored in the UDR by the non IMS AS should not be standardized (i.e., continues as transparent data) because the data model/schema for this kind of usage is currently out of 3GPP standardization. 

From security standpoint, the Sh+ toward the HSS-FE should come from a trusted source similar to Sh as defined as intra-operator interface. It is assumed that the 3rd party non IMS AS accessing the HSS-FE is from a trusted source and can directly accessing the UDR via HSS-FE. If necessary, operator can deploy a Sh+ proxy at the network edge to provide security and routing function.
From flexibility standpoint, the Sh+ proxy can also be used as protocol converter to provide the adaptation based on service provider and business needs (e.g, if non IMS AS wants to use SOAP/XML instead of DIAMETER then this can be done by the Sh+ proxy).

In summary, both options should be allowed in MOSAP architecture. 
3. Proposal
It is propose to adopt option 2 for MOSAP and also rename the non IMS AS as “service cloud” to be more generic.
Update TR 23.862 for option 2 as proposed in this P-CR.

*****Begin Change*****
6
Solutions for interworking between mobile operators and data application providers
Editor’s Note: This clause will describe the solution(s) for interworking between mobile operators and data application providers.

6.1
Architecture #1

6.1.1
Architecture Principles

Non-roaming and roaming home-routed/local breakout scenarios are supported.

The UDC architecture is used as a basis for user data management. 
UDR can be used by the “service cloud” to store/retrieve application related data via Sh+. The “service cloud” can access the UDR via the HSS-FE with Sh+. A direct access with Sh+ to HSS-FE is possible based on operator policy. Sh+ proxy may be used to provide addition security toward the “service cloud” or/and protocol adaptation.  In this case, the Sh+ proxy contains interworking function and policy function between the “service cloud” and HSS-FE. The data model used for storing and retrieval is transparent to both the Sh+ proxy and UDR. Protocol used on Sh+ is assumed to be based on Sh as defined in 3GPP. The protocol between the Sh+ proxy and “service cloud” is subjected to the agreement between the operator and the “service cloud”, and the interworking function ensures the relevant data for storing/retrieval with Sh+ toward the HSS-FE can be executed. The policy function ensures that the data retrieved or stored is subjected to the operator agreements. 
GBA and interworking between GBA and OpenID is used as a basis for security framework. Roaming scenarios are also  addressed.

Network Domain Security (TS 33.210 [4]) can be used for security of reference points exposed to 3rd parties.

6.1.2
Architecture Description
Solution is based on existing EPC architecture along with UDC and GBA architectures [3-6]. 
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Figure 6.1.2-1: Non-Roaming Architecture – all entities owned by the Mobile Operator

Figure 6.1.2-1 shows the architecture components and the interfaces. EPC components (eNB, SGW, PGW, MME and PCRF) are specified in TS 23.401[7]. UDC components (UDR and HSS-FE) are specified in TS 23.335 [6]. GBA (BSF, NAF and SLF) are specified in TS 33.220 [3]. GBA and OpenID interworking components (OP and RP) are identified in TR 33.924. The “service cloud”  can belong to the Mobile Network Operator or to a 3rd party application provider. In the latter case, a Sh+ Proxy is used to provide the appropriate security mechanisms to protect the interfaces to HSS-FE, PCRF UDR and RP such as TS 33.210 [4]. Sh+ proxy may also be used to provide the protocol adaptation needed for the “service cloud” toward HSS-FE with Sh+.
The following are the associated interfaces for the architecture:

S1-MME, S1-U, S5, S6a, Gx, S8, S9, S11, SGi are specified in TS 23.401[7].

Gxc is specified in TS 23.402 [9]

Rx is specified in TS 23.203[8].

Ud is specified in TS 23.335 [6].

Zh, Zn, Ua, Ub, Dz are specified in TS 33.220 [3].
Sh+ is to be defined in 3GPP and is assumed to be similar to Sh as defined in TS 23.228 [yy]
xx is an interface toward the “service cloud” based on the agreement between the operator and “service cloud”, and the protocol is not defined by 3GPP.
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Figure 6.1.2-2: Non-Roaming Architecture – non-IMS AS owned by 3rd party Application Provider
Editor’s Note: Interworking between GAA and OpenID shall be addressed in subsequent contributions. 

Figure 6.1.2-2 shows the non-roaming architecture where the non-IMS AS is owned by 3rd party application provider.
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Figure 6.1.2-3: Home-Routed Roaming Architecture – non-IMS AS owned by HPLMN
Figure 6.1.2-3 shows the home routed roaming architecture where the HPLMN owns the non-IMS AS.
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Figure 6.1.2-4: Local Breakout Roaming Architecture
*****End of Change*****
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