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5.4
Secure connection
5.4.1
General

With MTC Feature Secure Connection the network operator is able to efficiently provide security for connection between the UE and a SCS or between a UE and an AS in case there is a direct connection with the AS. This applies even when some of the devices are roaming i.e. connected via a VPLMN (see TS 22.368 [x] for the corresponding requirement).
The intention of the MTC Feature Secure Connection is to use the existing security features of the operator to enable an exchange of security keys to establish a security association between a UE and SCS or a UE and an AS. The actual protection, e.g. encryption, of data between the UE and SCS or AS would happen at application layer and is out of scope of 3GPP specifications.
5.4.2
Secure Connection mechanisms

The mechanisms to provide Secure Connection are GBA as defined in TS 33.220 [x1] and GBA push as defined in TS 33.223 [x2].
5.4.3
Using Secure Connection to secure Device triggering procedure over Tsp
End to end protection of the device trigger is regarded to be provided at the application layer and therefore be out of scope for 3GPP specifications.  However, GBA push as defined in TS 33.223 [x2] and Generic Push Layer as defined in TS33.224 [x3] may be used to establish a security association for protecting the device trigger. 

[image: image1]
Figure 5.4.1-1: Security for Device triggering procedure over Tsp
The following steps 1a to 1e may be performed between steps 1 and 2 in the Device triggering procedure over Tsp in clause 5.2.1.
1a.
The SCS determines the need to use GBA Push [x2] in order to establish common security associations in the SCS and UE for the purpose of protecting the device trigger. The SCS determines the contact details for the BSF. The contact details may be retrieved by DNS query or by pre-configuration in SCS
NOTE:  Security associations from normal GBA could be re-used as well to secure the payload in the trigger message if normal GBA has been performed, e.g.  for the purposes of ETSI M2M service layer. 
1b.
The SCS requests a GPI request from the BSF as defined in TS 33.223 [x2]. 
1c. The SCS receives GPI information and other user information from the BSF as defined in in TS 33.223 [x2].
1d.
The SCS and protects the trigger message e.g using GPL as defined in TS 33.224 [x3]. 
2.
The SCS sends the GPI information and the protected trigger message to the UE using SMS as a bearer.
NOTE: The GPI information is sent to the UE is using SMS as a bearer over  the Tsp interface,
When the UE receives the protected trigger messge as described in section 5.2.1, it applies GBA push and GPL.
********************** End of Changes **********************
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1d. Protect the trigger payload with the established SA’s from GPI.
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