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	(1) Device Triggering – subscription

The current specification only addresses that the HSS shall check whether the trigger source is allowed to send trigger message to a specific UE, but does not mention whether a UE itself is allowed to be triggered. 
The specification also mentions that the Device Triggering is subscription based, which means Device Triggering is a special subscribed service. This may give the impression that it is a special subscription service, whereas given that in rel.11 we have only specified T4 SMS triggering, it is in fact only the subscription of the UE to receive MT SMS. So if the UE has not subscribed for MT SMS, the trigger message shall not be sent to this UE.
Hence, before checking whether the SCS is authorized to send trigger message to a specific UE, the HSS shall first check whether this UE is allowed to receive MT SMS.

(2) Device Triggering – SCS identifier
Current specification does not describe whether 3GPP has the responsibility to allocate the SCS identifier. The SCS in certain deployment scenarios is considered as an entity outside 3GPP domain, and it seems the SCS identifier, for these scenarios, may be questionable whether the identifier of SCS is defined by 3GPP or not. 

The SCS identifier is though used inside 3GPP domain, e.g. in the UE subscription to make the HSS check the authorization of device trigger source, and is used by SMS-SC to generate CDR.
Hence, even if this SCS identifier is not defined by 3GPP, it may have to meet some basic requirement of 3GPP, e.g. length limitation.
A recommended way is to use MSISDN to identify the SCS, so it will follow the current mechanism, e.g. identify the source of SMS source.
(3) MTC-IWF functionality clarification

In current description, the authorization of whether a MTC Application can send device trigger message to a UE is handled by HSS, thus the decision point is at HSS not MTC-IWF.
(4) SMS-SC/SMS-GMSC clarification for routing information handling

In current specification, the SMS-SC should send short message with routing information received from MTC-IWF, and SMS-GMSC should then avoid additional HSS interrogation (SRI for SM),  this is captured in the signaling flow in section 5.2.2 message 1: 

The SMS-SC should avoid an additional HSS interrogation (SRI for SM) and receive necessary parameters in the Submit Trigger message from the MTC-IWF.
The consequence of that is that in case that short message delivery fails, SMS-SC will have to store the short message and deliver it again when the UE can receive short message again. Considering the routing information may change when sending the short message again, SMS-SC shall store the short message itself only, without routing information when delivery fails, thus when SMS-SC delivers the short message again, the SMS-GMSC will have to perform HSS interrogation.
(5) SMS Application Port ID clarification
In current specification, a SMS Application Port ID is used to distinguish device trigger message from other type of messages for charging purposes.
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First change

4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the Tsp, S6m, T5a, T5b, T5c, T4 and Rf/Ga reference points;

-
supports ability to authorize the SCS before communication establishment with the 3GPP network;

-
supports ability to authorize control plane requests from an SCS;

-
supports the following device trigger functionality:

-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery;
-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests; and

-
assigns appropriate identifier (e.g. port address number) to allow the UE to distinguish an MT message carrying device triggering information from any other type of messages.
-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);

-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
-
checks with the HSS if a SCS is allowed to send a device trigger to a particular UE.
-
selection of the most efficient and effective device trigger delivery mechanism and shielding this detail from SCS based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC address);
-
the device trigger delivery mechanisms supported by the UE;

-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
any MNO device trigger delivery policies; and/or

-
any information received from the SCS.

-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over instance of Rf/Ga;

NOTE:
CDR generation with or without a device trigger indication by other network entities is not precluded by CDR generation by the MTC-IWF.

-
support ability for secure communications between the 3GPP network and the SCS.

Editor's Note:
Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.

The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a HPLMN;

-
system shall be robust to single MTC-IWF failure.
Next change

4.4.6
SMS-SC

SMS-SC specific functionality to support the Indirect and Hybrid models of MTC includes the following:
-
terminates the T4 reference point where MTC-IWFs connect to the SMS-SC; and

-
supports PS-only MT-SMS that can be delivered with IMSI in lieu of E.164 MSISDN; and
-
provides the routing information it received from MTC-IWF to SMS-GMSC if needed.

Next change

4.5.1
Device Triggering Function

Device Triggering is the means by which a SCS sends information to the UE via the 3GPP network to trigger the UE to perform application specific actions that include initiating communication with the SCS for the indirect model or an AS in the network for the hybrid model. Device Triggering is required when an IP address for the UE is not available or reachable by the SCS/AS.

Device trigger message contains information that allows the network to route the message to the appropriate UE and the UE to route the message to appropriate application. The information destined to the application, along with the information to route it, is referred to as the Trigger payload. The UE needs to be able to distinguish an MT message carrying device triggering information from any other type of messages.

NOTE:
The Trigger payload for example upon the reception by the UE possibly provides information to the application that may trigger application related actions. The application in the UE may perform indicated actions, such as for example to initiate immediate or later communication to the SCS/AS, based on the information contained in the Trigger payload.
Device Triggering is subscription based. The subscription provides the information whether a UE is allowed to receive SMS-MT, and is allowed to be triggered by a specific SCS. The MTC-IWF provides devices triggering based on HSS subscriber data for a specific mobile subscriber. When device triggers are delivered via SMS-MT the serving nodes MME, SGSN and MSC provide the service towards a specific UE based on the UE's subscription for SMS-MT and other subscription parameters affecting SMS-MT service provision.

Charging data are collected for the device triggering. The MTC-IWF generates CDRs for the service requester. When device triggers are delivered via SMS-MT then network entities, like MME, SGSN, MSC or SMS-SC generate CDRs for SMS services provided for the mobile subscriber.

Next change

5.2
Device triggering procedures

5.2.1
Device triggering procedure over Tsp
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Figure 5.2.1-1: Device triggering procedure over Tsp

1.
The SCS determines the need to trigger the device. If the SCS has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier of the UE to be triggered.
NOTE x:
The SMS-SC can store the trigger message without routing information, so that after the message delivery fails and then it can be delivered again, the HSS interrogation will be performed.

2.
The SCS sends the Device Trigger Request (External Identifier or MSISDN, SCS Identifier, Trigger Reference Number, validity period, priority and trigger payload) message to the MTC-IWF. The SCS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application.
NOTE y:
The assignment of SCS identifier is out of scope of 3GPP. The SCS identifier should meet the 3GPP / operator requirement, such as length limitation. A recommendation is to use MSISDN as SCS identifier.

3.
The MTC-IWF checks that the SCS is authorised to send trigger requests and that the SCS has not exceeded its quota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.

4.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS to determine whether the UE is allowed to be triggered and whether the SCS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the identities of the UE's serving CN node(s).

NOTE 1:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.

5.
The HSS sends the Subscriber Information Response (IMSI and serving node(s) identities) message. HSS policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the UE is not allowed to be triggered, or the SCS is not allowed to send a trigger message to this UE, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 6a.
6a.
The MTC-IWF selects trigger delivery procedure based on the information received from HSS and local policy. If T5 delivery procedure is selected, MTC-IWF attempts T5 trigger delivery procedure.

NOTE 2:
The T5 delivery is not supported in this version of the specification.

6b.
If T5 delivery is unsuccessful or not supported by the serving nodes(s) or by the UE or if T4 delivery is selected during step 6a, the MTC-IWF attempts T4 trigger delivery procedure according to clause 5.2.2. Otherwise, this flow continues with step 7.

7.
The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number) message to the SCS with a cause value indicating whether the trigger delivery succeeded or failed and the reason for the failure. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.

8.
In response to the received device trigger, the UE takes some action that takes into consideration the content of the trigger payload. This response typically involves initiation of immediate or later communication with the SCS or an AS.

Next change

5.2.2
Trigger Delivery using T4
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Figure 5.2.2-1: T4 Trigger Delivery Flow

1.
The MTC-IWF selects a suitable SMS-SC based on configured information. The MTC-IWF sends a Submit Trigger (External Identifier or MSISDN, IMSI, SCS Identifier, Trigger Reference Number, validity period, priority, serving node ID(s) , SMS Application port ID, trigger payload) message to the SMS-SC. The SMS-SC should avoid an additional HSS interrogation (SRI for SM) and receives necessary parameters in the Submit Trigger message from the MTC-IWF. The SMS Application port ID is set to address the triggering function in the UE (the SMS Application port ID shall be reserved for trigger messages). The SMS-SC does any necessary segmentation for larger messages.
2.
The SMS-SC sends a Submit Trigger Confirm message to the MTC-IWF to confirm that the submission of the SMS has been accepted by the SMS-SC.

3.
The MTC-IWF sends a Device Trigger Confirm message to the SCS to confirm that the Device Trigger Request has been accepted for delivery to the UE.

4, 5, 6.
The short message is delivered to the UE (see MT SMS procedures specified in TS 23.040 [12]). This may involve delivery attempts in MSC, SGSN and/or MME. This may involve delivery attempts over IMS (as specified in TS 23.204 [13]).
The SMS-delivered trigger payload is processed and handled by the triggering function in the UE. Any information contained within the trigger payload is forwarded to the related or addressed UE-application.

7.
The SMS-SC generate the necessary CDR information and includes the SCS Identifier. The SMS Application port ID which is included in the SM User Data Header is included in the CDRs, i.e. it is possible to perform differentiated charging for an SMS used for triggering purposes.

8.
The SMS-SC shall always send a Message Delivery Report (cause code, trigger reference number, SCS Identifier) to the MTC-IWF.
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