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Discussion
This section attempts to show how the UE is impacted when it has to enforce ISRP policies based on Content Type or Size.
Fig. 1 shows a typical UE behaviour when the UE has ISRP policies, which however do not contain any policies based on Content Type or Size. In this example, the UE attempts to retrieve a content requested by an internal application.

-
In step 1, an application in the UE issues a content request. The content is identified by a URI.

-
In step 2, the UE determines the preferred radio access for this request based e.g. on the destination IP address or destination port number.

-
In step 3, the UE establishes a TCP connection over the preferred radio access.

-
In step 4, the content is retrieved and delivered to the requested application.
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Fig. 1: Example UE behaviour when there are no ISRP policies based on Content Type/Size

Fig. 2 shows another typical UE behaviour when the UE has ISRP policies, which do contain policies based on Content Type or Size. In this example, the UE attempts again to retrieve a content requested by an internal application.

-
In step 1, an application in the UE issues a content request. The content is identified by a URI.

-
In step 2, since the UE has ISRP policies based on content size/type, the UE suspends temporarily the retrieval of the requested content and attempts first to determine the size/type of the requested content. For this purpose, the UE needs to send a HEAD or GET request in order to receive the HTTP header of the requested content.

-
In step 3, the UE determines the preferred radio access for the HEAD or GET request based e.g. on the destination IP address or destination port number. At this step, the UE cannot determine the preferred radio access based on content size/type.
-
In step 4, the UE establishes a TCP connection over the preferred radio access (3GPP) for the HEAD or GET request.

-
In step 5, the UE sends the HEAD or GET request and discovers the type/size of the requested content.

-
In step 6, the UE determines the preferred radio access for retrieving the requested content based on the discovered content type/size and the provisioned ISRP policies.
-
In step 7, the UE establishes a TCP connection over the radio access (WLAN) that is preferred to retrieve the content with the discovered type/size.

-
In step 8, the content is retrieved and delivered to the requested application.
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Fig. 2: Example UE behaviour when there are ISRP policies based on Content Type/Size

NOTE:
The “additional delay” shown in Fig. 2 corresponds to the delay introduced by the enforcement of ISRP policies based on content type/size.

Conclusions
Based on the above discussion, it is concluded that enforcing routing policies in the UE based on content type/type requires the UE to intercept every content request and attempt to discover the type/size of the requested content before retrieving the content. This could lead to:

(i) a lot of complexity in the UE (for determining the content type/size before retrieving the content);

(ii) more battery consumption in the UE (since more processing power and more air-interface signalling is required before retrieving the content);

(iii) negative user experience (since an additional delay is introduced in every content retrieval request).
As an example, when the user attempts to view an HTML page with 50 embedded objects, the UE will have to sends 100 HTTP requests (instead of 50) and each embedded object will be received with an additional delay due to the requirement to determine first the type/size of every object.

Proposed Changes
6
Conclusions

6.1
Analysis of Scenarios

This clause provides some analysis and concluding remarks for the scenarios documented in clause 4.3. 

NOTE: 
All references to UE refer to a UE that is capable of routing IP traffic simultaneously over multiple radio access interfaces, e.g. an IFOM capable UE or a UE capable of non-seamless WLAN offload.

Identification of traffic based on throughput

-
This scenario requires the UE to identify IP flows with specific throughput requirements and route these flows based on the provisioned ANDSF policies. It is assumed that the throughput requirement of a specific IP flow is explicitly provided by the application that generates this IP flow or it is derived by the UE’s operating system by other means, e.g. by pre-configuring the throughput requirements of specific IP flows. This assumption makes it unnecessary for the UE to measure the traffic rate of all IP flows in real-time and can thus avoid excessive complexity and power consumption in the UE.

-
It is envisioned that in several situations the UE may not be able to determine the required throughput of an IP flow. For example, a streaming application may request a video content but does not know if the content will be provided by the server in high-definition format or not, so it cannot pre-determine how much throughput will be required to support the streaming session. In another case, the application may be able to pre-determine the required throughput of an IP flow but there is no API to provide this information to the operating system (most mobile operating systems today do not support such API). Even when the operating system is upgraded to support a new API that will enable applications to provide the required throughput of an IP flow, there is no guarantee that application developers will make use of this API.

-
Based on the above considerations, it is concluded that the UE will not be able to identify the throughput requirements of IP flows in many cases. Therefore the ANDSF policies that rely on traffic identification based on throughput can only be applied on a “best-effort basis”, meaning that the UE will not be able to guarantee the enforcement of these policies and the behaviour will vary a lot based on UE implementations.

Identification of traffic based on destination domain

-
This scenario requires the UE to identify IP flows based on the destination FQDN, i.e. identify all flows to www.example.com. 

-
The UE could easily identify traffic based on the destination FQDN. For example, the UE could store all IP addresses associated with a specific FQDN (these addresses are discovered with DNS queries) and then detect which IP flows have a destination address that matches one of these IP addresses.

-
It is expected that the UE could support ANDSF policies that identify traffic based on the destination FQDN and would be able to contact specific domain names over the desired radio access.

Editor’s note: It is expected that the scenarios below will be further evaluated.

Identification of traffic based on application

-
This scenario requires the UE to identify IP flows based on the application that generated them. It means to provide operators with a tool for steering the traffic of some applications to a specific radio access, for example, “traffic of application X should use 3GPP access”.

-
Most mobile platforms today provide some means for assigning unique application identities or names. For example, Java applications use identities/names of the form com.organization.app-name. Unique application identifiers are also used in platforms with non-Java applications.

-
When an operator would like to enforce a specific application to use a specific radio access, the operator could provide an ANDSF policy to UE that includes one or more identifiers for this application. Each identifier could correspond to a different mobile platform, for example, [platform1, identity1], [platform2, identity2]. The multiplicity of platforms now and in the future could become an issue that needs further evaluation. It is noted however that it is not necessary or practical to deploy a central application registry common for all platforms.

-
Based on the above considerations, it is concluded that (i) it is possible to identify an application in most mobile platforms today and (ii) to identify the same application (e.g. YouTube) across different mobile platforms the ANDSF policy could include one or more platform-specific identities for this application.

Identification of traffic based on content type

-
This scenario requires the UE to identify IP flows which are used to retrieve content of a specific type (e.g. audio, video, text, etc). An example use case is when the operator wants to restrict video retrieval over a specific radio access only.

-
When the content is retrieved with the HTTP protocol, the UE can determine the content type before retrieving the content, e.g. by using the HEAD method. Similarly, when RTSP is used, the UE can determine the content type before retrieving the content, e.g. by sending a DESCRIBE request. 

-
However, to enforce IP flow routing based on content type, it is expected that the mobile platform should be capable to intercept content requests from applications and determine the content type before retrieving the requested content on the desired radio access. The use of HTTPS may also impose additional restrictions.
-
It is concluded that enforcing routing policies in the UE based on content type could introduce more battery consumption and a lot of complexity in the UE and could affect negatively the user experience.
Identification of traffic based on content size

-
This scenario requires the UE to identify IP flows which are used to retrieve content with specific size attributes. A typical example is when the operator wants to restrict very large content (e.g. more than 10Mbytes) from being transferred over 3GPP access.

-
Most content retrieval on mobile devices is based on the HTTP, FTP and RTSP protocols. All of these protocols provide means for determining the content size before retrieving the content. For example, with the FTP protocol the SIZE command could be used, with the HTTP protocol the HEAD method could be used and with the RTSP protocol the DESCRIBE command could be used. 

-
However, to enforce IP flow routing based on the content size, it is expected that the mobile platform should be capable to intercept content requests from applications and determine the content size before retrieving the requested content on the desired radio access. The use of HTTPS may also impose additional restrictions.
-
It is concluded that enforcing routing policies in the UE based on content size could introduce more battery consumption and a lot of complexity in the UE and could affect negatively the user experience.
6.2
Recommendations

This Technical Report has proposed and analyzed several scenarios that extend the data identification capabilities of ANDSF policies. As a result of the analysis, the following scenarios are recommended for normative specification:

· Identification of traffic based on domain name

Editor’s note: Is it FFS whether other scenarios should be recommended for normative specification.

In addition, a solution based on the extension of ISRPs as the one documented in clause 5.1 is recommended for inclusion in the normative specifications.
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