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Discussion
This section attempts to provide answers for a number of questions pertaining to the need of and feasibility of the scenario “traffic identification based on application”.
Why do we need traffic identification in the UE based on application id?

The need to identify traffic in the UE based on application identity/name aims to satisfy primarily the following operator requirements:
· Steer some operator-branded applications to 3GPP access. Some of these applications do not work unless their traffic goes through the core network (and possibly through a network proxy).
· Block data intensive applications from using 3GPP access in order to (i) protect subscribers with limited data plans and/or (ii) protect the network from excess data traffic and from congestion. 

To address these requirements, it is expected that an operator would need to provide policies to UE for only a limited number of applications. In other words, it is not expected that an operator would need the UE to identify the traffic of hundreds of applications.

Note:
Apart from the primary requirements above, other requirements can be supported but in any case it is not expected that the operator will require the UE to identify the traffic of hundreds of applications.

Does every mobile application come with a unique application id?
Yes – see Table 1 below.
	Mobile Platform
(alphanumeric order)
	Comments

	Android
	Android applications are essentially Java applications thus comply with the Java hierarchical naming convention. In a Java platform every application (package) has its own unique name which is known to the platform after installation. For example, the name/identity of the Settings application is “com.android.settings”. 

Even “native” applications in Android are included into Java packages and thus a unique Java name/identity too.
The UE knows the application ID of all installed applications (see example on the right).
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	BlackBerry
	BlackBerry applications are primarily Java packages that utilize the standard J2ME API and RIM’s proprietary Java API for using device-specific features and take advantage of the BlackBerry platform. 

Therefore, each BlackBerry application has its unique package identity e.g. in the form “com.rim.bis.client”.
The UE knows the application ID of all installed applications.
	

	iPhone (iOS)
	Each application includes a unique application ID, a list of entitlements and preferences, a code signature, any required media assets and the executable itself.

The UE knows the application ID of all installed applications (see example on the right). The application namespace applies also a hierarchical naming convention very similar to the Java namespace.
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	Windows Mobile
	Each Windows Mobile application is assigned a unique product ID (128bits). The Product ID is a globally unique identifier (GUID) used to identify an application in the installed application list. This value remains the same across application updates. A Product ID is created by Visual Studio but during the application submission process, a new product ID is created and inserted into the manifest file of the application.
Example: ProductID="{eb186f6f-78ab-49d2-937d-daa5d0cb7889}"
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Table 1: The application name/id in some mobile platforms.
How can an application be identified in the ISRP policies?

Assume an operator wants the UE to block Application-X from using 3GPP access and assume that Application-X exists in several mobile platforms. Note that at the beginning of every OMA DM session the UE provides a DevInfo management object which includes the Manufacturer / Model / DevID, so the ANDSF can determine the UE’s type of platform. Therefore, the ANDSF can provide an ISRP policy to the UE that will include the identity of Application-X for the UE’s specific platform. 
What if the UE supports an unknown/new mobile platform?
When the UE’s platform is unknown to the ANDSF, then the ANDSF may not be able to provide an appropriate application identity in the ISRP policy. In this case, the UE may not be able to identify the application and to enforce the policy. However, this is not a new problem. Since support for ANDSF is optional, there is no guarantee that all UEs in a network will be able to enforce the operator policies. Moreover, the user preferences can anyway overrule the ANDSF policies.
How feasible/easy is it for the UE to identify traffic based on the application id?
It is worth noting that there are applications today for all major mobile platforms that let the user construct a black list of applications which are not allowed (e.g.) on the wide-area radio interface. These applications identify the traffic of black-listed applications and block/discard this traffic. Therefore, the traffic identification based on application id is not a new concept and is already available by several applications. Such applications however require changes in the mobile operating system itself and thus are not supported by the standard platform API.
Conclusions
The discussion in the previous section can be summarized as follows:

· In practice, it is expected that most operators will require the UE to identify the traffic of a limited number of applications; notably, of applications that need to be blocked from using 3GPP access or that need to use exclusively 3GPP access. Therefore, it is not expected that operators will need to determine the identities of hundreds of applications and it is not expected that the UE will need to be provisioned with hundreds of policies for traffic identification based on application ids.
· In many cases, the operator may be interested in applications that exist only in one mobile platform. For example, an operator may want to restrict a specific Android application from using 3GPP access. In such cases, there is no need to determine the application identity in all possible mobile platforms.
· At the beginning of every OMA DM session, the ANDSF is informed about the UE’s model and type of platform (OS) and can thus send the appropriate application identities to the UE. 

· There is no need to create a 3GPP-specific “application registry” which assigns unique identities to all possible mobile applications. Each application contains its own identity (see Table 1 above) which is known to the UE and can be included in the applicable routing policies. 

· All major mobile platforms provide means to identify the traffic created by specific applications. Thus, traffic identification based on application id is expected to be feasible for the UE.
It is concluded therefore that:
(i) since operators can easily determine the identity of specific applications for all major platforms; and

(ii) since the UE knows the identities of all installed applications and can identify the traffic created by specific applications;

the specification of routing policies that identify traffic in the UE based on the application id is deemed feasible and able to address the relevant operator requirements.
Proposed Changes
6
Conclusions

6.1
Analysis of Scenarios

This clause provides some analysis and concluding remarks for the scenarios documented in clause 4.3. 

NOTE: 
All references to UE refer to a UE that is capable of routing IP traffic simultaneously over multiple radio access interfaces, e.g. an IFOM capable UE or a UE capable of non-seamless WLAN offload.
Identification of traffic based on throughput

-
This scenario requires the UE to identify IP flows with specific throughput requirements and route these flows based on the provisioned ANDSF policies. It is assumed that the throughput requirement of a specific IP flow is explicitly provided by the application that generates this IP flow or it is derived by the UE’s operating system by other means, e.g. by pre-configuring the throughput requirements of specific IP flows. This assumption makes it unnecessary for the UE to measure the traffic rate of all IP flows in real-time and can thus avoid excessive complexity and power consumption in the UE.

-
It is envisioned that in several situations the UE may not be able to determine the required throughput of an IP flow. For example, a streaming application may request a video content but does not know if the content will be provided by the server in high-definition format or not, so it cannot pre-determine how much throughput will be required to support the streaming session. In another case, the application may be able to pre-determine the required throughput of an IP flow but there is no API to provide this information to the operating system (most mobile operating systems today do not support such API). Even when the operating system is upgraded to support a new API that will enable applications to provide the required throughput of an IP flow, there is no guarantee that application developers will make use of this API.

-
Based on the above considerations, it is concluded that the UE will not be able to identify the throughput requirements of IP flows in many cases. Therefore the ANDSF policies that rely on traffic identification based on throughput can only be applied on a “best-effort basis”, meaning that the UE will not be able to guarantee the enforcement of these policies and the behaviour will vary a lot based on UE implementations.

Identification of traffic based on destination domain

-
This scenario requires the UE to identify IP flows based on the destination FQDN, i.e. identify all flows to www.example.com. 

-
The UE could easily identify traffic based on the destination FQDN. For example, the UE could store all IP addresses associated with a specific FQDN (these addresses are discovered with DNS queries) and then detect which IP flows have a destination address that matches one of these IP addresses.

-
It is expected that the UE could support ANDSF policies that identify traffic based on the destination FQDN and would be able to contact specific domain names over the desired radio access.


Identification of traffic based on application

-
This scenario requires the UE to identify IP flows based on the application that generated them. It means to provide operators with a tool for steering the traffic of some applications to a specific radio access, for example, “traffic of application X should use 3GPP access”.

-
In practice, it is expected that operators will require the UE to identify the traffic of a limited number of applications; notably, of applications that the operator prefers not to use 3GPP access in the presence of a more preferred access or that are preferred to use exclusively 3GPP access. Therefore, it is not expected that operators will need to determine the identities of hundreds of applications and it is not expected that the UE will need to be provisioned with hundreds of policies for traffic identification based on application ids.
-
There is no need to create a 3GPP-specific “application registry” which assigns unique identities to all possible mobile applications. Each application contains its own identity which is known to the UE and can be included in the applicable routing policies. 

-
All major mobile platforms today provide some means for assigning unique application identities or names. For example, Java applications use identities/names of the form com.organization.app-name. Unique application identifiers are also used in platforms with non-Java applications. In addition, all major mobile platforms provide means to identify the traffic created by specific applications. Thus, traffic identification based on application id is expected to be feasible for the UE.

-
Based on the above considerations, it is concluded that (i) it is possible to identify an application in most mobile platforms today (ii) the ANDSF has the means to know the UE’s platform so it can provide platform specific policies to UE and (iii) traffic identification based on application id is expected to be feasible for the UE. 
Editor’s note: It is expected that the scenarios below will be further evaluated.
Identification of traffic based on content type

-
This scenario requires the UE to identify IP flows which are used to retrieve content of a specific type (e.g. audio, video, text, etc). An example use case is when the operator wants to restrict video retrieval over a specific radio access only.

-
When the content is retrieved with the HTTP protocol, the UE can determine the content type before retrieving the content, e.g. by using the HEAD method. Similarly, when RTSP is used, the UE can determine the content type before retrieving the content, e.g. by sending a DESCRIBE request. 

-
However, to enforce IP flow routing based on content type, it is expected that the mobile platform should be capable to intercept content requests from applications and determine the content type before retrieving the requested content on the desired radio access. The use of HTTPS may also impose additional restrictions.

Identification of traffic based on content size

-
This scenario requires the UE to identify IP flows which are used to retrieve content with specific size attributes. A typical example is when the operator wants to restrict very large content (e.g. more than 10Mbytes) from being transferred over 3GPP access.

-
Most content retrieval on mobile devices is based on the HTTP, FTP and RTSP protocols. All of these protocols provide means for determining the content size before retrieving the content. For example, with the FTP protocol the SIZE command could be used, with the HTTP protocol the HEAD method could be used and with the RTSP protocol the DESCRIBE command could be used. 

-
However, to enforce IP flow routing based on the content size, it is expected that the mobile platform should be capable to intercept content requests from applications and determine the content size before retrieving the requested content on the desired radio access. The use of HTTPS may also impose additional restrictions.

6.2
Recommendations

This Technical Report has proposed and analyzed several scenarios that extend the data identification capabilities of ANDSF policies. As a result of the analysis, the following scenarios are recommended for normative specification:

· Identification of traffic based on domain name

· Identification of traffic based on application ID

Editor’s note: Is it FFS whether other scenarios should be recommended for normative specification.

In addition, a solution based on the extension of ISRPs as the one documented in clause 5.1 is recommended for inclusion in the normative specifications.
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