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1. Overall Description:

SA2 thanks SA1 and SA3 for the following liaison statements:

S2-113930 / S3-110852: "LS from SA WG3: UMTS ETWS: Warning message display correction with regards to digital signature security."

S2-113918 /S1-112240: "LS from SA WG1: PWS: Warning message display correction with regards to digital signature security."
SA2 agrees to modify the specification regarding digital signature and timestamp in TS23.401, according to the requirements provided in the above LSs.  
However, there is an open discussion regarding the appropriateness of having the default UE setting "ON" (meaning that UEs receive and display all warning messages irrespective of whether the local PLMN operator has any knowledge that the warning mechanisms are implemented in their handsets), as argued in the LS from SA1 (S2-113918/S1-112240).  SA2 would like to inform SA1 and SA3 the background information behind the discussion, by providing the summary of the current specifications regarding the default UE setting and security check.
In the current specifications, the default setting of the UE was that 'primary notification without security is disabled by default', so that the UE with ETWS/PWS capability does not receive primary notification without security, unless the UE is configured to do so.  

To achieve this requirement, the UE stores the list of PLMNs where warning notification without security is allowed, and the list is empty by default.

Also, for the secondary notification, the warning message is never displayed to a user, unless security checks using the digital signature and timestamp pass, or unless the UE is configured to receive the message without security.
The above specification was introduced in order to prevent a malicious BTS from sending false ETWS/PWS warning messages in the areas of the world where ETWS/PWS is not deployed.

Since the above-mentioned security mechanisms were believed to be sufficient (with or without any SA3 security algorithm), the Stage 2 specification has not had any explicit requirement on the default UE setting of the ETWS/PWS itself.
Given that the security specifications are not available in Rel-8/9/10, it is necessary to consider the impacts on Rel-8/9/10 UEs if the digital signature mechanism is introduced in Rel-11. The attached draft CR illustrates how the specification might address this important issue.

Also, during the SA2 discussion, it was pointed out that Device Management functionality to enable ETWS and PWS was never introduced in 3GPP. SA2 continues to believe that it is important to have this functionality so that a MNO can use ETWS/PWS.

SA2 notes that Rel-11 PWS includes Earthquake and Tsunami Warning System (ETWS), Commercial Mobile Alert System (CMAS), Korean Public Alert System (KPAS) and European Public Warning System (EU-ALERT).

2. Actions:

To SA3 and SA1
ACTION: 
SA2 kindly asks SA3 and SA1 whether the default UE setting of ETWS/PWS can be 'OFF'.
To CT1
ACTION: 
SA2 kindly requests CT1 to enhance OMA DM Management Objects to provide a functionality to enable/disable ETWS and PWS per PLMN in Rel-8.
3. Date of Next SA2 Meetings:

SA2#88
14th – 18th November 2011
San Francisco
SA2#89
6th – 10th February 2011
U.S. (TBD)
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