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Abstract: This contribution proposes changes in the SMS optimization solution in section 6.52.6 of TR 23.888.

Discussion

1. In S2#85 a set of solutions for SMS optimizations were agreed. The solutions have four components: removal of the CP layer  
2. flexible deployment of MSC functionality for SMS over SGs and stateless SMS IWF, 
3. evolution of the signalling interfaces between MME and HSS/SMSC and 
4. use of pre-established NS security without establishing radio bearers and AS security. Among the four components, 
This contribution will focus on the fourth component: use of pre-established NAS security without establishing radio bearers and AS security.

In the proposed MT LTE procedure for SMS over SGs in 6.52.2.6, it is proposed to use three kinds of new information in the RRC messages as follows. 

a) ‘SMS flag’ is to allow the UE to use the new RRC cause value
b) ‘new RRC cause value of mt-signalling’ is to allow the eNB to optimise its resource allocation and to not configure the UE for measurement reporting
c) New optional IE in the UL information transfer to request the eNB to release the RRC connection 

Both a) and b) is used to change the eNB internal operations related with the UE receiving the SMS, i.e. eNB resource optimization and c) is to trigger the RRC connection release. 
But the above three operations can be triggered by the MME if the MME knows the idle UE connects to the EPC for only receiving the SMS. In other words, the MME and eNB both send the paging message without flag. The sequence may be as follows:
1) The UE establishes the RRC connection with the same RRC establishment cause value that is used now – i.e. “mt-access”. Instead of using the new information in the RRC message, the UE sends new NAS message to notify to MME that the UE just wants to receive the SMS message and does not have any data packets to send. 
2) The MME receiving the new NAS message as the response to the paging checks the paging was triggered by Downlink data in SGW or by SMS. If the paging was triggered by SMS, the MME does not establish the UE context inside the eNB and sends the SMS message using the S1 Downlink NAS Transport message to the eNB.
3) The eNB receiving the S1 Downlink NAS Transport message. When the optional S1AP optimal IE is not used, the eNB will not receive the UE context within a few 10’s of ms after the initial msg is sent to the MME. Then, the eNB perform the resource optimization and does not configure the measurement reporting.
4) The SMS message in the D1 Downlink NAS Transport message is forwarded by the eNB to the UE.

5) The UE receiving the message sends RP-ACK
6) The MME forwards RP-ACK and triggers UE context release procedure. 
Conclusion
We propose the above changes in section 6.52.2.6.
**** BEGIN CHANGE ****
6.52.2.6
Use of pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishing RRC security

In LTE, the current SMS over SGs procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the radio bearers. If all that is intended is the transfer of one SMS-like data packet, these procedures lead to a substantial increase in radio resource utilisation.

In 2G GPRS, these procedures are avoided as 2G-PS is relatively connectionless, and, the user plane and signalling messages are encrypted at the SGSN, not in the RAN.

The MME has encryption functionality for the NAS signalling and thus the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU from Idle mode, the RRC security context and radio bearers are not established.
The following bullets describe more optimised radio interface message sequences for SMS over SGs. They are most suited for (and are described here for) the case when the CP layer has been removed, but, they can still function if the CP layer is retained.

MO LTE procedure for SMS over SGs:

a)  The mobile performs a combined Attach/TAU, typically, for “SMS-only” and returns to RRC-idle.

During the Attach and TAU procedures, the UE and MME exchange information on their (and in the case of a real, separate, MSC, the MSC’s) ability to support optimised SMS procedures. 

b)  The UE’s NAS requests the UE’s AS to establish an RRC connection “for a Tracking Area Update” (sending the S-TMSI in the RRC Connection Request). However, the NAS PDU is a new form of initial layer 3 message that includes the RP-DATA in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the “KSI and sequence number” IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the RP-DATA.

NOTE 1: 
during the Attach procedure, the RRC Connection Setup Complete message typically carries a NAS PDU of around 80 bytes (for an SRVCC mobile), so, the radio’s Layer 1 and 2 mechanisms are probably not harmed by an RP-DATA payload of upto 160 bytes. 

The size of this NAS PDU means that it is worth setting the RRC establishment cause to “mo-Signalling’ rather than “mo-Data”. 
NOTE 2: 
the “mo-Signalling” cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.  
If the UE’s application knows that it needs to send multiple or concatenated SMSs, then the UE sets a (new) flag in the NAS PDU to inform the MME of this fact. The UE’s application could also indicate the number of SMSs that need to be sent.

c)  The eNB forwards the encrypted RP DATA to the MME in the S1AP Initial UE message.
d)  The MME decrypts the RP-DATA, and the MME (or SGs SMS IWF) adds the UE’s identity information (e.g. MSISDN received from the HSS in step a) and forwards the Short Message to the SMSC.
e) The SMSC stores the SM and returns an RP-ACK to the MME
f) The MME forwards the RP-ACK in an encrypted NAS PDU to the eNB in an S1 Downlink NAS Transport message.

An additional, optional, IE is added to the S1 Downlink NAS Transport message that allows the MME to request the eNB to release the RRC connection. (The MME does not use this indication if the UE indicated that multiple SMSs needed to be transferred in step b.)

NOTE 3:
this situation is similar to the completion of a (periodic) TAU. i.e. the MME has not sent the Initial UE Context message to the eNB and so the eNB cannot perform any commands on the UE that require RRC level security (in particular section 5.3.1.1 of TS 36.331 specifies that Handover cannot be performed in this state).

g) The eNB sends the RP-ACK to the UE and releases the RRC Connection. The small size of the RP-ACK means that it is possible for the eNB to include it as a NAS PDU within the RRC Connection Release message itself.
Facets of the above procedure:

· This MO SMS transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request.)

· The CP Layer messages are not used.

MT SMS Alternative-1
This uses similar concepts to MO SMS, but it requires 2 more RRC messages.

a)   The MME and UE have negotiated (at Attach/TAU) that the CP layer need not be used.

b)   Paging leads to the establishment of the RRC Connection. The addition of a “SMS flag” to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from “mt-access” to “mo-signalling” (or to a new cause value of “mt-signalling”). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting). 

The Service Request sent as the paging response by the UE carries the “KSI and sequence number” IE. The MME uses this, and the S-TMSI, to encrypt the RP-DATA sent in step c below.
c)  The MME then sends the RP-DATA in an encrypted IE in a NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.

d)  The UE sends the RP-ACK in an encrypted IE in a NAS PDU in an UL Information Transfer message and the eNB forwards the NAS PDU to the MME.

The UE adds a new optional IE to the UL Information Transfer to request the eNB to release the RRC connection.

e) The eNB releases the RRC Connection.
MT SMS Alternative-2
This uses similar concepts to MO SMS, but it requires 2 more RRC messages.

a)  The mobile performs a combined Attach/TAU, typically, for “SMS-only” and returns to RRC-idle.

b)  Paging leads to the establishment of the RRC Connection. 
c)  The UE which negotiated using SMS optimization with the MME sends the new NAS message carrying the “KSI and sequence number” IE as the paging response.
d)   If the paging is triggered for SMS and the MME receives the new NAS message as the paging response, the MME uses the KSI and the S-TMSI, to encrypt the RP-DATA. The MME sends the RP-DATA in an encrypted IE in a NAS PDU in an S1 Downlink NAS Transport message, and the eNB sends the NAS PDU onto the UE.
e)  The UE sends the RP-ACK in an encrypted IE in a NAS PDU in an UL Information Transfer message and the eNB forwards the NAS PDU to the MME.
f) After forwarding RP-ACK, the MME triggers the UE context release and the eNB releases RRC connection.
**** END OF CHANGES ****
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