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---------- START OF CHANGE ----------

4.3.7.4.2
NAS level congestion control

4.3.7.4.2.1
General

NAS level congestion control contains the functions: "APN based congestion control" and "General NAS level Mobility Management control".

The use of the APN based congestion control is for avoiding and handling of EMM and ESM signalling congestion associated with UEs with a particular APN. Both UEs and network shall support the functions to provide APN based EMM and ESM congestion control.

The MME may detect the NAS signalling congestion associated with the APN and start and stop performing the APN based congestion control based on criteria such as:

-
Maximum number of active EPS bearers per APN;
-
Maximum rate of EPS Bearer activations per APN;
-
One or multiple PDN GWs of an APN are not reachable or indicated congestion to the MME;

-
Maximum rate of MM signalling requests associated with the devices with a particular subscribed APN; and/or

-
Setting in network management.

The MME should not apply NAS level congestion control for Service Users (according to TS 22.153 [68]) and/or emergency services.

With General NAS level Mobility Management control, the MME may also use the reject of NAS level Mobility Management signalling requests under general congestion conditions.  The MME may also use this functionality during the network initiated PDN connectivity deactivation procedures to restrict subsequent EMM and ESM signalling.
4.3.7.4.2.2
APN based Session Management congestion control

The MME may reject the EPS Session Management (ESM) requests from the UE (e.g. PDN Connectivity, Bearer Resource Allocation or Bearer Resource Modification Requests) with a Session Management back-off timer when ESM congestion associated with the APN is detected. If the UE provides no APN, then default APN from subscription data is used by the MME.
The MME may include Session Management back-off timer in the NW(MME) initiated PDN disconnection request message towards the UE, when ESM congestion or network failure associated with the APN is detected.
The MME may store a Session Management back-off time per UE and APN when congestion control is active for an APN. The MME may immediately reject any subsequent request from the UE targeting to the APN before the stored Session Management back-off time is expired. If the MME stores the Session Management back-off time per UE and APN and the MME decides to send a Session Management Request message to a UE connected to the congested APN (e.g. due to decreased congestion situation), the MME shall clear the Session Management back-off time prior to sending any Session Management Request message to the UE.

NOTE:
The above functionality is to diminish the performance advantage for UEs that do not support the NAS level back-off timer (e.g. pre-Rel‑10 UEs) compared to UEs that do support it.

Upon reception of the Session Management back-off timer in the EPS Session Management reject message or PDN disconnection request message, the UE shall take the following actions until the timer expires:

-
If APN is provided in the rejected EPS Session Management Request message, the UE shall not initiate any Session Management procedures for the congested APN. The UE may inititate Session Management procedures for other APNs.

-
If APN is not provided in the rejected EPS Session Management Request message, the UE shall not initiate any Session Management requests without APN. The UE may initiate Session Management procedures for specific APN.
-
If back-off timer is included in the PDN disconnection message from the MME, the UE shall not initiate any Session Management procedures for the deactivated APN.
-
Cell/TA/PLMN/RAT change do not stop the Session Magement back-off timer.

-
The UE is allowed to initiate the Session Management procedures for Service Users, emergency services and mobile terminated services even when the Session Management back-off timer is running.

-
If the UE receives a network initiated EPS Session Management Request message for the congested APN while the Session Management back-off timer is running, the UE shall stop the Session Management back-off timer associated with this APN and respond to the MME.

The UE is allowed to initiate PDN disconnection procedure (e.g. sending PDN Disconnection Request) when the EPS Session Management back off timer is running.

The UE shall support a separate Session Management back-off timer for every APN that the UE may activate.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the MME should select the Session Management back-off timer value so that deferred requests are not synchronized.

The APN based Session Management congestion control is applicable to the NAS ESM signalling initiated from the UE in the control plane and the NAS ESM signalling initiated by the network for PDN deactivation. The Session Management congestion control does not prevent the UE to send and receive data or initiate Service Request procedures for activating user plane bearers towards the APN(s) that are under ESM congestion control.

4.3.7.4.2.3
APN based Mobility Management congestion control

The MME may perform the APN based congestion control for UEs with a particular subscribed APN by rejecting Attach procedures with a Mobility Management back-off timer.  

The MME may include Session Management back-off timer in the NW-initiated detach request message towards the UE, when congestion or network failure associated with the APN is detected.
When congestion control is active for UEs with a particular subscribed APN, a Mobility Management back-off timer may be sent by the MME to UE.

If MME maintains the UE context, the MME may store the back-off time per UE and reject any subsequent request from the UE before the stored back-off time is expired.

NOTE 1:
The above functionality is to diminish the performance advantage for UEs that do not support the NAS level back-off timer (e.g. pre-Rel‑10 UEs) compared to UEs that do support it.

After rejecting Attach Requests, the MME should keep the Subscriber Data for some time. This allows for rejection of subsequent requests without HSS signalling when the congestion situation resulting from UEs with a particular subscribed APN persists.

NOTE 2:
Prior to the reject of attach messages of a UE by the MME, Subscriber Data for a UE may be present at the MME because it was not deleted after the UE's detach. In this case when APN based congestion control is active for a particular APN in the MME, the first reject of an attach message by the MME for this UE, may be done without HSS signaling as well.

While the Mobility Management back-off timer is running, the UE shall not initiate any NAS request for Mobility Management procedures. However, the UE is allowed to initiate the Mobility Management procedures for Service Users and emergency services even when the Mobility Management back-off timer is running.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the MME should select the Mobility Management back-off timer value so that deferred requests are not synchronized.

NOTE 3:
When receiving the Mobility Management back-off timer the UE behaviour is not APN specific.

4.3.7.4.2.4
General NAS level Mobility Management congestion control

Under general overload conditions the MME may reject Mobility Management signalling requests from UEs. When a NAS request is rejected, a Mobility Management back-off timer may be sent by the MME and MME may store the back-off time per UE if MME maintains the UE context. Also, the MME may include Mobility Management back-off timer in the NW-initiated Detach request message towards the UE.

While the Mobility Management back-off timer is running, the UE shall not initiate any NAS request for Mobility Management procedures except for Service Users, emergency services and mobile terminated services. If the UE receives a paging request from the MME while the Mobility Management back off timer is running, the UE shall stop the Mobility Management back-off timer and initiate the Service Request procedure.

The Mobility Management back-off timer shall not impact Cell/RAT and PLMN change. Cell/RAT and TA change do not stop the Mobility Management back-off timer. The Mobility Management back-off timer shall not be a trigger for PLMN reselection. The back-off timer is stopped as defined in TS 24.301 [46] when a new PLMN that is not an equivalent PLMN is accessed.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the MME should select the Mobility Management back-off timer value so that the deferred requests are not synchronized.

The MME should not reject Tracking Area Update procedures that are performed in connected mode, i.e. when performed as part of a handover.

For idle mode inter CN node mobility, the MME may reject Tracking Area Update procedures and include a Mobility Management back off timer value in the Tracking Area Reject message.

If the MME rejects Tracking Area Update request or Service request or sends Detach request with a Mobility Management back-off timer which is larger than the sum of the UE's periodic TAU timer plus the Implicit Detach timer, the MME should adjust the mobile reachable timer and/or Implicit Detach timer such that the MME does not implicitly detach the UE while the Mobility Management back-off timer is running.

NOTE:
This is to minimize unneeded signalling after the Mobility Management back-off timer expires.
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