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Abstract of the contribution: It proposes further clarifications for the device trigger requirements specifically looking at trigger information and its usage by PLMN functionality.
Discussion 
This paper discusses trigger information or parameters that are needed for device triggering and that are not yet considered as trigger requirements.

Trigger information used for charging

During discussions about trigger info also charging of triggers was considered. While there is so far no overall model with it may be assumed that triggering at MTCsp needs to be accounted per MTC user. An MTC user may have multiple applications sharing a device, perhaps by subcontracting. The accounting might therefore also need to record the application related with the trigger.
Trigger information for identifying the PDP/PDN connection
The device trigger feature implies the establishment of a PDP/PDN connection, when the required connection is not already active. The trigger information needs to provide parameters that are suited to identify the PDP/PDN connection when more connections than just the default connection are used by a UE.
It is assumed that the APN should be retained within the PLMN and not to be known by an MTC server. I.e. the APN is no trigger info for MTCsp. With this assumption there are two different approaches for the 3GPP system internal part of the trigger feature, i.e. for the PDP/PDN connection setup:

1) The 3GPP system asks the UE to establish a PDP/PDN connection, indicating an APN derived from “MTCsp trigger info” when more than just default APN used by UE.
2) The 3GPP system delivers “UE trigger info” received at MTCsp transparently to the UE. The UE derives the APN from “UE trigger info” and requests the PDP/PDN establishment of a UE configured context.
Comparison of means for deriving the APN
1) network derives APN:

-
requires mapping from MTCsp trigger info or from the used MTCsp instance to an APN if more APNs than just default APN are needed
+
separation of trigger event and user plane data, i.e. no need for charging to analyse content of trigger info

+
does not require the application design to cope with two separate APIs (i.e. trigger info in CP would provide another interface in parallel to the UP interface), only UP used for application data, incl. trigger info
+
aligns with other services that may be offered at MTCsp, e.g. the MTC server may query the status of the connection, request connection release or ask for some charging status. This requires knowledge of the APN if multiple are used.
+
mapping configuration/knowledge needed in network only, e.g. does not require the UE to be configured with application to APN mapping, bulk update for many UEs with same configuration possible within network
+
the network can verify whether the triggering of the connection setup was successful.

+
the network can avoid sending CP data / triggers to the UE when the connection is already active, e.g. for another application

+
the network has more information for authorising the trigger request

(+)
transparent data transfer via CP is not needed, but if wanted it is possible. However it comes with the related issues/drawbacks of potential user data in trigger info.
2) UE maps trigger info to an APN (assuming reuse of WAP push approach):

-
delivery of trigger info via CP, may require extensive data transfer via control channel depending trigger info (e.g. a URL identifying the application, cryptographic data for trigger authorisation)

-
transfer of application data may require analysis of transparent “UE trigger info” for charging

+
has commonalities with WAP push, allowing for reuse, comes however with some complexity:

- 
requires security functions in UE for authorising requests, while radio resources are already used for transferring “UE trigger info”

- 
requires UE internal routing of trigger info to applications based on trigger info when different APNs are used/supported

- 
requires registration of applications with an authority
- 
is defined for integrated UE, handling of separate PDPs for separate TEs is open
- 
additional parameters, like access priority of the PDP/PDN, need to be specified by another SDO
-
cannot authorise trigger by network, only by UE

-
at MTCsp the network can confirm only delivery of “UE trigger info” as there is no relation to a PDP
-
network cannot know whether the to be triggered PDP is already active, i.e. it will do always CP transfer
- 
UE needs to be configured with “UE trigger info” to APN mapping, possibly update via OTA needed
Conclusion about deriving APN

Considering the pros and cons it is suggested that the network derives the APN if a UE needs to support more than the default PDN connection.

Trigger information indicating priority
Priority needs to be known by the network to handle overload situations, e.g. of too many triggers of for controlling amount of triggered connection setups depending on network load. This requires also that the network knows about triggering, i.e. transparent data transfer of “UE trigger info” cannot indicate whether there is subsequent activity loading the network. Further priority the UE may need for deriving the access priority that has to be used for the PDP/PDN that should be set up.
Trigger information indicating a validity period
Not clear from service requirements but proposed by some solutions and perhaps needed for managing the network load the network may need to be able to store a trigger request for later execution. Perhaps also usable for cases when the UE is not reachable, avoiding additional traffic from MTC server for periodic re-requests by the MTC server. Validity period indicates how long the network should keep the trigger request if the trigger cannot be delivered to the device.
 

Proposal
Following the discussion it is proposed to update trigger requirements accordingly in TR 23.888 v1.3.0.

First change
5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers. 
-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This MTCsp interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.



-
shall allow for providing a validity or life time that indicates how long the network should store the trigger request when it cannot be delivered to the UE, e.g. when the UE is not reachable or when load control prevents immediate delivery

-
PLMNs supporting the MTC device trigger feature shall be able to collect appropriate CDRs for each trigger delivered to a UE.
NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
The network shall be able to report the success or failure of the trigger (e.g. due to network congestion) to the MTC server, if so requested by the MTC Server.


-
In the triggering request to the PLMN the MTC Server shall use an identifier to indicate the MTC Device that is required to be triggered. The identifier used:

- can be a new identifier; or

- can be an existing identifier such as an IMSI.

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.
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