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Abstract of the contribution: This contribution proposes to do some complement for description in Policy and QoS interworking related clauses in TS 23.139.
1. Introduction

There are some errors in Policy and QoS interworking related clauses and this contribution propose to correct them. The following clauses have been revised.
2 References
3.2 Abbreviations

6.3. Policy and QoS interworking
6.3.1 Genera
6.3.2 Downlink

   6.3.6 Multiple IPsec tunnel Child SAs support
2. Proposal
The following changes are proposed in TS 23.139:
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "GPRS Enhancements for E-UTRAN Access".

[3]
3GPP TS 23 402: "Architecture enhancements for Non-3GPP Accesses ".

[4] 
3GPP TS 23.203: “Policy and charging control architecture”.
[5] 
3GPP TS 22.278: “Service requirements for the Evolved Packet System (EPS)”.
[6] 
Broadband Forum WT-203: “Interworking between Next Generation Fixed and 3GPP Wireless Access” (work in progress).
[7]
Broadband Forum TR-058: “ Multi-service Architecture and Framework Requirements “ September 2003. 
[8]
Broadband Forum TR-101: “Migration to Ethernet-based DSL Aggregation“ April 2006. 
[9]
3GPP TS 23.261: “IP Flow Mobility and seamless WLAN offload “.
[10]
Broadband Forum WT-145: “Multi-service Broadband Network Functional Modules and Architecture “ (work in progress). 
[11]
Broadband Forum WT-134: “Policy Control Framework “ (work in progress). 
[12]
3GPP TS 25.467: “UTRAN architecture for 3G Home Node B (HNB); Stage 2”.
[13]
3GPP TS 36.300: “Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2”.
[14]
3GPP TS 22.220: “Service requirements for Home Node B (HNB) and Home eNode B (HeNB)”.
[15] 
3GPP TS 33.320: “Security of Home Node B (HNB) / Home evolved Node B (HeNB).”
[16]
3GPP TS 33.210: “Network Domain Security; IP network layer security”.
[17]
3GPP TS 33.310: “Network Domain Security (NDS); Authentication Framework (AF)”.
[18] 
Void.
[19]
3GPP TS 29.274: "General Packet Radio Service (GPRS); Evolved GPRS Tunnelling Protocol (eGTP) for EPS".
[20]
Broadband Forum TR-092: “Broadband Remote Access Server (BRAS) Requirements”.
[21]
Broadband Forum TR-124 Issues 2: “Functional Requirements for Broadband RG Devices”.
[22]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[23]
3GPP TS 33.402: “Security aspects of non-3GPP accesses”.
[24]
3GPP TS 23.003: “Numbering, addressing and identification".
[25]
3GPP TS 29.273: “3GPP EPS AAA interfaces”.
[x]
Broadband Forum TR-059: “Architecture Requirements for the Support of QoS-Enabled IP Service“ September 2003. 
[y] 
IETF RFC 4301: "Security Architecture for the Internet Protocol".
* * * Second Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BRAS
Broadband Remote Access Server

BNG
Broadband Network Gateway

BPCF
Broadband Policy Control Function
DSCP
Differentiated Services (Diffserv) Code Point
DSMIPv6
Dual-Stack MIPv6

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

MME
Mobility Management Entity

P‑GW
PDN Gateway

PMIP/PMIPv6
Proxy Mobile IP version 6

RG
Residential Gateway

S‑GW
Serving GW

* * * Third Change * * * *

6.3.1
Generic
This clause describes how to detect and classify IP packets for the purpose of QoS treatment in the Fixed Broadband Access network. The solution is based on DSCP marking of packets traversing the Fixed Broadband Access network. The Fixed Broadband Access network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets. The solution assumes functionality in the BBF domain, all these functions are out-of-scope for 3GPP; also, these functions may or may not be implemented depending on the agreement between 3GPP and Fixed Broadband Access operator, these functions are described for information only.
Fixed Broadband Access network currently supports the DSCP marking as specified in BBF TR-092 [20] for BRAS, in BBF TR‑101 [8] for Access Nodes and Aggregation Nodes and in BBF TR-124 Issues 2 [21] for the RG. 
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Figure 6.3.1-1. Packet classification and packet forwarding treatment in a 3GPP-Fixed Broadband Access interworking scenario. 
The figure 6.3.1-1 is simplified and the intermediate transport network entities are not shown. The details of traffic handling in the Fixed Broadband Access domain are out of 3GPP scope.
In order to support QoS in Fixed Broadband Access:

· The BPCF needs to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the Fixed Broadband Access network as specified in BBF WT-203 [6].

· The BRAS/BNG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header as specified in BBF TR-059 [x].

· The RG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header based on pre-provisioned rules in the RG as specified in BBF TR-059 [x].
· If the UE implements reflective QoS and the Fixed Broadband Access network needs to be protected from a misbehaving UE, Fixed Broadband Access needs to implement protective measures (e.g per-UE bandwidth limitation in the RG or in the BNG).
* * * Forth Change * * * *

6.3.2
Downlink

For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402 [3]. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG shall copy that marking to the new outer header unless DSCP remapping is performed as defined in clause 6.3.4.
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401 [2]. The SeGW shall copy that marking to the new outer header unless DSCP remapping is performed as defined in clause 6.3.4.
The BRAS/BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW,  may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header. 

For the control plane in the H(e)NB case, the QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the relevant network entity (e.g. H(e)MS, MME/SGSN) for downlink. The relevant message traffic thus may be marked with the appropriate DSCP according to the preconfigured QoS. The SeGW shall copy this DSCP if it exists from the inner header to the outer header.

NOTE: 
It is assumed that the MME/SGSN set the DSCP value of signalling traffic independently whether there is H(e)NB or not. 
* * * Fifth Change * * * *

6.3.6
Multiple IPsec tunnel Child SAs support

RFC 4301 [y] clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same IPsec Security Association (SA) and if the receiver is employing the optional anti-replay feature available in both AH and ESP; this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature. If this anti-replay feature is implemented then the ePDG/SeGW (downlink) and UE/H(e)NB (uplink) should map IP flows of different DSCP to different child SA to avoid this problem. 
When the H(e)NB power on, depending on the operator’s policy, multiple IPSec child SAs with or without different DSCP characteristic are established between H(e)NB and the SeGW. 

When a right child SA is not found a new child SA shall be created by the ePDG/SeGW (downlink) and UE/H(e)NB (uplink).

The increase of the anti-replay window size can also be used but it does not guarantee that packets will not be discarded.
3GPP

SA WG2 TD


_1367156592.doc
[image: image1.emf]Fixed


Access Node


Mobile


Terminal


Residential


Gateway BNG PDN-GW


Internet


Video


Voice


Ensuring QoS here (e.g., on WIFI) is out-of-scope


Different Possibilities with Different Levels of Granularity 


Packet filters (TFTs). PDN GW 


performs DSCP marking in down-link 


based on QCI of packet.


Fixed


Access Node


Mobile


Terminal


Residential


Gateway BNG PDN-GW


Internet


Video


Voice


Ensuring QoS here (e.g., on WIFI) is out-of-scope


Different Possibilities with Different Levels of Granularity 


Packet filters (TFTs). PDN GW 


performs DSCP marking in down-link 


based on QCI of packet.

















































































































