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Currently, the ANDSF MO is of significant size, creating challenges for its full support on both client and server. This paper highlights some issues that may result through enhancing ANDSF data with further data/traffic identification based rules, including the increased complexity of the ANDSF rules, issues with traffic identify capabilities and unclear specifications on how to perform UE location updates or UE capability exchange. 
Introduction
DIDA is a recently approved 3GPP SA2 Work Item which is targeted at improvement of data identification capabilities that UEs currently possess for the purposes of improved management of non-seamless WLAN offload.   The DIDA work item is authorized with developing ANDSF (essentially ISRP-like) enhancements to enable traffic identification based on the following criteria:

· Throughput:  identifying traffic based on the total amount of data they are sending/receiving.    

· Application:  identifying traffic based on application ID/name/etc.  

· Content type: identifying traffic based on the type of content (e.g. video, audio, data, control, etc.).   

· Destination domain: identifying traffic based on the destination domain - more specifically the fully qualified destination name – or FQDN – in the web request.  
· Other identification criteria may be added as work on DIDA progresses. 
It should be noted that the ANDSF MO is already large – 1-2 orders of magnitude larger than other OMA DM MOs defined by 3GPP.   This is already generating implementation concerns both on the client and the server side with many implementations likely to support only a small sub-set of the elements defined.   The DIDA proposals are likely to further increase the size of the ANDSF MO, with each traffic management type,  for example by significantly increasing the size of existing ISRP sub-trees. .   

Many UEs will likely be capable of supporting only a subset of traffic identification types, thus the overhead of delivering the huge MO to the UE is mostly wasted, as is the overhead of processing and storing it at the server and the UE.   However, the current ANDSF framework leaves the operator and equipment providers with few options:

· Support the full DIDA-enhanced ANDSF MO.

· Have the operator decide which (limited set of) traffic identification types it wants to support and require equipment providers to support such a set.  

The first approach suffers from technical problems of overhead and implementation complexity and scalability, as noted above.  The second approach is un-desirable since it forces an operator-customized implementation on the user equipment, which may result in lower consumer choice, higher cost and, ultimately, unhappier consumer base.  Consequently, other alternatives should be considered.  
The ANDSF specification in 3GPP, specifies that the UE can retrieve ANDSF information, rules and policies either through Push mode or Pull mode procedures. Furthermore, the procedures allow for the UE to request a subset of ANDSF information and for the ANDSF to provide to the UE the requested subset of the ANDSF MO, rather than the entire MO. 3GPP Stage 2 requirements go further and state the following in 3GPP TS 23.402:
"The ANDSF shall be able to limit the amount of information provided to the UE based e.g. on the UE's current location, UE capabilities, etc. The ANDSF shall be able to limit the load caused by the UE initiated requests towards the ANDSF."
However, this requirement is not explicitly expanded upon at stage 3, thus providing no procedures on how the UE can send to the ANDSF information on its location and capabilities. 

In this paper we show how UE capabilities, related to traffic identification, should be indicated to the ANDSF to ensure that the ANDSF sends only DIDA policies/rules that the UE can actually use. Furthermore, the paper highlights the deficiencies in technical specifications for providing procedures on how the ANDSF learns of the updated location for a UE. 

UE updates its location with ANDSF

Within the ANDSF MO, there is a leaf for UE location. Stage 3 (TS 24.302) even goes as far as stating the UE can provide its location to the ANDSF.
"The UE may provide to ANDSF the UE's location information including, if available, the location parameters (for example, cell identities) associated with the Radio Access Networks the UE has discovered in its current location at the time the UE sends a query to ANDSF"
However, missing from both stage 2 and stage 3 3GPP specifications are procedures for how UE location is updated in the ANDSF. Can this information be carried in the OMA DM messages used to initiate the Pull Mode ANDSF procedures? Alternatively, is the ANDSF updated with UE location through means external to the S14 communication (e.g., via the location update procedure)? 
ANDSF issues exacerbated by DIDA

DIDA introduces traffic identification types such as throughput, application type, content type and destination domain. However, UEs may implement various traffic identification mechanisms (not necessarily in scope of 3GPP). 

Based on our survey of the industry, a number of potential techniques can be used for traffic identification.   We list the most obvious candidates and provide a brief description of each.   

A. IP Packet header inspection.   This technique is best implemented in the kernel space of a typical UE OS.   It identifies traffic based on the information contained in the header of the IP packet.   Although it involves a user-plane filter which needs to look at every IP datagram, this is an operation that is likely required to support any per-flow operation (e.g. IFOM).  Thus, the incremental complexity of this technique is likely to be low and likelihood of it being supported by Release 11 UEs is high.  

B. L4 (i.e. TCP/UDP) Traffic Monitoring .   This is a technique that is capable of looking at the L4 traffic to obtain key statistics (e.g. throughput, congestion, etc.).    It is most likely implemented in the kernel space of a typical UE OS.   Its complexity depends on the specific measurement to be performed, however, it is likely to be low (i.e. measurement requiring a lot of processing are not likely to be used).   However, there is currently no other reason for a 3GPP UE to implement this feature.

C. Application Monitoring.    This is a technique which uses OS provided capability to match active applications with active sockets.   The sockets are then easily matched to the IP flows.   It is a relatively low complexity application which may be implemented in user space on the device (assuming some required interface capability by the OS).   This will also make is easier to ensure that it can be widely supported as it can be provided using a “APP download” approach.
D. 3GPP-specific application interface.   This is a 3GPP-specific application interface, for example an enhanced socket interface that may allow applications to specify things such as the type of traffic to be used (i.e. QoS Class), multimedia codec used, etc.   This requires a 3GPP specification, but moreover, it would require mobile application developers to adopt the use of such an enhanced interface.   The implementation would require changed to the OS kernel, but the complexity is likely to be low.  
E. Packet Inspection.  This is a set of techniques that looks inside IP traffic to iprovide precise identification of the traffic in the packet.  Well-known techniques exist, known as “Deep Packet Inspection” (DPI).   However these are designed for network-operations, such as firewalls and the recently proposed Traffic Detection Functions (TDFs) for the Core Network.  They tend to be of high complexity – and while running DPI on the UE is not out of the question the use of DPI on the UE must be highly judicious.  
Another issue is that the depth to which packet inspection is needed is often variable.   Determining what application protocol is used (e.g. FTP vs. HTTP vs. something else), finding FQDN from a DNS exchange (and detecting said exchange with a larger stream of IP traffic) may requires some complexity.  Separating traffic of particular content type (or coded by a particular codec) which may be embedded into a broader IP flow requires a very different level of inspection.     
Accordingly in our analysis we shall want to make a distinction between superficial packet inspection techniques (which we’ll call E1) and deep packet inspection techniques (E2).   We note however, that each one of these categories may, itself, encompass different – and incompatible – techniques.  
Other traffic detection techniques may also be available, with different traffic identification capabilities. The critical point to note is that not all techniques can support all traffic detection types – and, vice versa.   Moreover, as we noted, not all traffic detection techniques are likely to be implemented.  Thus, what the UE can do depends very much on what kind of traffic detection it is capable of performing.  The relationships between the two are summarized in Table 1 (note that a check mark in a cell means that the technique can support traffic detection type only to some degree – different techniques will do so to different degrees).  
Table 1  Relationship between traffic detection types and traffic detection techniques

	Traffic Det. Type
	A
	B
	C
	D
	E1
	E2

	APN Name
	√
	
	
	√
	
	

	IP Header (i.e. the 5-tuple)
	√
	
	
	
	
	

	Throughput
	
	√
	
	
	
	

	Application Name/ID
	
	
	√
	√
	
	

	Content Type
	√
	
	
	√
	
	√

	FQDN
	√
	
	
	
	√
	√

	Protocol
	√
	
	√
	
	√
	√

	Codec
	√
	
	
	√
	
	√


To summarize the discussion above, we note that the various traffic type identification schemes which would potentially be proposed by DIDA are likely to place significant strain on the existing ANDSF mechanisms.   Moreover, in many ways this is avoidable if information can be provided to the UE selectively.   
Conclusions
Currently, there are no clear specifications on how the UE provides location information to the ANDSF. This needs to be clarified at both stage 2 and at stage 3, via CRs to 23.402, and the appropriate stage 3 specifications (24.302, 24.312). 

Moreover, it is anticipated that the expansion of the ANDSF MO to cover the various scenarios associated with new traffic detection types and techniques which can be used to address them will create numerous challenges and introduce significant overhead to the protocol.   The group should study and propose solutions to this problem.  

Proposals

It is proposed that the following in incorporated into TR 23.855.

4.3
Traffic identification capabilities

4.3.1
General

UEs may implement various traffic identification mechanisms (not necessarily in scope of 3GPP). As a result, the UE's capabilities to identify various traffic types considered in subcaluse 4.2 may vary depending on the traffic identification mechanisms used. Not all traffic identification techniques can support all traffic detection types and, vice versa. Moreover, not all traffic detection techniques are likely to be implemented. ISRPs enhanced with traffic identification criteria are only useful if they can be utilized by the UE. Furthermore, providing the UE with only a subset of traffic identification based policies results in more efficient use of the ANDSF information by both the UE and ANDSF server. 
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