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* * * Start of 1st Change * * *  
4.5
Application Detection and Control

The application detection and control feature comprise the request to detect the specified application traffic, report to the PCRF on the start or stop of application traffic and/or the change of the service data flow templates and to apply the specified enforcement actions.
Two models may be applied, depending on operator requirements: solicited and unsolicited application reporting.

Solicited application reporting: The PCRF shall instruct the TDF, or the PCEF, on which applications to detect and report to the PCRF by activating the appropriate ADC rules. The PCRF may, in a dynamic ADC rule, instruct the TDF or PCEF what enforcement actions to apply for the detected application traffic. The PCRF may activate application detection only if user profile configuration allows this.

Unsolicited application reporting: The TDF is pre-configured on which applications to detect and report. The enforcement is done in the PCEF. It is assumed that user profile configuration indicating whether application detection and control should be enabled is not required.

The report to the PCRF shall include the same information for solicited and unsolicited application reporting that is whether the report is for start or stop of application traffic and/or the change of the service data flow templates, the detected Application Identifier and, if available, the service data flow descriptions for the application user plane traffic.

For the solicited application reporting model:

-
For those cases, where service data flow description for the detected applications is not possible to be provided by the TDF to the PCRF, the TDF shall perform gating, redirection and bandwidth limitation for the detected applications, if required. The existing PCEF/BBERF functionality remains unchanged.

NOTE 1:
Redirection may not be possible for all types of detected application traffic (e.g. this may only be performed on specific HTTP based flows).

-
For those cases, where service data flow description is provided by the TDF to the PCRF, the actions resulting of application detection may be performed by the PCEF, as part of the charging and policy enforcement per service data flow and by the BBERF for bearer binding as defined in this document, or may be performed by the TDF as described above.

The application detection and control shall be implemented either by the TDF or by PCEF enhanced with application detection and control feature.

For the solicited application reporting, in case the standalone TDF is involved in the communication and required to apply enforcement actions, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with ADC rules in order to ensure consistent service delivery.

NOTE 2:
The following is example of alignment which may be done by PCRF in case the standalone TDF is involved in the communication: Gate/redirection enforcement. There shall be no contradiction between PCC rules gate/redirection status and ADC rules gate/redirection status. Note: This mean that, for example, when a P2P traffic has to be gated (blocked) at the TDF, the P2P traffic shall not get redirected at the PCEF, and traffic shall not get gated (blocked) at the PCEF but rather let through.

Usage monitoring, as described in clause 4.4, may be activated in conjunction with application detection. If activated, the capability shall be applied at detected application level. The usage monitoring functionality is only applicable to solicited application reporting model.

* * * End of 1st Change* * * *

* * * Start of 2nd Change * * *  
5.2.2
Gx reference point

The Gx reference point resides between the PCEF and the PCRF.

The Gx reference point enables a PCRF to have dynamic control over the PCC behaviour at a PCEF.

The Gx reference point enables the signalling of PCC decision, which governs the PCC behaviour, and it supports the following functions:

-
Request for PCC decision from PCEF to PCRF;

-
Provision of IP flow mobility routing information from PCEF to PCRF; this applies only when IP flow mobility as defined in TS 23.261 [23] is supported;

-
Provision of PCC decision from PCRF to PCEF;

-
Reporting of the start and the stop and/or change of a detected applications and transfer of service data flow descriptions for detected applications, if available, from the PCEF to the PCRF;

-
Delivery of IP‑CAN-specific parameters from PCRF to PCEF or from PCEF to PCRF; this applies only when Gxx is deployed.

-
Negotiation of IP‑CAN bearer establishment mode (UE-only or UE/NW);

-
Termination of Gx session (corresponding to an IP‑CAN session) by PCEF or PCRF.

NOTE:
The PCRF decision to termination an Gx session is based on operator policies. It should only occur in rare situations (e.g. the removal of a UE subscription) to avoid service interruption due to the termination of the IP‑CAN session.

A PCC decision consists of zero or more PCC rule(s) and IP‑CAN attributes. The information contained in a PCC rule is defined in clause 6.3.
* * * End of 2nd Change* * * *

* * * Start of 3rd Change * * *  
5.2.6
S9 reference point

The S9 reference point resides between a PCRF in the HPLMN (H‑PCRF) and a PCRF in the VPLMN (V‑PCRF).

For roaming with a visited access (PCEF and, if applicable, BBERF in the visited network), the S9 reference point enables the H‑PCRF to (via the V‑PCRF):

-
have dynamic PCC control, including the PCEF and, if applicable, BBERF, and, if applicable, TDF, in the VPLMN;

-
deliver or receive IP‑CAN-specific parameters from both the PCEF and, if applicable, BBERF, in the VPLMN;

-
serve Rx authorizations and event subscriptions from an AF in the VPLMN;

-
receive Application Identifier, service flow descriptions, if available, and application detection start/stop/the  change of  the service data flow templates event triggers report.
For roaming with a home routed access, the S9 enables the H‑PCRF to provide dynamic QoS control policies from the HPLMN, via a V‑PCRF, to a BBERF in the VPLMN.

* * * End of 3rd Change* * * *
* * * Start of 4th Change * * *  
5.2.8
Sd reference point

The Sd reference point resides between the PCRF and the standalone TDF.

The Sd reference point enables a PCRF to have dynamic control over the application detection and control behaviour at a TDF.

The Sd reference point enables the communication between TDF and PCRF for the purpose of:

1.
Establishment of TDF session between PCRF and TDF;

2.
Termination of TDF session between PCRF and TDF;

3.
Provision of Application Detection and Control decision from the PCRF for the purpose of traffic detection and enforcement at the TDF;

4.
Reporting of the start and the stop and/or the change of the service data flow templates of a detected applications and transfer of service data flow descriptions for detected applications, if available, from the TDF to the PCRF,


While 1-4 are relevant for solicited application reporting; only 4 is relevant for unsolicited application reporting.

An ADC decision consists of zero or more ADC rule(s) and notification event triggers. The information contained in an ADC rule is defined in clause 6.8.
* * * End of 4th Change* * * *

* * * Start of 5th Change * * *  
6.1.4
Event Triggers

The Event Reporting Function (ERF) performs event trigger detection. When an event matching the event trigger occurs, the ERF shall report the occurred event to the PCRF. The Event Reporting Function is located either at the PCEF or, at the BBERF (if applicable) or, at the TDF for solicited application reporting (if applicable).

The event triggers define the conditions when the ERF shall interact again with PCRF after an IP‑CAN session establishment. The event triggers that are required in procedures shall be unconditionally reported from the ERF, while the PCRF may subscribe to the remaining events. Whether an event trigger requires a subscription by the PCRF is indicated in column 4 in table 6.2 below.

The PCRF subscribes to new event triggers or remove armed event triggers unsolicited at any time or upon receiving event report or rule request from the ERF (PCEF or BBERF or TDF) using the Provision of PCC Rules procedure or the Provision of QoS Rules procedure (if applicable) or the Provision of ADC Rules procedure (if applicable). If the provided event triggers are associated with certain parameter values then the ERF shall include those values in the response back to the PCRF. Event triggers are associated with all rules at the ERF of an IP‑CAN session (ERF is located at PCEF) or Gateway Control session (ERF is located at BBERF) or with Traffic Detection session (ERF is located in TDF). Event triggers determine when the ERF shall signal to the PCRF that an IP‑CAN bearer has been modified. It shall be possible the ERF to react on the event triggers listed in table 6.2.

Table 6.2: Event triggers

	Event trigger
	Description
	Reported from
	Condition for reporting

	PLMN change
	The UE has moved to another operators' domain.
	PCEF
	PCRF

	QoS change
	The QoS of the IP‑CAN bearer has changed (note 3).
	PCEF, BBERF
	PCRF

	QoS change exceeding authorization
	The QoS of the IP‑CAN bearer has changed and exceeds the authorized QoS (note 3).
	PCEF
	PCRF

	Traffic mapping information change
	The traffic mapping information of the IP‑CAN bearer has changed (note 3).
	PCEF
	Always set

	Resource modification request
	A request for resource modification has been received by the BBERF/PCEF (note 6).
	PCEF, BBERF
	Always set

	Routing information change
	The IP flow mobility routing information has changed
	PCEF
	Always set if IP flow mobility is supported

	Change in type of IP‑CAN (see note 1)
	The access type of the IP‑CAN bearer has changed.
	PCEF
	PCRF

	Loss/recovery of transmission resources
	The IP‑CAN transmission resources are no longer usable/again usable.
	PCEF, BBERF
	PCRF

	Location change (serving cell)
	The serving cell of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving area)
(see note 4)
	The serving area of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving CN node)
(see note 5)
	The serving core network node of the UE has changed.
	PCEF, BBERF
	PCRF

	Out of credit
	Credit is no longer available.
	PCEF
	PCRF

	Enforced PCC rule request
	PCEF is performing a PCC rules request as instructed by the PCRF.
	PCEF
	PCRF

	UE IP address change
	A UE IP address has been allocated/released
	PCEF
	Always set

	Access Network Charging Correlation Information
	Access Network Charging Correlation Information has been assigned.
	PCEF
	PCRF

	Usage report

(see note 7)


	The IP-CAN session or the Monitoring key specific resources consumed by a UE either reached the threshold or needs to be reported for other reasons.
	PCEF, TDF
	PCRF

	Start of application traffic detection and

Stop of application traffic detection and service data flow template changes within one ADC rule (see note 8)
	The start or the stop of application traffic has been detected.
	PCEF, TDF
	PCRF

	NOTE 1:
This list is not exhaustive. Events specific for each IP‑CAN are specified in clause A.

NOTE 2:
A change in the type of IP‑CAN may also result in a change in the PLMN.

NOTE 3:
Available only when the bearer binding mechanism is allocated to the PCRF.

NOTE 4:
A change in the serving area may also result in a change in the serving cell, and a change in the serving CN node.

NOTE 5:
A change in the serving CN node may also result in a change in the serving cell, and possibly a change in the serving area.

NOTE 6:
Available only when the IP‑CAN supports corresponding procedures for bearer independent resource requests.

NOTE 7:
Usage is defined as volume of user plane traffic.

NOTE 8:
The start , stop and/or service data flow template changes of application traffic detection are separate event triggers, but received under the same subscription from PCRF.


If the Location change trigger is armed, the relevant IP‑CAN specific procedure shall be implemented to report any changes in location to the level indicated by the trigger. If credit-authorization triggers and event triggers require different levels of reporting of location change for a single UE, the location to be reported should be changed to the highest level of detail required. However, there should be no request being triggered for PCC rules or QoS rules (if applicable) update to the PCRF if the report received is more detailed than requested by the PCRF.

IP‑CAN bearer modifications, which do not match any event trigger shall cause no interaction with the PCRF.

The QoS change event trigger shall trigger the PCRF interaction for all changes of the IP‑CAN bearer QoS. The QoS change exceeding authorization event trigger shall only trigger the PCRF interaction for those changes that exceed the QoS of the IP‑CAN bearer that has been authorized by the PCRF previously. The ERF shall check the QoS class identifier and the bandwidth.

The Resource modification request event trigger shall trigger the PCRF interaction for all resource modification requests not tied to a specific IP‑CAN bearer received by PCEF/BBERF. The resource modification request received by PCEF/BBERF may include request for guaranteed bit rate changes for a traffic aggregate and/or the association/disassociation of a traffic aggregate with a QCI and/or a modification of a traffic aggregate.

The routing information change event trigger shall trigger the PCRF interaction for any change in how the IP flow is routed (i.e. IP flow mobility routing rules). The routing information change received by the PCEF is specified in TS 23.261 [23].

The enforced PCC rule request event trigger shall trigger a PCEF interaction to request PCC rules from the PCRF for an established IP‑CAN session. This PCEF interaction shall take place within the Revalidation time limit set by the PCRF in the IP‑CAN session related policy information (clause 6.4).

NOTE:
This enforced PCC rule request mechanism can be used to avoid signalling overload situations e.g. due to time of day based PCC rule changes.

The UE IP address change event trigger applies to the PCEF only and shall trigger a PCEF interaction with the PCRF in case a UE IPv4 address is allocated or released during the lifetime of the IP‑CAN session.

The Access Network Charging Correlation Information event shall trigger the PCEF to report the assigned access network charging identifier for the PCC rules that are accompanied with a request for this event at activation.

If the Usage report event trigger is set then the PCRF shall also provide applicable usage thresholds for the Monitoring key(s) that are subject to usage monitoring in the requested node (PCEF or TDF).

If the Usage report event trigger is set and the volume thresholds, earlier provided by the PCRF, are reached, the PCEF or TDF (whichever received the event trigger) shall report this event to the PCRF.

The Start of application traffic detection and Stop of application traffic detection and service data flow template changes events shall trigger a PCEF or a TDF interaction with PCRF once the requested application traffic is detected (i.e. Start of application traffic detection) or the end of the requested application traffic is detected (i.e. Stop of application traffic detection) or the changes of the subscribered service data flow templates  within one ADC rule for the solicited application reporting. The Application Identifier and service flow descriptions, if available, shall also be included in the report.
* * * End of 5th Change* * * *

* * * Start of 6th Change * * *  
6.2.2.5
Application Detection

The PCEF shall detect Start , Stop and/or  service data flow templates changes  of application traffic for the Application Detection and Control (ADC) rules that the PCRF has activated at the PCEF. The PCEF shall report, if the PCRF has subscribed to the event, the Start /Stop of application and service data flow templates change event triggers to the PCRF indicating the ADC rule identifier, Application identifier and, for the Start of application event trigger and, if deducible, the filters to use for detecting that application traffic with a dynamic PCC rule.

The PCEF shall consider all the traffic in the IP-CAN session for detection with an ADC rule.
* * * End of 6th Change* * * *

* * * Start of 7th Change * * *  
6.8
Application Detection and Control Rule

6.8.1
General

The Application Detection and Control rule (ADC rule) comprises the information that is required in order to:

-
identify the rule;

-
detect the Start , Stop of traffic and/or  Change of service data flow templates for a certain application;

-
apply enforcement actions for the application traffic detected by the rule.

ADC rules definitions are assumed to be directly provisioned into the PCEF enhanced with application detection and control feature or TDF and referenced by the PCRF with the ADC Rule identifier.

NOTE 1:

The method to perform the detection, in particular for the Start , Stop and/or  Change of service data flow templates, may extend beyond the IP header, the ADC rules are assumed to be locally provisioned into the PCEF or TDF. The procedure is out of scope for this document.

Two types of ADC rules exist.: Pre-defined and dynamic ADC rules. A predefined ADC rule is constant and shall not be changed. Parameters of a dynamic ADC rule can be modified by the PCRF as defined in Table 6.8.

The pre-defined ADC rules may be used in a non-roaming situation.

There are defined procedures for activation, modification and deactivation of ADC rules (as described in clause 6.8.2). The PCRF may activate, modify and deactivate an ADC rule at any time. The modification procedure is applicable to dynamic ADC rules only.

Upon detecting start or stop of application traffic and/or change of service data flow templates for the corresponding ADC rule, the PCEF or TDF shall notify the PCRF, if originally controlled by the PCRF, of the start or stop of application's traffic.

The operator defines the ADC rules.

Table 6.8 lists the information contained in a ADC rule, including the information element name, the description and whether the PCRF may modify this information in a dynamic ADC rule which is active in the TDF. The Category field indicates if a certain piece of information is mandatory or not for the construction of a ADC rule, i.e. if it is possible to construct a ADC rule without it.

* * * End of 7th Change* * * *

* * * Start of 8th Change * * *  
6.8.2
Application Detection and Control rule relevant operations

Application Detection and Control rule operations apply for solicited reporting and consist of activation, modification and deactivation of ADC rules.

Activation: The PCRF provides the ADC Rule identifier to the PCEF or TDF. The PCRF may provide data for usage monitoring and enforcement control for a dynamic ADC rule.

An active ADC rule means that:

-
the application traffic, matching the corresponding application, is detected; and

-
Start/ or stop of application traffic and/or  change of service data flow templates is reported to the PCRF, if applicable and requested by the PCRF, in the notification for the Start, including service data flow filters for detection; and

-
monitoring and enforcement as specified within the rule is applied.

The PCRF may, at any time, modify an active, dynamic ADC rule.

The PCRF may, at any time, deactivate an active ADC rule. The IP‑CAN session termination shall deactivate all ADC rules for that IP‑CAN session.
* * * End of 8th Change* * * *

* * * Start of 9th Change * * *  
7.2
IP‑CAN Session Establishment

This clause describes the signalling flow for IP‑CAN Session establishment as well as network prefix and/or IP address assignment to the UE. The AF is not involved.
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Figure 7.2-1: IP‑CAN Session Establishment

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when a Gateway Control Session is used, the V-PCRF should proxy the Gateway Control Session Establishment information between the BBERF in the VPLMN and the H-PCRF over S9 based on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1-4) the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Establishment over S9 between the PCEF in the VPLMN and the H-PCRF. If the TDF is standalone, for the solicited application reporting, the V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H PCRF over S9. The V PCRF then provides updated PCC rules to the PCEF and ADC rules to the TDF, if appropriate.

In the non-roaming case (Figure 5.1-1) the V-PCRF is not involved.

1.
The BBERF initiates a Gateway Control Session Establishment procedure as defined in clause 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in clause 7.1).

2.
The GW(PCEF) receives a request for IP‑CAN Bearer establishment. A PDN Connection Identifier may be included in the request. The GW(PCEF) accepts the request and assigns an IP address and (if requested) network prefix for the user.

3.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information: UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the IP‑CAN type and the IPv4 address and IPv6 network prefix, if available, the PDN Connection Identifier received for IP‑CAN Bearer establishment and, if available, the default charging method and the IP‑CAN bearer establishment modes supported and information on whether PCEF is enhanced with TDF functionality. It may also include the TDF IP address, in case of solicited application reporting, if applicable. The PDN identifier, IP address(es) and UE identity enables identification of the IP‑CAN session. The IP‑CAN Type identifies the type of access from which the IP‑CAN session is established. If the service data flow is tunnelled at the BBERF, the PCEF shall provide information about the mobility protocol tunnelling encapsulation header. The PCEF may also include the Default Bearer QoS and APN-AMBR (applicable for case 1, as defined in clause 7.1). In case 2a the PCEF may also include charging ID information. If the GW/PCEF allocates a shorter IPv6 prefix for use with IPv6 Prefix Delegation, the GW/PCEF provides this shorter prefix as the IPv6 network prefix.

NOTE:
In case of standalone TDF and solicited application reporting, either PCEF informs PCRF with TDF IP address, or PCRF has it preconfigured per each one of PCEFs.

4.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP‑CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR. The PCRF may request notifications from the SPR on changes in the subscription information.
5.
The PCRF stores the subscription related information containing the information about the allowed service(s) and PCC Rules information, and may include MPS EPS Priority, MPS Priority Level and IMS Signalling Priority for establishing a PS session with priority and may also include user profile configuration indicating whether application detection and control should be enabled for the IP-CAN session.

6.
If the PCRF determines that the policy decision depends on the status of the policy counters available at the OCS and this is the first IP-CAN session for this subscriber and PDN-id, the PCRF sends an Initial Spending Limit Report Request as defined in clause 7.9.1.

7.
The PCRF makes the authorization and policy decision. If MPS EPS Priority, MPS Priority Level, and IMS Signalling Priority are present for the user, the PCRF takes the information into account.

8.
If the TDF is standalone, for the solicited application reporting, the PCRF requests the TDF to establish the relevant session towards PCRF and provides Application Detection and Control Rules to the TDF, as per user profile configuration. The PCRF may also subscribe to the application detection start , application detection stop and/or  the service data flow templates change event triggers.

9.
The TDF sends an Ack (accept or reject of the ADC rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 8.

10.
The PCRF sends the decision(s), including the chosen IP‑CAN bearer establishment mode, to the PCEF. The GW(PCEF) enforces the decision. The PCRF may provide the default charging method and may include the following information: the PCC Rules to activate and the Event Triggers to report. The Policy and Charging Rules allow the enforcement of policy associated with the IP‑CAN session and may allow the use of application traffic detection, as per user profile configuration, if PCEF is enhanced with TDF functionality. The Event Triggers indicate to the PCEF what events must be reported to the PCRF.

11.
If online charging is applicable, and at least one PCC rule was activated, the PCEF shall activate the online charging session, and provide relevant input information for the OCS decision. Depending on operator configuration PCEF may request credit from OCS for each charging key of the activated PCC rules.

12.
If online charging is applicable the OCS provides the possible credit information to the PCEF and may provide re-authorisation triggers for each of the credits.


In cases 2a and 2b if the OCS provides any re-authorisation trigger, which can not be monitored at the PCEF, the PCEF shall request PCRF to arrange those to be reported by the BBERF via the PCRF.

13.
If at least one PCC rule was successfully activated and if online charging is applicable, and credit was not denied by the OCS, the GW (PCEF) acknowledges the IP‑CAN Bearer Establishment Request.

14.
If network control applies the GW may initiate the establishment of additional IP-‑CAN bearers. See Annex A and Annex D for details.

15.
If the PCRF in step 8 requested an acknowledgement based on PCC rule operations, the GW (PCEF) sends the IP‑CAN Session Establishment Acknowledgement to the PCRF in order to inform the PCRF of the activated PCC rules result.

* * * End of 9th Change* * * *

* * * Start of 10th Change * * *  
7.4
IP‑CAN Session Modification

7.4.1
IP‑CAN Session Modification; GW(PCEF) initiated

This sub-clause describes the signalling flow for the IP‑CAN Session modification initiated by the GW(PCEF). These modifications include IP‑CAN bearer establishment and termination as well as modification if the triggering conditions given to the PCEF are fulfilled.

For the PCEF enhanced with TDF functionality, the reason for such a modification may be that a start or stop of application traffic and/or  the service data flow templates change that matches with one of the activated PCC Rules is detected.

The AF may be involved. An example of the scenario is authorization of a session-based service for which an IP‑CAN Session is also modified.
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Figure 7.4: IP‑CAN Session Modification; GW(PCEF) initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the H‑PCRF may initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF and proxy the information through the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V‑PCRF shall initiate the Gateway Control and QoS Rules Provisioning procedure locally without notifying the H‑PCRF. For this case the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Modification over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not shown in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

2.
The PCRF stores the service information and responds with the Acknowledgement to the AF.

3.
The GW (PCEF) may receive IP‑CAN session signalling for IP‑CAN Session modification. PDN Connection Identifier may be included in the IP‑CAN session signalling.

4.
The GW (PCEF) makes a decision to trigger IP‑CAN Session modification either caused by the previous step or based on an internal decision or, if the GW (PCEF) enhanced with TDF capabilities, the start/ stop of application traffic requested by one of the activated PCC Rules has been detected.

5.
The GW (PCEF) determines that the PCC interaction is required and sends an Indication of IP‑CAN Session modification (Event Report, affected PCC Rules, if available, the PDN Connection Identifier) to the PCRF and, if changed, the new IP‑CAN bearer establishment modes supported. If there is a limitation or termination of the transmission resources for a PCC Rule, the GW (PCEF) reports this to the PCRF. If flow mobility applies, the GW (PCEF) may include updated IP flow mobility routing information for any IP flows; the GW (PCEF) also provides an indication if default route for the IP‑CAN session is changed.

6.
The PCRF correlates the request for PCC Rules with the IP‑CAN session and service information available at the GW (PCEF).

7.
The PCRF may need to report to the AF an event related to the transmission resources if the AF requested it at initial authorisation.

8.
The AF acknowledges the event report and/or responds with the requested information.

9.
The PCRF makes the authorization and policy decision.

10.
If the TDF is standalone, for the solicited application reporting, the steps 10-11 take place. The PCRF provides all new ADC decisions to the TDF. This may include ADC Rules activation, deactivation and modification. In case of local breakout, the V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H‑PCRF over S9.

11.
The TDF sends an Ack (accept or reject of the ADC rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 10.

12.
The PCRF sends an Acknowledge of IP‑CAN Session modification (PCC Rules, Event Triggers and, if changed, the chosen IP‑CAN bearer establishment mode) to the GW (PCEF). The GW (PCEF) enforces the decision.

13.
If online charging is applicable, the GW (PCEF) may request credit for new charging keys from and/or shall issue final reports and return remaining credit for charging keys no longer active to the OCS.

14. If OCS was contacted, the OCS provides the credit information to the GW (PCEF), and/or acknowledges the credit report.

15
The GW (PCEF) acknowledges or rejects any IP‑CAN Session signalling received in step 3.


An IP‑CAN bearer establishment is accepted if at least one PCC rule is active for the IP‑CAN bearer and in case of online charging credit was not denied by the OCS. Otherwise, the IP‑CAN bearer establishment is rejected.


An IP‑CAN bearer termination is always acknowledged by the GW (PCEF).


An IP‑CAN bearer modification not upgrading the QoS and not providing traffic mapping information is always acknowledged by the GW (PCEF). An IP‑CAN bearer modification is accepted if the provided traffic mapping information is accepted by the PCRF. Otherwise, the IP‑CAN bearer modification is rejected.


In case of a GW (PCEF) internal decision the GW (PCEF) initiates any additional IP‑CAN Session signalling required for completion of the IP‑CAN Session modification (applicable for case 1).


In case the IP‑CAN session modification is due to the BBF transitioning from a BBERF in the source access-network to the PCEF, the PCEF initiates IP‑CAN bearer signalling to activate bearers in the target access network (applicable for case 1).

16.
The GW (PCEF) receives the response for the IP‑CAN Session signalling request (applicable for case 1).

17.
The GW (PCEF) sends a Provision Ack (accept or reject of the PCC rule operation(s)) to inform the PCRF about the outcome of the GW (PCEF) actions related to the decision(s) received in step 12.

NOTE 3:
For Cases 2a and 2b, the rejection of PCC rule operation can only occur as a result of online charging interaction.

18.
Based on the result of PCC rule operations, the PCRF decides whether to initiate a Gateway Control and QoS Rules provision procedure as defined in clause 7.7.4, if required to keep the PCC and QoS rules aligned (applicable for case 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, this step is performed with all the affected BBERFs.

19.
If the AF requested it, the PCRF notifies the AF of related bearer level events (e.g. transmission resources are established/released/lost).

NOTE 3:
Based on the outcome reported in this step the AF performs the appropriate action, e.g. starting charging or terminating the AF session.

20.
The AF acknowledges the notification from the PCRF.
* * * End of 10th Change* * * *
* * * Start of 11th Change * * *  
7.4.2
IP‑CAN Session Modification; PCRF initiated

This clause describes the signalling flow for the IP‑CAN Session modification initiated by the PCRF. The AF or TDF or the OCS may be involved. An example of PCRF inputs that may trigger the procedure include:

-
initiation and authorization of a session-based service for which an IP‑CAN Session is modified.

-
a change in the status of a policy counter.

IP‑CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction or TDF-interaction is also applicable here.
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Figure 7.5: IP‑CAN Session Modification; PCRF initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1a.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

1b.
Alternatively, optionally, in case of standalone TDF, the TDF detects the start/stop of a application traffic or and/or  the service data flow templates change that matches with one of the activated ADC Rules. Then, in case of solicited application reporting, for the start of traffic detection, in case the enforcement actions were provided as a part of ADC rules, the TDF shall enforce those actions.


For the solicited application reporting, if the start/stop of application traffic detection and/or  the service data flow templates change event trigger was received from PCRF, the TDF shall provide application information to the PCRF, including the ADC Rule Identifier, start or stop of application traffic detection event trigger and/or  the service data flow templates change and the service flow descriptions, if available.


For the unsolicited application reporting, the TDF shall provide application information to the PCRF, including the ADC Rule Identifier and the service data flow descriptions, if available.

1c.
Alternatively, optionally, the OCS provides a Spending Limit Report to the PCRF as described in clause 7.9.4.

2a.
The PCRF stores the service information if available and responds with the Acknowledgement to the AF. This is applicable to 1a case.

NOTE 3:
Without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the PCEF, e.g. change to configured policy.

NOTE 4:
This procedure could also be triggered by the Gateway Control and QoS Rules Request procedure as described in clause 7.7.3.

3.
The PCRF makes the authorization and policy decision.

4.
The PCRF may store the application information if available and responds with the Acknowledgement to the TDF (applicable for solicited service reporting as described in case 1b). If the TDF is standalone, for the solicited application reporting, the PCRF may provides a new ADC decisions to the TDF within this acknowledge. This may include ADC Rules activation, deactivation and modification. If the last ADC rule is deactivated, the PCRF requests the TDF to terminate the TDF session toward the PCRF. If there is no active TDF session between the TDF and the PCRF, the PCRF requests the TDF to establish the TDF session towards PCRF and provides Application Detection and Control Rules to the TDF. In case of local breakout, the V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H‑PCRF over S9.

4a.
If requested by PCRF, the TDF sends a Provision Ack (accept or reject of the ADC Rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 4.

5.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 4 is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

6.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF.

7.
The PCEF enforces the decision.

8.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

9.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

10.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW (PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 3.


An IP‑CAN bearer termination request is sent by the GW (PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

11.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

12.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

13.
If the AF requested it, the PCRF notifies the AF related bearer level events (e.g. transmission resources are established/released/lost).

14.
The AF acknowledges the notification from the PCRF.
* * * End of 11th Change* * * *
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