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Abstract of the contribution:

This contribution proposes a solution to support communications initiated by the MTC Server when the UE used for MTC is behind a NAT.

1.  Background
According to section 5.3.2 of TR 23.888, the following requirements need to be supported:

· The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IPv4 address space.

In this case a Network Address Translator (NAT) is deployed at the public/private boundary. Such NAT could be a managed-NAT or a non-managed-NAT. 
Managed-NATs are controlled by the network to put NAT bindings in the NAT. Some form of ‘control function’ is used to become aware of UE’s IP address, the expected ports to be used, and the address and port at the public side of the NAT. The binding is then configured in the NAT. 
Bindings in non-managed-NATs are not controlled by the network. Bindings in the NAT are created when the UE used for MTC initiates communications with the MTC Server.

2.  Solution Considerations

Considerations for supporting MTC Server initiated communications with the UE used for MTC include:

· MTC Server to be agnostic of the status of UE connectivity with the network (e.g., attached /detached)
· MTC Server to be agnostic of the network topology (e.g., NAT deployed or no-NAT deployed)

· MTC Server to be agnostic of the type of NAT deployed (e.g., managed-NAT or non-managed-NAT)

· MTC Server to be agnostic of the UP packet formats and contents. UP communications are to be between the MTC Application at the UE used for MTC and the MTC Application at the Application Domain
The solution described in Section 6.19 TR 23.888 ‘MT Communications with Micro Port Forwarding’ is an example of a managed-NAT solution. As per that solution, once the UE used for MTC has established a PDP/PDN connection (IP address assigned to the UE), the MPF rules are configured in the NAT. The MTC Server can then query the MTC-IWF for the public IP address and port information (transport address) for initiating user plane communications with the UE used for MTC.
Note: Transport address is the combination of an IP address and port number (such as UDP or TCP port number).

Section 6.51 TR 23.888 ‘MT Communications with MTCsp/MTCsms Signaling’ proposes a possible solution for non-managed-NATs. As per the proposed solution, upon receiving a trigger request the UE used for MTC initiates UP communication with the MTC Server, thereby creating port bindings in the NAT. As per that solution, outbound IP packet(s) from the UE carries UE Identity to allow the MTC Server to associate the incoming packet stream with a particular UE. 
Some of the issues with this proposed solution are:

· Requires 3GPP to define MTC packet-formats for UP communications to enable the UE used for MTC and the MTC Server to distinguish different packet types and packet contents. 
· Creates dependency of UP communications with the PLMN topology (e.g, dependency of the procedures at the MTC Server on how to handle UP communications based on 3GPP network topology; managed-NAT vs. non-managed-NAT etc.) 

· 3GPP UEs need to insert PDUs containing UE identity in IP packets at layers lower in the protocol stack. Whereas the ‘port’ assigned to the UE is for Application Layer communications between the UE used for MTC and the Application Domain. Possible protocol layer violations, that needs to be addressed.  

· Contradicts the 3GPP tenet of providing transport layer functions only, and to be agnostic of UP content and the Application domain. 
Even if we disregard the above stated issues, such solution may be conceivable for MTC Servers deployed within the 3GPP Network (3GPP Operator Controlled Indirect Model – Model (C) in Figure 4.2.1). It is, however, not clear how such solution can be used with 3rd party MTC Server deployments (Service Provider Controlled Communications – Model (B) in Figure 4.2.1).
That said, a solution is needed for enable an MTC Server to query the MTC-IWF for the public IP address and port information (transport address), irrespective of the type of the NAT deployed and without dependency on the user plane packet format and contents. 
3.   Proposed Solution 

The solution below describes the actions taken by the MTC-IWF, the PLMN and the UE used for MTC on the receipt of a trigger request from the MTC server. The descriptions below do not provide details on the actions taken by the PLMN for the validation of the trigger requests, determination of the status of the UE connectivity and PDP/PDN IP address, determination of the routing paths within the PLMN for the delivery of the trigger to the UE, mapping of the external device ID to internal device ID, mapping of application IDs to TCP/UDP port information etc. Such details are FFS.
1. On receiving a Trigger Request from the MTC Server, if no PDP/PDN connection is established for the UE identified by the Device ID parameter in the trigger request message, the MTC-IWF performs procedures to trigger the UE used for MTC. This proposed solution is agnostic to what device triggering solution is used. 
2. Once the PDP/PDN connection is established, or if a PDP/PDN connection is already established when Trigger Request is received from the MTC Server; from its knowledge of the network topology, the MTC-IWF determines if the UE is deployed behind a non-managed-NAT.

3. If the UE is deployed behind a non-managed NAT, the MTC-IWF emulates the UE by sending packets through the NAT to an Address Determination Server entity. The IP packet includes the address assigned to the UE and the expected port to be used (based on the Application ID received in the Trigger Request from the MTC Server). Such IP packets conform to the protocol defined in RFC5389 (STUN) or RFC5766 (TURN), depending on the type of the non-managed-NAT
.
4. The STUN/TURN packets are intercepted by the Address Determination Server (STUN Server/Turn Relay) on the public side of the NAT. The Address Determination Server returns the public side of the IP Address and port information (transport address) assigned for the UE, which is passed to the MTC Server by the MTC-IWF. 
5. With such information about the public transport address assigned to the UE, the MTC Server initiates user plane communications with the UE used from MTC.

This proposed solution meets the considerations for supporting MTC Server initiated communications with the UE used for MTC:
· MTC Server to be agnostic of the status of UE connectivity with the network (e.g., attached/detached)
If the MTC Server does not have IP Address/Port information, the MTC Server sends Trigger Request message to the MTC-IWF. MTC-IWF performs device triggering procedures if needed and returns the IP Address/Port information to the MTC Server. MTC Server is agnostic of the UE connectivity status.
· MTC Server to be agnostic of the network topology (e.g., NAT deployed or no-NAT deployed)
MTC-IWF hides network topology from the MTC Server. MTC Server performs user plane procedures with the UE used for MTC based on the transport address information etc. received from the MTC-IWF.
· MTC Server to be agnostic of the type of NAT deployed (e.g., managed-NAT or non-managed-NAT)
MTC-IWF determines the type of NAT deployed. For managed-NATs, MTC-IWF provides the UE IP Address/Port information to the MTC Server from its knowledge of MPF rules that are configured at the NAT. Similarly, for non-managed-NATs, the MTC-IWF obtains UE IP Address/Port information by performing Address Determination Procedures.
· MTC Server to be agnostic of the UP packet formats and contents. UP communications are to be between the MTC Application at the UE used for MTC and the MTC Application at the Application Domain
MTC Server does not have to monitor UP packet contents to perform UE association with the IP packet stream. No 3GPP specific MTC packet formats need to be defined. Supports both, operator controlled and service provider controlled communication models.
4.  Proposal
************************************    START OF CHANGE    **********************************
6.x  Solution- MT Server Initiated Communications with MTCsp Signalling when UE is Behind a NAT

6.X.1
Problem Solved/ Gains Provided
See clause 5.3 "Key Issue - IP Addressing".
6.X.2
General

This solution is based on the MTC Server sending a Trigger Request message to the MTC-IWF for obtaining UE IP Address/Port information for initiating user plane communications with the UE used for MTC. MTC Server is agnostic of the 3GPP network topology. MTC Server does not know if the UE used for MTC is deployed behind a NAT or not. If the UE used for MTC is deployed behind a NAT, the MTC Server does not need to know if the NAT is a managed-NAT or a non-managed-NAT. MTC Serve is also agnostic of the IP packet formats and contents coming from the UE used for MTC. UP communications are between the MTC Application at the UE used for MTC and the MTC Application in the Application Domain.

The procedure is illustrated in the figure below. The procedures describe the actions taken by the MTC-IWF, the PLMN and the UE used for MTC on the receipt of a trigger request from the MTC server. These descriptions do not detail the actions taken by the PLMN for the validation of the trigger requests, determination of the status of the UE connectivity and PDP/PDN IP address, determination of the routing paths within the PLMN for the delivery of the trigger to the UE, mapping of the external device ID to internal device ID, mapping of application IDs to TCP/UDP port information etc. Such details are FFS.
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Figure 6.X.2: MTC Server Initiated Communications with UE Behind a NAT

1. If MTC Server does not know UE IP Transport Address, it sends Trigger Request message to the MTC-IWF to obtain such information.
2. If no PDP/PDN connection is established for the UE identified by the Device ID parameter, the MTC-IWF performs procedures to trigger the UE used for MTC. Device trigger is agnostic to what device triggering solution is used within the PLMN. 

3. Once the PDP/PDN connection is established, or if a PDP/PDN connection is already established when Trigger Request is received from the MTC Server; from its knowledge of the PLMN topology, the MTC-IWF determines if the UE is deployed behind a non-managed-NAT.

4. If the UE is deployed behind a non-managed NAT, the MTC-IWF performs address determination procedure with the Address Determination Server, which returns the public transport address of the UE. The address determination procedures conform to the protocol defined in RFC5389 (STUN) or RFC5766 (TURN), depending on the type of the non-managed-NAT
. 

5. The public transport address of the UE is returned to the MTC Server via Trigger Response message.

6. With such information, the MTC Server initiates user plane communications with the UE used from MTC.

6.X.3
Impacts on existing nodes or functionality

Impact on MTC-IWF:

-
Determine if the UE is deployed behind a NAT, and the ‘type’ of NAT deployed

-  For non-managed-NAT deployments, perform address determination procedure with the Address Determination Server to obtain the public transport address for the UE  

6.X.4
Evaluation
Benefits:

-
Low impact on existing Core Network nodes

-  Does not rely on alternative communication channels (e.g. SMS) for delivery of a “push” stimulus

-  The solution is based on known IETF protocols

-  Works in all scenarios; non-roaming, roaming, with home routed traffic, roaming with local breakout

-  No dependency on work to be done by any other SDO (viz. IETF) in order to progress the work

-  No user plane and application layer impact

-  No complex configuration of ‘forwarding-rules’ at the MTC device and/or in the Core Network entities

-  No impact on subscription data

Drawbacks:

-  New Address Determination Server entity in the Core Network

************************************    END OF CHANGE    **********************************
� For Endpoint-Independent-Mapping (EIM) NATs, STUN protocol (RFC5389) is used. For Endpoint-Dependent-Mapping (non-EIM) NATs, TURN protocol (RFC5766) is used.
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