3GPP TSG SA WG2 Meeting #86
TD S2-113665
11-15 2011, Naantali, Finland 
Title:
LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address
Source:
SA2
To:
SA3, SA5
Cc:
RAN2, RAN3
Contact Person:


Name: 
Konstantin Livanos
E-mail Address:
Konstantin<dot>livanos<at>alcatel-lucent<dot>com
Attachments:
S2-11xxxx
1. Overall Description:

3GPP-BBF interworking requires the PCRF to send the H(e)NB’s Tunnel-IP@ and port-id of the tunnel between the H(e)NB and the SeGW to the serving BBF Policy Control Function (BPCF) in the BBF access network over the newly defined S9* interface. The BPCF relies on the H(e)NB’s Tunnel-IP@ and port-id of the tunnel to determine the BBF line where the H(e)NB connects to in order to allocate QoS resources for H(e)NB service flows as requested by the PCRF.

The solution also requires that the H(e)NB’s Tunnel IP@ and port-id to be available at the H(e)NB and then sent to the MME or SGSN  by the H(e)NB when the UE connects to the network. The MME/SGGN propagate the H(e)NB’s Tunnel IP@ and port-id to the PCRF per attach procedure.
2. Problem Statement:

In the presence of NAT between the H(e)NB and the SeGW a solution is required for BBF interworking that enables the H(e)NB to obtain the NATed  IP@ and port Id of UDP encapsulation of the IPSec tunnel as seen by the SeGW.
The discussion paper in S2-113665 provides a brief description of potential solutions.
3. Actions:

To: SA3 
ACTION:  SA2 kindly asks SA3 to:

1.  Evaluate from a security point the solutions 1.b and 2.a in S2-11xxxx and provide feedback to SA2 on the preferred solution from the list of solutions or recommend alternative ones, if needed. 
2. Evaluate 1.b from a protocol point of view 
3. For 2.a, please confirm how, in the presence of NAT/NAPT, the requirement for items (1) and (2) of section 33.320, section 8.1.1 can be met:
It shall be possible for the (H(e)MS) verifying node to obtain one or more of the following information which may be used to perform location verification: 

-
(1) the public IP address of the broadband access device provided by the H(e)NB

-
(2) the IP address and/or access line location identifier provided by broadband access provider

-
(3) information of macro-cells surrounding the H(e)NB provided by the H(e)NB

-
(4) geo-coordinates provided by a GNSS receiver embedded into the H(e)NB 

To: SA5

ACTION:  SA2 kindly asks SA5 to evaluate the solutions 2.a and recommend to SA2 whether the H(e)MS will be able to provision the IP@ of UDP encapsulation of the IPSec tunnel at the HeNB and HNB per H(e)MS registration procedures in TS 32.593 and TS 32.583, respectively in the case the NAT/NAPT is deployed.
.
3. Date of Next TSG-SA2 Meetings:
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