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Discussion
The WLAN access network is evolving with development of IEEE 802.11i, 802.1x, 802.11u and Hotspot 2.0 standards and certification programs. For example

· The WLAN access network can be using IEEE 802.11i and IEEE 802.1x (aka WPA2 Enterprise class in WFA) based security mechanisms. 
· IEEE 802.11u defines mechanisms that can help in the process of  Access Network Discovery and Selection. 

The UE may get authenticated with the 3GPP network using EAP-AKA over STa interface in the case of a trusted WLAN. This paper proposes the use of some of these mechanisms in such an authentication process.





Additional Parameters

The UE and WLAN access network may specify additional parameters when attaching to the 3GPP EPC using S2a and STa interfaces. These parameters may need additional signaling capabilities over the WLAN air-interface. These may include the following.

· The UE may indicate the APN of the PDN it intends to connect to.
· The UE may indicate the type of addressing it supports (IPv4, IPv6 or IPv4v6). The PDN-GW can then allocate bearers accordingly.

· IP Address allocation should follow principles in TS 23.402 section 4.7.2 for trusted non-3GPP access. As part of this certain Protocol Configuration Options such as deferred IP Allocation may be enabled.
· The UE may indicate if the connection with EPC is being established over initial Attach or upon handover of a PDN connection from a 3GPP access to trusted WLAN through S2a. If it is a handover, the UE may provide the IPv4 address and/or IPv6 prefix that it was using prior to handover.
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Access Network Query Protocol (ANQP)

IEEE 802.11u defines ANQP (Access Network Query Protocol) for discovery of external networks and their properties. ANQP can be used to exchange information over 802.11 link layer in a secure manner. Please refer to 802.11u [1] section 11.23.3.2 for information on ANQP procedures and to 802.11u section 7.3.4 for information on ANQP Information Elements. 
802.11u already defines an ANQP based Information Element 3GPP Cellular Network Information which acts as a generic container and provides cellular information such as list of PLMNs to assist WLAN enabled UEs in selection of 3GPP networks.Please refer to 802.11u section 7.3.4.10 for definition of this generic container. The contents of this container are defined in Annex A of 3GPP TS 24.234 v8.1.0 and can be extended. 

It should be noted that while it is the ANDSF that provides operator policies related to non 3GPP accesses like WLAN to the UE, the ANQP can provide parameter values that can be used by the UE while taking action based on policies provided by ANDSF. 

The contents of the 3GPP Cellular Network Information container can be extended by 3GPP to include parameters required to enable trusted WLAN to attach to 3GPP EPC. Alternately a new container could also be defined for trusted WLAN attach to EPC and extend the list of IEs supported by ANQP.
Proposal

It is proposed to update TR 23.852 (SaMOG) as shown below:
* * * *FIRST CHANGE * * * *
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* * * *NEXT CHANGE * * * *

7.2
Solutions with UE Impact
7.2.x
Solution using IEEE 802.11u based Generic WLAN Container
7.2.x.1
Reference Model
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Figure aa: Non-roaming Trusted WLAN Inter-working reference model
SWw Reference Point

The SWw reference point connects the WLAN UE to the WLAN Access Network per IEEE 802.1X [x3] specifications. The definition of WLAN Physical and Medium Access Control layers protocols (e.g. layer 1 and layer 2 as defined by IEEE 802.11 standards[5]) is out of scope of 3GPP. The functionality of the reference point is based on IEEE 802.1X [x3] specifications and it is intended to transport signalling messages which include the following:

· parameters for authentication signalling between the 3GPP AAA Server and the WLAN UE;

· parameters for identification of the operator networks for roaming purposes (i.e. PLMN list);

· Additional parameters using generic container as defined in clause 7.2.x.2. 

STa Reference Point

The STa reference point is defined in TS 23.402 [3] and specified in TS 29.273 [x2]. It connects the trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner. 

STa reference point may need to be enhanced to support the following:

· A way for the trusted WLAN access network to provide the AAA server with the following information: 

· the type of access; this specifies whether trusted WLAN access network supports access to EPC or only provides a direct access to internet;

· A way for the AAA server to provide the trusted WLAN access network with the following information: 

· the list of authorized APNs;
· the type of access; this specifies whether trusted WLAN access network is required to support access to EPC or only provide a direct access to internet;
· the UE NAI; this is required for the trusted WLAN access network to verify that the UE using the IP address for requesting a PDN connection is the one that has been authorized;
Editor’s note: This is already supported by current STa reference point

S2a Reference Point

The S2a reference point is defined in TS 23.402 [3] and provides the user plane with related control and mobility support between trusted non-3GPP IP access and the Gateway.

7.2.x.2
Generic Container

The structure and the contents of the IEEE 802.11u [x4] Generic Container are defined in TS 24.234 [x1], Annex A. The Generic Container includes a list of Information Element Identity (IEI) which defines the Information Element contents of this container. This list may be updated as follows to include the additional parameters and configuration options required by trusted WLAN access network to attach to the EPC.

· PLMN List; this is used by the WLAN access network to indicate list of PLMNs that can be selected;

· APN; this specifies the APN preference from the user;

· PDN Type; this is used by the UE to specify the type of addressing supported by the UE, IPv4, IPv6, IPv4v6. This will allow the PDN-GW to allocate bearers accordingly;

· Attach Type; this is used by the UE to indicate if this is initial attach or a handover from 3GPP access to non-3GPP access;

· Protocol Configuration Options; this can be a container that may include options such as deferred IP Allocation. Other options defined by 3GPP may also be used. This can be used both by the UE and the WLAN access network;

Editor’s note: The complete list of parameters and configuration options in Generic Container is FFS
7.2.x.3
Initial Attach for trusted WLAN using S2a

Figure bb shows the initial attach using S2a.
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 Figure bb: Initial Attach using S2a

1. The UE uses the Generic Container to request list of PLMNs supported by the WLAN AN. 

2. The WLAN AN returns a list of PLMNs supported based on static configuration. Based on the information received from the Query Response, the UE decides if it should perform 802.11 Association with this WLAN access network.

3. The UE starts 802.11 [5] security exchanges; the UE sends EAP Request/Identity and the Trusted WLAN AN replies with EAP Response/Identity per TS 23.234 [x1], clause 6.1.1.1.

4. The Trusted WLAN AN sends the Authentication Request message to the 3GPP AAA server with the UE NAI , the VPLMN-id, the WLAN Access identity and the UE MAC address to the 3GPP AAA Server as well as an indication as to whether the Trusted WLAN AN supports access to EPC or only provides a direct access to Internet. The message may be routed via one or several AAA proxies. The AAA server gets security material and authorization data from the HSS.

5. Further EAP-AKA exchanges are executed per TS 23.401[6] and TS 23.234 [x1], clause 6.1.1.1.6. The 3GPP AAA Server sends the EAP Success message to Trusted WLAN AN that includes the WLAN keying material (“Pairwise Master Key”) and adds Authorization data for the UE in the AAA underlying message.

7 The Trusted WLAN AN stores the WLAN keying material to be used in communication with the authenticated UE.

8. The Trusted WLAN AN informs the UE about the successful authentication with the EAP Success message. 

9. The Trusted WLAN AN and the UE perform the 4-Way handshake per 802.11 [5] security procedure and derive session keys to secure the 802.11 link.

10. The UE uses the Generic Container over the secured 802.11 link to provide Attach parameters to Trusted WLAN AN. This includes the preferred APN, PDN Type, Attach Type and any other Protocol Configuration Options.

11. The 802.11 AP sends an ANQP response back to the STA with a delay indicating that the STA needs to come back and query for the response at a later time. The delay interval may be in seconds.
12. The UE sends a DHCP request to the Trusted WLAN AN over the secured 802.11 link.

13. The Trusted WLAN AN sends a Proxy Binding Update message to the PDN GW if S2a is PMIP-based or a GTP Create Bearer Request message if S2a is GTP-based.

14. The PDN GW allocates an IPv4 address and/or IPv6 prefix based on the PDN type to the UE per TS 23.402 procedures.

15. The PDN GW sends a Proxy Binding Ack message to the Trusted WLAN AN if S2a is PMIP-based or a GTP Create Bearer Response message if S2a is GTP-based. 
16. The Trusted WLAN AN sends the IP address allocated by the PDN GW to the UE via DHCP Response message.

17. After the delay interval has passed the STA sends a GAS ANQP Comeback Request to the AP requesting the response to the query sent in step 10.
18. The Trusted WLAN AN uses the Generic Container over the secure 802.11 link to send additional configuration parameters to the UE. This includes the selected APN and any Protocol Configuration Options specified by PDN-GW in step 13. The ANQP Response is in response to ANQP query in step-10.

19. The UE can now send IP Traffic over the secured WLAN link and use the established PMIP/GTP tunnel.

Further optimization is posible by sending the IP Address allocated in Generic Container (step 15). This eliminates the need of having separate DHCP request/response messages to allocate IP Address.

* * * *END OF CHANGES * * * *

AAA





PDN-GW





AC





AP





UE





ANQP





AP





Trusted WLAN Access





STa





S2a





AP





 





SGi





 





PCRF





 





Gx





 





HSS





 





 





 





 





Ope





rator's IP 





Services 





 





(e.g. IMS, PSS 





etc.)





 





 





SWx





 





 





 





HPLMN





 





Non





-





3GPP 





Networks 





 





S6b





 





Rx





 





PDN     





Gateway





 





 





3GPP AAA 





 





Server





 





 





S2a 





 





 





Trusted   WLAN Access Network





 





 





STa





 





Gxc





 





S5 





 





S6a





 





 3GPP





 





Access





 





Serving





 





Gateway 





 





 





 





WLANUE





SWw 





Intranet / Internet





 





 








3GPP

SA WG2 TD


_1371326969.vsd
HSS


AAA Server


 12. DHCP Request 


 16. DHCP Response


 13. PBU/Create Bearer Request


PDN-GW


 15. PBA/Create Bearer Response


19. IP Traffic


Trusted WLAN Access Network 


UE


PCRF


14. IP Address Allocation



1. GAS-ANQP Query
(3GPP Cellulr Information 
Generic Container)



2. GAS-ANQP Response
(3GPP Cellular Information 
Generic Container)


3. EAP-Req/Rsp/Identity


5. Authentication/Authorization (EAP-AKA/AKA’ Exchange)


7. Store NAI, MSK


8. EAP Success


9. 802.11i 4 Way Handshake
Secure WiFi Connection Established



10. GAS-ANQP Initial Request
(Trusted WLAN
Generic Container)



18. GAS-ANQP Comeback Response (Trusted WLAN
Generic Container)


4. STa AAA Req (EAP Rsp/Identity)


6. STa AAA Answer (EAP Success, MSK, NAI,…)


11. GAS-ANQP Initial Response


17. GAS-ANQP Comeback Request



