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Abstract of the contribution:

This paper proposes a method for enabling Mobile Terminated communications for MTC devices deployed behind NATs. Depending on the behaviour of the NATs, Session Traversal Utilities for NAT – STUN (RFC5389) and Traversal Using Relays around NAT – TURN (RFC5766) protocols are proposed.

1
Background
ZTE paper (S2-112326 – Address Determination Techniques for IPv4 Addressing of MTC Devices Behind NATs in 3GPP Networks) describes the framework for Address Determination Techniques for IPv4 Addressing of MTC Devices behind NATs in 3GPP Networks. As specified the said paper, the address determination technique comprises of two steps: 

-
MTC device attaches to the 3GPP network and a private IPv4 address is assigned to the device
-  Determination of the mapped public transport address  

Once an MTC device has attached to the 3GPP network and a private IPv4 address has been assigned and registered (step 1), two scenarios have been described for the determination of the mapped public transport address:

1. MTC device behind the NAT (client) initiates communications, and

2. MTC server outside of the NAT (server) needs to initiate communications (e.g., for device triggering).

This paper focuses on the scenario-2 (MTC server outside of the NAT needs to initiate communications). This scenario relates to ‘triggering’ communications with an MTC device - and has been categorized as a high priority feature. Details of the procedures for scenario-1 (mobile originated MTC communications) are yet to the studied by the SA2. It is also understood that such MO communications is a relatively lower priority feature. Therefore, address determination procedures for MO communications (scenario-1 above) based on the framework specified in S2-112326, is not discussed in this paper. Such details are FFS.
2
STUN and TURN Protocols for Address Determination
For MTC Devices that are deployed behind the NAT equipment, NAT behaviour needs to be considered in order to define the public transport address determination techniques. NAT behaviour differs in terms of how address mapping is performed. For instance, for packets sent from the same internal address and port pair (transport address) to different destinations, some NATs may map them to different external transport address, whereas some NATs do not change the mapping unless the internal (behind the NAT) source IP address and port pair has also changed.
NOTE:
Transport address is the combination of an IP Address and Port Number (such as a UDP or TCP port number).
This paper proposes the use of IETF address translation protocols such as STUN (Session Traversal Utilities for NAT – RFC5389) or TURN (Traversal Using Relays around NAT – RFC5766), depending on the NAT behaviour.
Two different scenarios of MTC device address determination are discussed. These relate to how NAT address mapping is performed for different NAT behaviour. 
Secnario-1:

Some NAT equipment behave as ‘Endpoint-Independent mapping and filtering’ (EIM). They use the same public port mapping for all packets sent from the same (source) IP address and port of the MTC device (behind the NAT) irrespective of the destination IP transport address of the MTC server(s). Additionally, such NATs do not filter incoming packets with source transport address different from that of the destination in the previous outgoing packets. In this case, an Address Server (STUN Server) can be deployed for address determination procedures and to obtain the mapped public transport address for the MTC device. 
When the MTC server wants to initiate communications with an MTC device, if it already does not have the public transport address information for the MTC device, the MTC server queries the transport address of the MTC device by sending a Query message to the MTC Gateway/Proxy. The Query message includes the MTC Device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain, Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.
If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure with the GGSN/PGW by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW. The GGSN/P-GW performs STUN Binding Request/Response procedure (RFC5389 – Session Traversal Utilities for NAT) with the STUN Server (Address Determination Server), which performs address translation and returns the mapped public transport address (public IP Address+ Port) information to the GGSN/P-GW in XOR-Mapped-Address attribute. Such information, in turn, is passed to the MTC Gateway/Proxy and to the MTC server. MTC server can now use such public transport address of the MTC device to initiate communications. 
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Figure 1: Address Mapping and Data Transport with STUN Server
The GGSN/P-GW may use DNS Discovery procedures to determine the STUN Server, or STUN Server address information could be configured at the GGSN/P-GW or be determined by other methods based on operator policy. STUN message exchange between the GGSN/P-GW (STUN client) and the STUN Server can be protected by the Authentication and Message Integrity Mechanisms specified for STUN protocol (RFC5389). 
Address translations performed by the NATs is dynamic in nature and the NATs may reclaim such translations after a certain ‘lifetime’. STUN Binding Indications can be used for keep-alive procedures to maintain address translations at the NAT entities. Such keep-alive techniques could have an impact on the system performance though. With the proposed STUN based address mapping solution, the address translations are performed just-in-time for IP communications. Therefore, NAT keep-alives may not be needed. Default setting of the lifetime information for address translations at the NAT is FFS.
Secnario-2:

If NAT behaviour is ‘Endpoint-Dependent’ NAT (‘non-EIM’), then it may behave as Address-Dependent or Address-and-Port-Dependent NAT. For such NATs, performing address resolution with a STUN Server whose address could be different from the address of the MTC server will not be a workable solution. Such NATs (non-EIM) may filter downlink packets that are not sent from the same transport address as that of the transport address of the STUN Server used for address mapping purpose. In this case, a Relay Server (TURN Relay) can be deployed to obtain the relay transport address for the MTC device.

When the MTC server wants to initiate communications with an MTC device, if it already does not have the (public) transport address information for the MTC device, the MTC server queries the transport address of the MTC device by sending a Query message to the MTC Gateway/Proxy. The Query message includes the MTC device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain. Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.

If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure with the GGSN/PGW by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW. Knowing that the NAT behaves as a non-EIM NAT, the GGSN/P-GW performs TURN Allocate Request/Response procedure (RFC5766 – Traversal Using Relays Around NAT) with the TURN Relay (Address Determination Server), which returns the relay transport address (public IP Address+ Port) to the GGSN/P-GW in XOR-Relayed-Address attribute. Such information, in turn, is passed to the MTC Gateway/Proxy and to the MTC server. The GGSN/P-GW (TURN client) performs CreatePermission and/or ChannelBind procedure(s) with the TURN Relay to enable communications with the MTC server. MTC server can now use such TURN relay transport address to initiate communications with the MTC device. 
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Figure 2: Address Mapping and Data Transport with TURN Relay
The GGSN/P-GW may use DNS Discovery procedures to determine the serving TURN Relay or TURN Relay address information can be configured at the GGSN/P-GW or be determined by other methods based on operator policy. TURN message exchanges between the GGSN/P-GW (TURN client) and the TURN Relay can be protected by the Authentication and Message Integrity Mechanisms specified for TURN protocol (RFC5766). 
Address mappings performed by the NATs and the TURN relay are dynamic in nature and such entities may reclaim such mappings after certain ‘lifetime’. STUN Binding Indications can be used for keep-alive procedures to maintain address mappings. Such keep-alive techniques could have an impact on the system performance though. With the proposed TURN based address mapping solution, the address mappings are performed just-in-time for IP communications. Therefore, keep-alives may not be needed.
Default settings of the lifetime information for address translations at the NAT and TURN relay address mappings are FFS. Details of the CreatePermission and ChannelBind methods are also FFS.
Proposal
***********************************BEGIN OF CHANGE*******************************************
6.X
Solution – MT Communications for MTC Devices behind NATs with STUN and TURN
6.X.1
Problem Solved / Gains Provided

See clauses 5.8 "Key Issue – MTC Device Trigger" and clause 5.3 "Key Issue – IPv4 Addressing"

6.X.2
General

For MTC Devices that are deployed behind the NAT equipment, NAT behaviour needs to be considered in order to define the public transport address determination techniques. NAT behaviour differs in terms of how address mapping is performed. For instance, for packets sent from the same internal address and port pair (transport address) to different destinations, some NATs may map them to different external transport address, whereas some NATs do not change the mapping unless the internal (behind the NAT) source IP address and port pair has also changed.

Two different scenarios of MTC device address determination are described. These relate to how NAT address mapping is performed for different NAT behaviour. 

NOTE:
Transport address is the combination of an IP Address and Port Number (such as a UDP or TCP port number).
6.X.2.1
Endpoint-Independent-Mapping (EIM) NATs

Some NAT equipment behave as ‘Endpoint-Independent mapping and filtering’ (EIM). They use the same public port mapping for all packets sent from the same (source) IP address and port of the MTC device (behind the NAT) irrespective of the destination IP transport address of the MTC server. Additionally, such NATs do not filter incoming packets with source transport address different from that of the destination in the previous outgoing packets. In this case, an Address Server (STUN Server) can be deployed for address determination procedures and to obtain the mapped public transport address for the MTC device. 
When the MTC server wants to initiate communications with an MTC device, if it already does not have the public transport address information for the MTC device, the MTC server queries the transport address of the MTC device by sending a Trigger Request message to the MTC Gateway/Proxy. The Trigger Request message includes the MTC Device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain. Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.

If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure with the GGSN/PGW by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW. The GGSN/P-GW performs STUN Binding Request/Response procedure (RFC5389) with the STUN Server, which performs address translation and returns the mapped public transport address (public IP Address+ Port) information to the GGSN/P-GW in XOR-Mapped-Address attribute. Such information, in turn, is passed to the MTC Gateway/Proxy and to the MTC server. MTC server can now use such public transport address of the MTC device to initiate communications.

[image: image3.emf]1.  Attach to the Network and 

Request IP Address 

Perform Address 

Mapping 

NAT

Perform STUN 

Client Fn.

2.  Register GGSN/P-GW Address, MTC Device ID, private IPv4 Address 

3.  Trigger Request (Device ID, Application/Port)

4.  Query Device Info (Device ID)

5.  Response Device Info (GGSN/P-GW 

location, Private IPv4 Address)

6.  Translate Address Request 

(private IPv4 address, Port)

7.  STUN Binding Request 

(private IPv4 address, Port)

8.  STUN Binding Response 

(XOR-MAPPED-ADDRESS)

9 . Translate Address Response 

(public IP address, Port)

10.  Trigger Response 

(Device ID, public Transport Address)

11.  MT Data (public Transport Address)

11a.  MT Data 

(private IPv4 address)

11b.  MT Data

 (private IPv4 address)

MTC Gateway/

Proxy

STUN Server MTC Server

SGSN/

MME

GGSN/

P-GW

HSS MTC Device


Figure x1: Address Mapping and Data Transport with STUN Server

The GGSN/P-GW may use DNS Discovery procedures to determine the STUN Server, or STUN Server address information could be configured at the GGSN/P-GW or be determined by other methods based on operator policy. STUN message exchange between the GGSN/P-GW (STUN client) and the STUN Server can be protected by the Authentication and Message Integrity Mechanisms specified for STUN protocol (RFC5389). 

Address translations performed by the NATs is dynamic in nature and the NATs may reclaim such translations after a certain ‘lifetime’. STUN Binding Indications can be used for keep-alive procedures to maintain address translations at the NAT entities. With the proposed STUN based address mapping solution, the address translations are performed just-in-time for IP communications. Therefore, NAT keep-alives may not be needed. Default setting of the lifetime information for address translations at the NAT is FFS.

6.X.2.3
Endpoint-Dependent-Mapping (non-EIM) NATs

If NAT behaviour is ‘Endpoint-Dependent’ NAT (‘non-EIM’), then it may behave as Address-Dependent or Address-and-Port-Dependent NAT. Such NATs (non-EIM) may filter downlink packets that are not sent from the same transport address as that of the transport address of the STUN Server used for address mapping purpose. In this case, a Relay Server (TURN Relay) can be deployed to obtain the relay transport address for the MTC device.

When the MTC server wants to initiate communications with an MTC device, if it already does not have the (public) transport address information for the MTC device, the MTC server queries the transport address of the MTC device by sending a Trigger Request message to the MTC Gateway/Proxy. The Trigger Request message includes the MTC device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain. Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.

If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure with the GGSN/PGW by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW. Knowing that the NAT behaves as a non-EIM NAT, the GGSN/P-GW performs TURN Allocate Request/Response procedure (RFC5766) with the TURN Relay, which returns the relay transport address (public IP Address+ Port) to the GGSN/P-GW in XOR-Relayed-Address attribute. Such information, in turn, is passed to the MTC Gateway/Proxy and to the MTC server. The GGSN/P-GW (TURN client) performs CreatePermission and/or ChannelBind procedure(s) with the TURN Relay to enable communications with the MTC server. MTC server can now use such TURN relay transport address to initiate communications with the MTC device. 
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Figure x2: Address Mapping and Data Transport with TURN Relay
The GGSN/P-GW may use DNS Discovery procedures to determine the serving TURN Relay or TURN Relay address information can be configured at the GGSN/P-GW or be determined by other methods based on operator policy. TURN message exchanges between the GGSN/P-GW (TURN client) and the TURN Relay can be protected by the Authentication and Message Integrity Mechanisms specified for TURN protocol (RFC5766). 

Address mappings performed by the NATs and the TURN relay are dynamic in nature and such entities may reclaim such mappings after certain ‘lifetime’. STUN Binding Indications can be used for keep-alive procedures to maintain address mappings. With the proposed TURN based address mapping solution, the address mappings are performed just-in-time for IP communications. Therefore, keep-alives may not be needed. Default settings of the lifetime information for address translations at the NAT and TURN relay address mappings are FFS. Details of the CreatePermission and ChannelBind methods are also FFS.
6.x.3
Impacts on existing nodes or functionality
Impact on HSS/HLR:

-
Provide GGSN/P-GW location information serving an MTC device (identified by globally unique Device ID) to the MTC Gateway/Proxy

-  Provide private IPv4 Address assigned to the MTC device to the MTC Gateway/Proxy

Impact on SGSN/MME:

-
Notify HSS of the MTC device’s assigned private IPv4 address

Impact on GGSN/P-GW:

-
Notify SGSN/MME of the assigned private IPv4 address

-  Support STUN/TURN client functionality

-  Determine the serving STUN/TURN Server address via DNS procedures, via local configuration or by other means based on operator policy
6.x.4
Evaluation
Benefits:

-
Low impact on existing Core Network nodes

-  The solution does not rely on alternative communication channels (e.g. SMS) for delivery of a “push” stimulus

-  The solution is based on known IETF protocols

-  It is a generic solution. Supports both EIM-type and non-EIM-type NATs. Does not require any changes to the NAT devices

-  Works in all scenarios (non-roaming, roaming, with home routed traffic, roaming with local breakout) to the attached MTC device with an established PDP context/PDN connection

-  The solution works for device-to-device communications

-  The solution does not require any enhancements to the existing DNS mechanisms nor requires any new DNS records

-  No dependency on work to be done by any other SDO (viz. IETF) in order to progress the work

-  No added complexity for ‘encapsulating’ or ‘tunnelling’ of the IP traffic

-  No complex configuration of ‘forwarding-rules’ at the MTC device and/or in the Core Network entities

-  Minimal impact on PDP context/PDN establishment messaging, minimal/no additional parameters/extensions etc.

-  No impact on subscription data

Drawbacks:

Low impact on existing Core Network nodes

-  Core Network entities (GGSN/P-GW) need to support STUN/TURN client capabilities

-  New STUN Server and TURN Relay entities in the Core Network

******************************************END OF CHANGE**************************************






3GPP

SA WG2 TD


_1366243022.vsd

_1366418210.vsd
2.  Register GGSN/P-GW Address, MTC Device ID, private IPv4 Address 



_1366417567.vsd

_1366242035.vsd

