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Abstract of the contribution: This contribution is intended to provide a solution without impacts to the UE for the access through trusted WLAN and for the mobility with a 3GPP access network. 
Discussion

Existing 3GPP specifications allow controlling the access to a WLAN via the use of 3GPP authentication and authorization methods such as EAP-AKA. This is possible with the use of Wa and Wx/Gr' as specified in TS 23.234: 
Also WLAN offload is specified in TS 23.402 clause 4.1.5 for direct access to the Internet.
When the WLAN Access Network is untrusted, the access to mobile operator services can be achieved through ePDG thanks to one IPsec tunnel per PDN connection. Seamless mobility between WLAN and 3GPP is also specified.
It is recognized that some WLAN access accompanied with security mechanism (e.g., WPA2/AES) can be considered as trusted non-3GPP access (according to TS 33.402 "When all of the security feature groups are considered sufficiently secure by the home operator, the non-3GPP access is identified as a trusted non-3GPP access for that operator"). In this case, the ePDG is not necessary as the WLAN Access Network is expected to provide authentication and authorization through STa interface and as the WLAN radio can be protected by strong enough security mechanisms. This allows the WLAN UE to access to mobile operator services by connecting over a  Trusted WLAN Access Network to a P-GW/GGSN through a S2a interface. 
Existing WLAN standards do not currently allow the possibility to carry the APN over the radio. To determine the APN targeted by an UE following possibilities may be considered:

· The Trusted WLAN access may receive information on the default APN to be used over Trusted WLAN from the 3gpp AAA server over STa

· New signalling capabilities over the WLAN radio (such as a new DHCP option) may be defined for the UE to signal the APN it is targeting over the WLAN radio 

Only the former approach is discussed in this paper.

Multiple PDN connections over the Trusted WLAN access would require UE modifications.  Hence, the scenario will consider only single PDN connection in WLAN (this does not preclude multiple PDN connections through 3GPP and WLAN as long as there is only one single PDN connection using WLAN access). 
At the establishment of a PDN connection to access mobile operator services, the UE will be assigned an IP address by the Core Network. Hence, if the UE supports the same IP address on the WLAN and on the 3GPP access, mobility with IP address preservation is possible. This capability needs already to be supported by UEs that support IFOM, but all the UEs will not be capable to reuse the same IP address on different accesses. Also, for mobility with IP address preservation, the UE will have to indicate whether its access is for Hand-Over or for a new access, and this requires changes in the UE. 
Therefore, the non-seamless mobility (i.e. without IP address preservation) for mobile operator services is assumed for a solution without UE impacts. 
Proposed text for the TR

* * * *FIRST CHANGE * * * *

7.1.1
Access to mobile operator services with no UE impacts

7.1.1.1
Reference model

The reference model is depicted in the following figure. 
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Figure 1: Non-roaming Trusted WLAN Inter-working reference model
Editor's note: roaming with home routed and local break out scenarios are FFS.

Figure 2: Roaming Trusted WLAN Inter-working reference model
STa reference point

The STa reference point is defined in TS 23.402 [x] and specified in TS 29.273 [x]. It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner. 

STa might need to be enhanced to support:

· A way for the Trusted WLAN Access Network to provide the AAA server with an indication on whether the Trusted WLAN AN supports access to EPC or only provides a direct access to Internet;

· Editor’s note: stage 3 discussions will determine whether existing “Mobility Capabilities” over STa may be reused for that purpose
· A way for the AAA server to provide the Trusted WLAN Access Network with following information: 

· the APN the user is to be associated with; this is required for the Trusted WLAN Access Network to establish the PDN connection with the PDN GW;

Editor’s note: stage 3 discussions will determine whether existing “Default APN” over STa may be reused for that purpose
· whether the Trusted WLAN Access Network is required to support access to EPC or to provide only a direct access to Internet; 

Editor’s note: stage 3 discussions will determine whether existing “Mobility Capabilities” over STa may be reused for that purpose
· the UE IMSI; this is required for the Trusted WLAN Access Network to verify that the UE using the IP address for requesting a PDN connection is the one that has been authorized;

Editor’s note: Current STa already supports that capability
· optionally, the SIPTO and LIPA permissions. 

· optionally an indication on whether the Trusted WLAN access needs to support On Line Charging interactions for the UE and the address or FQDN of the OCS entity.

SWw reference point

The SWw reference point is based on Ww defined for WLAN in TS 23.234 [x]. It connects the WLAN UE to the WLAN Access Network per IEEE 802.1x specifications 0. The definition of IEEE Physical and Medium Access Control layers protocols (e.g. Layer 1 and Layer 2 defined by IEEE 802.11 standards) is out of the scope of 3GPP.

The functionality of the reference point is based on IEEE 802.1x specifications [x] and it is intended to transport signalling messages including:

· parameters for authentication signalling between the 3GPP AAA Server and the WLAN UE;

· parameters for identification of the operator networks for roaming purposes (i.e. PLMN list).

Wx/SWx reference point

The Wx/SWx reference point is defined for WLAN in TS 23.234 [x]  and for EPC in 23.402. It is specified at stage 3 level respectively in TS 29.234 [x]  for Wx and TS 29.273 [x]  for SWx. It is located between 3GPP AAA Server and HSS. The SWx reference point is used to authorize the UE and to transport NBM related mobility parameters when NBM is used to establish connectivity to the EPC. The SWx is used to authenticate and authorize the UE when the S2a, S2b or S2c reference points are used to connect to EPC. This reference point is also used to update the HSS with the PDN-GW address information. Additionally, this reference point may be used to retrieve and update other mobility related parameters including static QoS profiles for non-3GPP accesses.
Gr' reference point

This optional reference point is defined for WLAN in TS 23.234 [x]. It is located between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR. 

Gy reference point

The Gy reference point is defined in TS 23.203 [x]. It resides between the OCS and the PCEF (PDN GW/GGSN) in the case of WLAN IP access to EPC,  and between the OCS and the Trusted WLAN AN in the case of Direct access to Internet through Trusted WLAN Access Network. The Gy reference point allows online credit control for service data flow based charging.
Gz reference point

The Gz reference point is defined in TS 23.203 [x]. It resides between the OFCS and the PCEF (PDN GW/GGSN) in the case of WLAN IP access to EPC,  and between the OFCS and the Trusted WLAN AN in the case of Direct access to Internet through Trusted WLAN Access Network. The Gz reference point enables transport of service data flow based offline charging information.
7.1.1.2
Authentication and Authorization
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Figure 3: Authentication and Authorization

1. The UE starts 802.11i [x]  exchanges (802.11 association and sending of EAPOL-Start); the UE sends EAP Request/Identity and the Trusted WLAN AN replies with EAP Response/Identity per TS 33.234 [x]  clause 6.1.1.1.

2. The Trusted WLAN AN sends the Authentication Request message to the 3GPP AAA server with the UE NAI , the VPLMN-id, the WLAN Access identity and the UE MAC address to the 3GPP AAA Server as well as an indication on whether the Trusted WLAN AN supports access to EPC or only provides a direct access to Internet. The message may be routed via one or several AAA proxies.

3. The AAA server gets security material and authorization data from the HSS as well as the APN the user is to be associated with, whether the Trusted WLAN Access Network is allowed to support access to EPC or to provide only a direct access to Internet, the UE IMSI and optionally an indication whether the Trusted WLAN access is to support On Line Charging interactions for the UE and/or LIPA/SIPTO permissions.

4. Further EAP-AKA exchanges are executed per TS 33.401 and TS 33.234 [x]  clause 6.1.1.1.

5. The 3GPP AAA Server sends the EAP Success message to Trusted WLAN AN that includes the WLAN keying material (“Pairwise Master Key”) and adds Authorization data for the UE in the AAA underlying message.

6 The Trusted WLAN AN stores the WLAN keying material to be used in communication with the authenticated UE.

7. The Trusted WLAN AN informs the UE about the successful authentication with the EAP Success message. From this point, the UE and the WLAN AN share the keying material derived during that exchange.

8. The Trusted WLAN AN and the UE use the  WLAN keying material (“Pairwise Master Key”) received as part of the EAP procedure to have common keying material over the 802.11i link. This process takes place per 802.11i procedure.

7.1.1.3
Direct access to Internet through Trusted WLAN Access Network
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Figure 4: Direct access to Internet through Trusted WLAN Access Network

1. Authentication and authorization are executed per clause XX.

2. The UE sends a DHCP request to the Trusted WLAN AN over the secured 802.11i link. 

3. The Trusted WLAN AN retrieves the authorization data associated with the 802.11i link with the UE and allocates a local IP address to the UE.

4. The Trusted WLAN AN replies to the UE with the allocated IP address via appropriate DHCP message. It may also interact with the OCS via Gy for on-line charging.

7.1.1.4
PDN connection establishment through Trusted WLAN Access Network
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Figure 5: PDN connection establishment through Trusted WLAN Access Network (non-roaming or home routed case)

NOTE: PGW/GGSN may also be located in VPLMN (roaming local breakout case)

1. Authentication and authorization are executed per clause XX.

2. The UE sends a DHCP request to the Trusted WLAN AN over the secured 802.11i link.

3. The Trusted WLAN AN retrieves the authorization data associated with the 802.11i link with the UE and sends a PMIP Binding Update message to the PDN GW if S2a is PMIP-based or a GTP Create Session Request message if S2a is GTP-based.

4. The PDN GW allocates an IP address to the UE per TS 23.402 procedures.

5. The PDN GW sends a PMIP Binding Ack message to the Trusted WLAN AN if S2a is PMIP-based or a GTP Create Session Response message if S2a is GTP-based. It may also interact with the OCS via Gy for on-line charging. A PDN disconnection timer (e.g. DHCP lease timer, user-inactivity based timer) is set in the Trusted WLAN AN.

6. The Trusted WLAN AN sends the IP address allocated by the PDN GW to the UE via appropriate DHCP message.

7.1.1.5
UE-initiated and Trusted WLAN AN-initiated PDN disconnection
The UE initiates the PDN disconnection by sending a DHCP Release message to the Trusted WLAN AN. The Trusted WLAN AN may decide to release the PDN connection due to administrative reasons or detecting the UE's leaving by or at the PDN disconnection timer expiry.

The PDN disconnection is described in clause 6.1.3.Y.1 for GTP-based S2a, and in TS 23.402 [x]  clause 6.4.1.1 for PMIP-based S2a.
7.1.1.6
PDN GW initiated Resource Allocation Deactivation
Editor's note: This is to be documented from TS 23.402 [x] for PMIP-based S2a and from the present TR for GTP-based S2a.
7.1.1.7
Handover from 3GPP to Trusted WLAN Access Network

The UE is not assumed to support IP address preservation; therefore the UE does not send the IP address which has been allocated by the 3GPP network to the network during its access to Trusted WLAN AN. The DHCP request from the UE is thus considered as an Initial Attach.

As the UE knows it does not support IP address preservation, the UE is assumed to initiate a PDN Disconnection as described in TS 23.402 [x]  clause 5.6.2.1 prior to initiate DHCP request in the Trusted WLAN AN.

7.1.1.8
Handover from Trusted WLAN Access Network to 3GPP

The UE is not assumed to support IP address preservation; therefore the UE does not send the IP address which has been allocated by the Trusted WLAN AN to the network during its access to 3GPP network. Therefore the Attach request from the UE is thus considered as an Initial Attach.
As the UE knows it does not support IP address preservation, the UE is assumed to initiate a PDN Disconnection as described in clause 7.1.1.5 prior to initiate Attach request in the 3GPP access. 

* * * *NEXT CHANGE * * * *
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