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Abstract of the contribution: this contribution proposes a solution to support IP MT messages initiated by MTC server when the MTC device is behind a NAT.
According to Section 5.3.2 of TR 23.888, the following requirements are to be supported:
-The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IPv4 address space.
In this case, a Network Address Translation (NAT) is deployed at the public/private boundary. The problem with NAT is that it is possible to deliver packets to a private host only if there exists a mapping from a port number on the NAT. Thus, the MTC server cannot "see" the MTC device inside of the network. However, this problem disappears as soon as the MTC Server receives an IP packet from the MTC Device. This may happen when the MTC Device receives a trigger indication.
Based on these considerations, this contribution proposes a simple alternative procedure to overcome NAT traversal for MT messages that are initiated by the MTC server.
**************************************Start of Change*********************************************************
6.X
 Solution- MT Communication with MTCsp signaling
6.X.1
Problem Solved/ Gains Provided
See clause 5.3 "Key Issue - IP Addressing".
 6.X.2
General
This solution is based on using MTC Device Trigger from MTC Server in order to have the MTC device initiate an IP communication with the MTC server. The first outbound IP packet from the MTC Device creates a mapping in the NAT device between the private IP address of the MTC Device and a (public IP address, port number) couple. When the MTC server receives this IP packet, it knows the public IP address and port number allocated by the NAT to the MTC device.

This procedure is depicted in the figure below:
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Figure 6.X.2-1: MT communication initiated by MTC device
1. The MTC server wishes to send a Mobile Terminated message to the MTC device.

2. The MTC server sends a trigger indication over the MTCsp reference point to DT-GW.
3. DT-GW forwards the trigger indication to the MTC Device as described in clause 6.45.
NOTE 1:
The trigger delivery service selected by the DT-GW needs to be based on a C-plane trigger mechanism.
4. Once the MTC device is notified by the network, it initiates a communication to the MTC server; the first outbound packet creates a mapping from a port number on the NAT, which forwards the IP packet with a mapped public IP address and a port number that distinguishes the MTC device within the private addressing space. The MTC server sends the MT message to the targeted MTC device within this communication.

NOTE 2:
 In order to recognize which MTC device sent the IP packet containing the trigger response, the MTC device should include its Device Identifier. Alternatively, another mechanism could be specified to solve this need.

6.X.3
Impacts on existing nodes or functionality

This solution reuses the Device Trigger Gateway solution described in clause 6.45. The only additional impact is on the MTC Server, to behave as described above.
6.X.4
Evaluation
Benefits for this solution include:
-
No configuration of NAT is required.

-
An external port on NAT is open only when there is a need for communication; this avoids the MTC Device to receive IP packets from non legitimate sources.
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