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Abstract of the contribution:

Discussion

In SA2 #83 meeting, the scenario of “Flood of mobile terminated events” was accepted. Applications like push services and applications, and also malicious port scanning may generate terminated data triggering signalling requires in core network. Routing IP packet data that is destined to mobile terminals may trigger SGSN or MME to initiate Paging followed by Service Request procedures. When a massive number of such mobile terminated signalling requests need to be handled by the same SGSN or MME in a short period time, it may overload network nodes that handle these requests. 

To solve this problem, specific solutions are required for issues caused by different services or applications, since it is not possible to handle all these with one common solution. This paper is focusing on solution for malicious port scanning, which can cause big problem to networks with very low cost. The solution for port scanning in fixed network can be borrowed to mobile networks, but not sufficient. In this paper, the mobile network specific requirements are clarified; different solutions are discussed, compared, and better solution is also proposed. 

It is proposed to include following section to TR23.843. 

**** BEGIN OF CHANGE  ****
6.x
Solution - Flood of mobile terminated events
6.x.x
Reduce Signalling Load Caused by Port Scanning
Port scanning, initiated by malicious entities or terminals infected by viruses, or worms, may cause a massive number of mobile terminated events simultaneously. This can cause similar problems as that of push services, if port scanning is initiated towards an SGSN/MME where a large number of terminating users are located.

Malicious post scanning may be initiated by malicious entities or terminals infected with virus from within the same PLMN, another PLMN or the Internet, see figure 6.x.x-1. By deploying network security entity, such as a Firewall, on Gi interface between GGSN/PGW and external networks, port scanning scenarios initiated from other PLMNs or the Internet can be handled, but the scenario initiated from the same PLMN can not be handled, since GGSN/PGW may locally route the traffic between terminals. 

To solve the problem of port scanning initiated from the same PLMN, one approach is to detect port scanning by GGSN/PGW with specific enhancements for this feature. The other approach is to deploy Firewall on S5/S8/Gn/Gp interface between SGSN/SGW and GGSN/PGW, see figure 6.x.x.-1. In this case, Firewall can detect the malicious actions even before related traffic goes into GGSN/PGW. But new firewalls may need to be deployed, since Firewalls are normally deployed on Gi interface between PLMN and outside networks.  
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Figure 6.x.x-1 Solution for Port Scanning with Firewall on S5/S8/Gn/Gp
Another approach, which can reuse the deployed firewalls on Gi interface between GGSN/PGW and outside networks, is shown in Figure 6.x.x-2. With this approach, PGW/GGSN needs to redirect local routed traffic to the Firewall first before forwarding it to destination terminals. Even though this approach needs PGW/GGSN to support traffic redirection, this approach is preferred, since it can not only reuse the deployed Firewall, but also can handle other potential coming security issues. 
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Figure 6.x.x-2 Solution for Port Scanning with Firewall on Gi
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