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Abstract of the contribution: This contribution proposes to clarify the case of BBF access network supporting Radius protocol and not Diameter protocol. Furthermore it proposes that definition of solution for protocol interworking is left to stage 3 discussions.
1
Discussion

The scenario of BBF access network only supporting Radius protocol on AAA server is addressed in an editor’s note in conclusion section. This contribution proposes to move the description of this scenario in solution part, clarifying that the mechanism for protocol interworking may be deployed in 3GPP network or in BBF network. The decision is left to network operators involved, since the decision may depend by several factor as legacy AAA server, location of the server, network configuration already in place for WLAN hot spot roaming, etc. . Furthermore the solution for implementing the protocol interworking between RADIUS and DIAMETER is out of scope of stage 2 and any decision is left to stage 3 discussion. 
Furthermore it is proposed to delete the editor’s note 

Editor’s note: Also scenarios where 3GPP-based access authentication is not supported needs to be studied. The BPCF-initiated S9* session for such scenarios will be considered.
Since the scenarios where 3GPP-based is not supported are already extensively discussed throughout the TR.
The revisions in the following are proposed.
* * * Start of 1st Change * * *  
5.2.2.1.6 
Assumptions about functionality in the BBF access network

In the above analysis, the following assumptions were made about functionality in the BBF Access Network:

· The BPCF is able to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the BBF access network

· The BBF access network (e.g. BPCF) can perform admission control based on the QoS rules received over S9*

· The BBF access network is able to support 3GPP-based access authentication and forward EAP messages between the UE and EPC..

· Triggered by the access authentication and/or local IP address assignment, the BPCF initiates establishment of the S9* session with the PCRF. This assumes that the BBF Access becomes aware of the 3GPP UE attaching.

· BPCF support for PCRF- initiated establishment of S9* session.
· Assumptions related to QoS interworking based on DSCP:
· The RG/AN might have pre-configured rules limiting the traffic to a certain maximum bandwidth. These rules might be on a per-DSCP basis. The RG might have pre-configured rules to allow only 3GPP UEs to set DSCP. Distinguishing 3GPP UE from other devices might for example be concluded from authentication (always EAP-AKA for 3GPP UEs) or from packet destination address (always ePDG/PGW for S2b/S2c). The RG functions mentioned here are out-of-scope for 3GPP. 

· In WLAN scenarios without user plane confidentiality protection, the RG should perform reflective QoS. Note as these are tunnelled scenarios, the RG needs to examine both the inner and the outer IP header.
· In WLAN scenarios with user plane confidentiality protection, the RG honours the DSCP marking set by the UE.
· In a femto scenario, the RG honours the DSCP marking set by the H(e)NB.
· It is assumed that the BNG enforces UE bandwidth limitation based on the information (including QoS rules) received over S9* via the BPCF. These rules may have a different granularity as determined suitable for the BBF network (e.g. in a scenario with user place confidentiality protection). The granularity may be on a per UE and DSCP basis.
Editor’s note: The assumptions on QoS interworking are still to be acknowledged by BBF

· In an S2b/S2c scenario with multiple UEs behind the same NATed RG, it is assumed that the BBF is able to use UE local IP address and UDP source port number received over S9* e.g. to perform accounting or policy enforcement on a per-UE granularity.
· Editor’s note: This assumption is still to be acknowledged by BBF.

* * * End of 1st Change * * *  
* * * Start of 2nd Change * * *  
5.3
Interworking between 3GPP and BBF architectures for authentication, including identities, when WLAN is used

5.3.1
Description
This item covers interworking between 3GPP and BBF architectures for authentication, including identities, on top of Release 9 baseline architecture, when the UE accesses over WLAN
5.3.2
Solution
3GPP EPS defines several procedures for authentication of a 3GPP UE accessing over a non-3GPP access. These include:

- 
Access authentication procedures based on EAP-AKA and EAP-AKA’. For access authentication, EAP signaling is forwarded between BBF AAA Server and 3GPP AAA Server/proxy via the SWa and STa reference points. 

- 
Tunnel authentication procedures for SWu based on EAP-AKA. This authentication is transparent to the BBF Access Network.

- 
Authentication for S2c (DSMIPv6) based on EAP-AKA. This authentication is transparent to the BBF Access Network.

Editor’s note: The solutions for supporting 3GPP-based access authentication in BBF access networks are work in progress in BBF.

The basic functionality of the existing SWa and STa reference points is adequate to support BBF Access Interworking.  Minor enhancements of the SWa reference point, on top of Release 9 baseline architecture, is needed to carry the permanent user identity (i.e. IMSI) in the successful response from 3GPP AAA Server to BBF AAA Server.

To support interworking with BBF access networks one scenario for deployment is that 3GPP-based access authentication is supported by the BBF access networks. This would make the BBF access aware that a 3GPP terminal is connecting via BBF access and of the user and operator identity by means of NAI and would allow the BPCF to initiate a S9* session towards the PCRF for the UE. 
Another scenario for deployment is that 3GPP-based access authentication is not performed and that the BBF access is not aware of the 3GPP terminal. To support this scenario, the S9* session could be initiated from the PCRF towards the BBF access network. The S9* procedures are described in Clause 5.2.
The SWa and STa references points are defined in TS 29.273 and are using the Diameter protocol. In case the BBF AAA Server only supports RADIUS some additional interworking mechanisms between Diameter protocol and Radius protocol may be needed. This interworking mechanism may be deployed in 3GPP network or in BBF network according to the agreement between involved parties. 
5.3.3 
Conclusion

The existing release 9 baseline supports all authentication procedures needed for Building Block 1.  
Minor enhancements to SWa is needed to support 3GPP-based authentication for BBF Access Interworking. Currently the only identified addition to SWa is to provide the permanent user identity (IMSI) in the reply from 3GPP AAA Server to BBF AAA Server. (Note that IMSI is already included on STa).


* * * End of 2nd Change * * *  
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