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Introduction
According to the approved documents in the last SA2 meeting, there might be one Device Trigger Gateway deployed in HPLMN. The MTC server can acquire the address of the Gateway from the ID of the MTC devices or by static configurations. Based on this architecture, TD S2-111374 of ZTE proposes that the MTC GW retrieve the MTC device IP address and GGSN/PGW address or ID and send the triggering message to the GGSN/PGW which further transfers the triggering message to the MTC device. To facilitate the inter-PLMN triggering, a new MTCp reference point between the MTC GW and GGSN/PGW in VPLMN is proposed as well in TD S2-111374. 
However MTC GW acting as a relay entity probably burdens itself with the functionality of protocol transition and potentially becomes a bottleneck for the data transfer. To make things simpler, it is better for the MTC server to send the packets directly to the MTC devices. But for the 3GPP network behind the NAT equipments, it’s impossible for the MTC server to initiate the communication without some assistance from within. To complicate the problem even further, the NAT behaviours vary widely in terms of how different addressing mapping are implemented. For instance, for the packets sent from the same internal address and port, some NAT equipments may map them to different external source address and port pairs for different sessions, whereas some NAT equipments do not change the mapping unless the internal source IP address and port pair has changed. In this document the synergy between the addressing assistance protocol, e.g. STUN (Session Traversal Utilities for NAT) and the MTC GW architecture is proposed to solve the problem of mobile terminated addressing. The proposal in TD S2-111374 about the query of the information of internal MTC IP address and the serving GGSN/PGW address stored previously in HSS/HLR also applies to the solution in this document. Furthermore, the HSS/HLR or MTC GW may also save the security information, for instance, the long or short term credentials, for the addressing assistance protocol usage when needed.
The MTC server first interrogates the IP address of the MTC Device from the MTC GW. After making sure that the MTC server is authorized to trigger the MTC device, the MTC GW queries the HSS/HLR for the IP addresses of the MTC device and its serving GGSN/PGW. Then the MTC GW prompts the corresponding GGSN/PGW to register to the Address Server, data relay server, or even the MTC Server in order to get the public address and port of the MTC device created by the NAT. The MTC GW hands the routable address to the MTC server, or if the MTC server supports the addressing protocol, it can acquire the routable address directly from the addressing registration messages.
This paper discusses three different scenarios of MTC device addressing resolution. Two of them relate to how to solve the MTC addressing under different NAT behaviours. The third is about the MTC server involving the addressing resolution procedure. 
Some NAT equipments may behave as “Endpoint-Independent mapping and filtering”, they would reuses the port mapping for subsequent packets sent from the same internal IP address and port of the MTC device regardless of any external IP address and port of a MTC server. Additionally, they would not filter out the incoming packets with address and port different from that of destination in the first outgoing packets. In this case, a standalone address server (STUN server) could be deployed to get the mapped public address and port of the MTC device. After the GGSN/PGW registers to the Address Server with the internal source address and port used by the MTC device, the Address Server will respond with the message carrying the public address and port created by the NAT closest to the MTC server. The GGSN/PGW intercepts the response message sent to the address of the MTC device, and report the public address and port to the MTC GW, which subsequently transfer the information to the corresponding MTC server. Eventually the MTC server gets the routable address of the MTC devices. As shown in Figure 1.
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Figure 1

If the NAT is not “Endpoint-Independent”, that means it could be Address-Dependent or Address and Port-Dependent. To register to the stand alone address server whose address is different from the MTC server is not applicable any more, because the NAT may filter out all the packets not sending from the same address and port pair as that of Address Server during registration. And, after the GGSN/PGW registers to the Address Server, when the MTC device begins to communicate to the MTC servers whose address are different form the Address Server, the NAT equipment would map the same internal address and port of the MTC device to different public address and port pairs, that would cause confusion after the MTC server gets the public address from the MTC GW and re-use it in the subsequent MT data packets. In this case data relay server (e.g TURN server) may need to be deployed to enable the MTC server initiate data transmission and interact with the MTC device. 
The MTC GW notifies the PGW/GGSN to register to the data relay server. The data relay server supplies a relay address and port with which the MTC server will send the mobile terminated data. The PGW/GGSN gets the relay address and port from the registration response message sent back by the relay server. The relay address and port pair is eventually reported back to the MTC server via MTC GW. After receiving the MT data from the MTC server, the data relay server would send them to the MTC device public address and port created by the NAT equipment during the address registration. As shown in Figure 2.
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Figure 2

If the MTC server supports the addressing resolution protocol (e.g. STUN), the MTC GW can have the MTC server know the public address and port of the MTC device by the GGSN/PGW registering directly to the MTC server. The registration messages of STUN could be multiplexed within the application data, i.e. they could use the same port number as used by the MTC application. This characteristic enable the MTC server to re-use the routable address and port of the device it retrieves from the addressing resolution message, without being worried about the address and port are being changed by the erratic NAT equipments. 
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Figure 3
Proposal
6.X
Solution – Device Addressing and triggering solution

6.X.1
Problem Solved / Gains Provided

See clauses 5.8 "Key Issue – MTC Device Trigger" and clause 5.3 "Key Issue – IPv4 Addressing"

6.X.2
General

This solution proposes a method to realize the MTC device addressing and triggering with the assistance from the MTC GW. The MTC GW assists in the device addressing and triggering by retrieving the routable public address and port of the MTC device and sending it to the MTC server, or by prompting the GGSN/PGW to send the addressing resolution messages to MTC server as the means of notifying it of the public address and port of the device.
This solution requires the MTC device’s internal IP address and GGSN/PGW address or identity to be stored in the HSS/HLR after the PDP context / PDN connection is successfully established. 
This solution also requires the MTC Device identifier used in MTCsp must be globally unique and should have a one-to-one mapping to the IMSI. As such, the MTC GW is able to use the MTC ID to query the HSS/HLR so as to retrieve the MTC device IP address and the serving GGSN/PGW address, as well as the security information used for addressing resolution, for instance, the credentials for the STUN messages. If the HSS/HLR has no valid MTC address and GGSN/PGW address, it is assumed that no PDN/PDP exists. To enable the data communicate with the device, the new PDP context or PDN connection should be established at this moment. For instance, the HSS/HLR could trigger the SGSN/MME to initiate the network originated PDP context establishment.
This solution also supports roaming scenario by the introduction of the MTCp reference point. The MTCp reference point is used by the MTC GW to connect to GGSN/PGW in the VPLMN network. MTCp is the inter-PLMN variant of the MTCi. For signalling interaction between MTC GW and GGSN/PGW, the MTCi/MTCp interface could be based on Diameter or Radius, and for the data transmission, theMTCp interface could use IPinIP or GRE or even the GTP tunnel. Note: MTCp is discussed further in the TD 111374.

The MTC server queries the MTC GW about the routable IP address of the MTC device. The query message may carry the MTC device ID. After validating the authenticity of the MTC server and confirming the authorization of the address query operation, the MTC GW retrieves the MTC device IP address and GGSN/PGW ID or address from the HSS/HLR. Subsequently the MTC GW notify the GGSN/PGW via MTCi/MTCp interface of performing certain address retrieval operations, i.e. in this document the GGSN/PGW registers to the Address Server or data relay server, or MTC server, all of which are located in the Public Address Space, and reports the public address and port of the MTC device or failure result back to the MTC GW if needed. The MTC GW transfers the public address and port of the device to the MTC server when needed. Dependent upon the NAT behaviour, a simple Address Server (e.g. STUN Server) or a data relay server around NAT, for instance, a TURN server could be deployed. If the MTC server itself supports the address resolution protocol (e.g. STUN), the GGSN/PGW registers directly to the MTC Server which therefore is able to get the MTC device address and port. The address and port of the Address Server or the data relay server or the MTC server could be statically configured or provided by the MTC server. 
Figure 1 illustrates the procedure for the MTC device addressing. 

[image: image4.emf]MTC Device PGW GW

STUN 

Server/Data Relay 

Server

MTC Server

Response

Attach and IP 

address 

assignment

Construct STUN 

message

Return public address 

and port

STUN Request

STUN Response

Trigger response (public 

address and port

）

HSS

Register PGW address

，

MTC device IP address

Trigger indication( MTC ID)

Query address of GGSN/PGW 

and MTC device

Notify GGSN/PGW to 

retrieve the public address of 

MTC device

MT data

(sent directly to the MTC 

device)

MME

Register directly to the MTC server (if the 

MTC server supports the registration 

protocol)

MT data

(sent to the data relay server 

first)

MT data

(sent to the MTC device)


3GPP

SA WG2 TD


_1363590047.vsd
�

GW�

PGW�

MTC Server�

MTC Server�

MTC Server�

PGW�

PGW�

3GPP Domain


STUN Server�

NAT


Query (MTC ID)


IP Address


Retrieve Pub Addr



_1363590180.vsd
�

GW�

PGW�

MTC Server�

MTC Server�

MTC Server�

PGW�

PGW�

3GPP Domain



_1363619479.vsd
�

MTC Device�

PGW


GW�

STUN Server/Data Relay Server�

MTC Server�

Register PGW address，MTC device IP address


Response


Query address of GGSN/PGW and MTC device


Attach and IP address assignment


Construct STUN message


Return public address and port


STUN Request


STUN Response


Trigger response (public address and port）


Trigger indication( MTC ID)


HSS�

Notify GGSN/PGW to retrieve the public address of MTC device


MT data
(sent directly to the MTC device)


MME�

Register directly to the MTC server (if the MTC server supports the registration protocol)


MT data
(sent to the data relay server first)


MT data
(sent to the MTC device)



_1363590024.vsd
�

GW�

PGW�

MTC Server�

MTC Server�

MTC Server�

PGW�

PGW�

3GPP Domain


Relay Server�

NAT


Query (MTC ID)


IP Address


Retrieve Pub Addr


Data packets



