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1. Overall Description:

SA5 would like to thank the LSs for SA1, SA3, RAN2 and RAN3 groups on user consent for MDT.
SA5 has discussed several options how to solve user consent. SA5 has made the assumption that if MDT data is provided in an anonymized way, i.e. the collected data cannot be associated to any specific user/subscriber, the user privacy is solved and therefore no user consent is required beforehand. With this assumption, SA5 has concluded if the collected MDT data does not contain any temporary or permanent subscriber IDs, i.e. the MDT data is anonymized; no user consent is required as Operators have no means to correlate the data to any user/subscribers.

Based on the above described understanding SA5 has agreed a solution that is documented in the attached CR S5-111436.

SA5 understanding is that user consent information should be part of the subscription data of the subscriber, which should be provisioned to the HSS database. The method how Operator collects the user consent and how the user can revoke the consent is out of standards scope (i.e. can be via contracts/ web portal or in any means that does not require standardization).

In signalling based MDT the user consent checking is done in the core network (in HSS or in MME/SGSN/MSC-S respectively)

In management based activation the MDT data is anonymized and SA5 does not see the need to transfer user consent information to eNB/RNC. Thus, SA5 concluded that the RAN2 and RAN3 working assumption indicated in the LS R2-111714 is not valid from their perspective. 
2. Actions:

To SA3 group:

ACTION: 
SA5 asks SA3 group to review the proposed solution and indicate if it complies with the security and privacy principles of SA3.  
To CT4 group:
ACTION: 
If SA3 agrees that the solution provided by SA5 complies with the security and privacy requirements, SA5 asks CT4 group to make the necessary changes in their specifications to support the functionality described in S5-111436.

To RAN2 and RAN3 groups:

ACTION: 
If SA3 agrees that the solution provided by SA5 complies with the security and privacy requirements, SA5 asks RAN2 and RAN3 group to take the above decisions into account during their stage 3 MDT design. 
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