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Abstract of the contribution: As part of the BBAI/Rel-11 architecture, the proposed architecture assumes the H(e)NB to send its tunnel information and the FQDN of the BPCF to the MME which will then be passed onto the PCRF to support BPCF selection.  However, in the case when there is NAT/NAPT present between the H(e)NB and SeGW (e.g. when NAT/NAPT is resided at the RG) and the operator of the BBF access may not be the same operator as the EPC network, there is no information today to describe how H(e)NB could retrieve its outer Public IPv4 address information which is assigned by the BBF access network and has been NATed.   This contribution describes the high-level procedure on how to leverage the IKEv2 parameters (i.e. Vendor ID Payload and Configuration Payload), which have been defined by the RFC 4306 to support IKEv2 IKE_AUTH operation when there is NAT/NAPT present between the IKE client and IKE gateway, to carry the IPSec tunnel’s outer Public IPv4 address of the H(e)NB that will be feedback by H(e)NB’s serving SeGW.
Introduction

As of today BBAI/Rel-11 architecture [TR 23.839] , the architecture assumes the H(e)NB to send its tunnel information and the FQDN of the BPCF to the MME which will then be passed onto the PCRF to support BPCF selection. Such location information is required by the EPC PCRF so that it can identify the BPCF at the BBA access network for it to communicate the policy information of a given UE which is corresponding to the H(e)NB that the UE attached.  
However, in the case when there is NAT/NAPT present between the H(e)NB and SeGW (e.g. when NAT/NAPT is resided at the RG) and the operator of the BBF access may not be the same operator as the EPC network, there is no information today (e.g. TS  33.320) to describe how H(e)NB could retrieve its NATed Public IPv4 address which is assigned by the BBF access network operator for its IPSec tunnel.  

Even when referring to TS 32.593, section 5.1, describes how the H(e)NB could discovery the FQDN and/or IP address information of the H(e)MS and SeGW, however, it does not describes how would H(e)NB can recognize its own outer Public-IP  for its IPSec tunnel in the case when NAT/NAPT is present between the H(e)NB and SeGW.   What has been described in section 5.1 that H(e)MS provides to the H(e)NB is the IP address for the S1 interface (i.e. the inner-IP of the H(e)NB) and not the outer NATed Public-IP that is managed by the BBF access network.  
In addition, TS 32.593 allows the Type-1 interface for the H(e)NB to attach to the H(e)MS outside of the IPSec tunnel, hence, there is no guarantee of the H(e)MS will be able to intercept the H(e)NB’s tunnel-IP as the tunnel-IP would have been terminated at the SeGW prior to any of the IP packet originated from H(e)NB arriving to the H(e)MS.  

In TS 33.320, Figure 4.1.1 (see figure below) in section 4.1, System Architecture of H(e)NB, presents a more concise description of the options of the location of the H(e)MS relative to the BBF access and EPC network.  
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Figure 1: System Architecture of H(e)NB according to TS 33.320 (Figure 4.1.1)
To address such an important technical detail that is missing on how the H(e)NB to retrieve its NATed Public-IP information of its IPSec tunnel, this contribution proposes a simple extension on today IPSec/IKEv2 SA exchange procedures and parameters sent between the H(e)NB and the SeGW.  
The proposed solution is to have the SeGW to leverage the currently supported IKEv2 SA Procedures and Configuration Payload parameter to feedback the H(e)NB’s NATed Public-IP of its IPSec Tunnel to the H(e)NB, so that the H(e)NB can associate its inner-IP (i.e. managed by the EPC network) with its outer NATed Public-IP for its IPSec tunnel (i.e. managed by the BBF access) and passés on its tunnel-IP info to the MME as required by [TR 23.839].   
Solution Overview
Although, it is not explicitly specified in TS 32.593, for today H(e)NB implementation, in order to support the IPSec/IKEv2 SA establishment between the H(e)NB and SeGW during the IKE_AUTH in the case when NAT/NATP is present in between, in addition to the procedures that were described in section 5.1 of TS 32.593 on how H(e)NB discovers the IP addresses of the H(e)MS and the SeGW, the H(e)NB would have to include its inner-IP request to be sent to the SeGW so that the corresponding EPC network can ensure an unique inner-IP to be assigned to the H(e)NB to establish the IKE SA with SeGW.  The inner-IP of The H(e)NB will be included in  the IKEv2 parameters (Vendor ID Payload and Configuration Payload) of the IKEv2 CFG_REQUEST message that is sent to the SeGW.  

By taking the similar idea on how the H(e)NB to provide its inner-IP information to the SeGW during the IKE_AUTH , once the SeGW receives the IKEv2 CFG_REQUEST message from H(e)NB, and after the H(e)NB is successfully authenticated by the EPC network, the SeGW will then retrieve the outer Public-IP of the H(e)NB) from IP Packet of the IKEv2 CFG_REQUEST message that is previously received and include it in the IKEv2 CFG_REPLY message .  Similar to the IKEv2 CFG_REQUEST, the SeGW will leverage the IKEv2 Vendor ID Payload (i.e. to identify the corresponding H(e)NB’s  EPC network operator id) and Configuration Payload (i.e. the H(e)NB’s tunnel-IP) parameters in the IKEv2 CFG_REPLY to carry the H(e)NB’s outer Public-IP information to the H(e)NB.
The following Figure-2 presents the high level concept of this solution. 
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Figure 2:  Leverage IKEv2 SA procedures to resolve H(e)NB Outer-IP mapping with Inner-IP
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