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Abstract of the contribution: This paper proposes to validate the trigger request from the MTC server by checking subscription with required MTC features of a triggering application in the device trigger procedure. 
Discussion: 

When a MTC server wants to provide a specific MTC service (MTC application) to an MTC device, it initiates the device trigger procedure by sending trigger indication, including MTC identifier, application id, optional application specific value (of limited size), etc., to the MTC device. However without checking subscribed/activated MTC features before triggering a MTC device, it may end up with a failure trigger result due to deactivated/unsubscribed MTC features in the HSS/HLR or unsupported capability in the network nodes. If this happens, the signalling overhead generated during device trigger procedure is in vain and the network and radio resource are wasted. 
Proposal-1: For saving the signalling overhead from triggering non-validated MTC deviec, we propose that when the HSS/HLR receives a trigger indication from MTC server via interface MTCsp, the network, e.g. HSS/HLR or MME/SGSN, shall validate the trigger indication by checking the activated MTC features with required MTC features of the target application before continuing the following device trigger procedure. 
Further, for a multiple purposes MTC device, i.e. the MTC device can support multiple applications, since MTC applications may not have the same characteristics, which maybe represented by MTC features, an application is associated to required MTC features. The mapping between an application and the required MTC features may be stored in the MTC server or HSS/HLR or MTC device. With the information of the required MTC features of the trigger application, the HSS/HLR or MME/SGSN shall check if the required MTC features of the trigger application are subscribed and activated. If not, the HSS/HLR or MME/SGSN rejects the trigger request to the MTC server before continuing the following trigger procedure.
Proposal-2: Based on the SA1 requirements, the HSS/HLR stores the MTC subscription of subscribed/activated MTC features. It is not clear that if an application is associated to required MTC features or not. We propose to clarify that an application is associated to required MTC features, i.e. different applications may have different required MTC features.
NOTE: It is FFS who is responsible for defining the required MTC features of an application, e.g. network operator, MTC subscriber/MTC user. 
Proposal-3: If proposal-2 is agreed, we further propose to discuss which node should store the information of the mapping table for the required MTC features of an application. This is necessary because we foresee there is a need to incorporate the feature control with device trigger procedure for the sake of saving radio and network resources. 

NOTE: it is FFS how the feature control works with device trigger procedure on the network nodes.
This P-CR proposes to add the text changes below for inclusion into TR 23.888.
* * * First Change * * * *

5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

For MTC Devices that are not continuously attached to the network or that have no always-on PDP/PDN connection it is beneficial to trigger MTC Devices to attach and/or establish a PDP/PDN connection based on a trigger indication from the MTC server. It is important that it can be guaranteed to the MTC User that  MTC Devices can only be triggered to attach and/or establish a PDP/PDN connection  by authorized MTC Servers.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.
-  The network shall provide a mechanism for feature control in MTC Device trigger procedure.
-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (i.e. attachment and PDP context/PDN connection states) of the targeted MTC device.
NOTE 2:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 3:
This interface does not preclude an MTC server from submitting an SMS directly to an SMS-SC to attempt to trigger a MTC device.

5.8.3
Evaluation

* * * Second Change * * * *

6.39
Solution – Triggering MTC devices via HSS and NAS signalling

6.39.1
Problem Solved / Gains Provided

See clause 5.8, "Key Issue – MTC Device Trigger" and clause 5.13 "Key issue - MTC Identifiers".

6.39.2
General

6.39.2.1
Overview

A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE informs the HSS/HLR about this need by providing "UE application trigger request" information defined in § 6.40.2 
Each of the UE targeted by the network application server request is then notified about that request via signalling exchange through the serving MME/SGSN, during the next NAS signalling exchange with the UE if there is no on-going signalling connection between the UE and MME/SGSN, or immediately if there is an on-going signalling connection with the UE or if this is an urgent request. 

Upon reception of this "UE application trigger request" information, the UE application is triggered and contacts the network application server.

6.39.2.2
Detailed solution
The procedure is illustrated in figure 6.39.2-1 and works as follows:
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Figure 6.39.2-1: Triggering MTC devices via HSS and NAS signalling
1)
Each time a network application server wants to contact a UE, it informs the HSS/HLR about this need by providing "UE application trigger request" information. 

The interface between an external application and the HSS/HLR needs to be secured. Limitation may be enforced to avoid simultaneous storage of too many "UE application trigger request" in the network.
The HSS/HLR (or a gateway between the application and the network):

a)
validates the request from the application (e.g. checking the application rights to issue such requests, enforcing application throttling , checking the required MTC features in the subscription, …); 

b)
translates the identity of the target UE received from the application into a network identity of the UE (e.g. corresponding to the IMSI of the target UE);

c)
stores this request in its database record associated with the target UE;

d)
determines the MME/SGSN that currently serves the target UE or waits for such a MME/SGSN to be allocated to the UE (i.e. waits for a subsequent Update Location from an MME/SGSN for that user).
2)
The HSS/HLR notifies/updates the serving MME or/and SGSN with this "UE application trigger request" information, immediately if the UE is already served by a SGSN/MME, otherwise when the UE registers to the network.


The "UE application trigger request" may be sent within the MAP (Gr) or Diameter (S6a/S6d) Insert Subscriber Data operation. The MME/SGSN stores this request in its database record associated with the UE and returns an Insert Subscriber Data answer.

3)
The serving MME/SGSN transfers the "UE application trigger request" information to the UE upon the next NAS signalling exchange with the UE:  

a)
RAU / TAU procedure: 

-
the RAU/TAU Accept message may carry the "UE application trigger request" notification; 

-
the TAU/RAU Complete message acknowledges the correct UE reception of the "UE application trigger request" notification. The UE has to send a TAU/RAU Complete message as if a new GUTI or a new P-TMSI had been assigned.

b) Attach procedure: 

-
the Attach Accept message may carry the "UE application trigger request" notification; 

-
the Attach Complete message acknowledges the correct UE reception of the "UE application trigger request" notification. The UE has to send an Attach Complete message as if a new GUTI or a new P-TMSI had been assigned.
c)
a dedicated Notification procedure (with a UE acknowledgment) which takes place immediately if there is an on-going signalling connection with the UE when the MME/SGSN receives the request from the HSS/HLR. 

This may be implemented as follows:
-
for LTE access: the Network and UE initiated Generic transport of NAS messages procedures (see TS 24.301 subclauses 5.6.4.3 and 5.6.4.2) may be used to carry the "UE application trigger request" notification to the UE and its acknowledgment by the UE. I.e. using the DOWNLINK GENERIC NAS TRANSPORT message and the UPLINK GENERIC NAS TRANSPORT message with a Generic message container type IE set to a specific value for the transfer of "UE application trigger request" and with the Generic message container IE containing the "UE application trigger request" information.

-
For 2G/3G access, a similar mechanism  may be defined or an existing GMM message may be extended to carry the UE application trigger request, e.g. GMM Information message (see 3GPP TS 24.008 subclause 9.4.19). 

4)
Upon reception of this "UE application trigger request" information, the UE

a)
acknowledges the reception of this information via NAS signalling to the MME/SGSN;

b)
checks that this is not a duplicate request (using the request counter). If this is a duplicate step 4) stops here. Otherwise, the UE application is triggered;

c)
establish the relevant PDN connection / PDP context using the existing EPC/GPRS procedures, if it is not already established;
d)
triggers the UE application which then contacts the network application server in the network. The addressing information to contact the application server in the network may be known in advance on the UE or may have been communicated in the "UE application trigger request" notification.

5) Upon receipt of the acknowledgement from the UE, 

a)
the MME/SGSN removes the UE application trigger request information from its database record associated with the UE and notifies the HLR/HSS that the UE has received the "UE application trigger request" by sending a Diameter Notification message or a MAP Update GPRS Location message. 

b)
When the HSS/HLR receives the acknowledgement from either the MME or the SGSN about a UE, the HSS/HLR removes this request in its database record associated with this UE. 
The HSS/HLR does not need to wait for the acknowledgement from both MME and SGSN to remove the request. This means that an UE may receive twice (once via MME, once via SGSN) such a notification. If so, the UE can detect a duplicated request via the request counter, discards the repeated request and returns a positive acknowledgement to the sending node. Another alternative would be for the HSS/HLR to remove an obsolete UE application trigger request from a MME/SGSN.


An application may cancel an UE application trigger request using its application Id and the request counter.


If an MME/SGSN fails and loses the information about not yet transferred "UE application trigger request" notifications, this is not an issue as the HSS/HLR sends to an MME/SGSN that starts serving an UE all "UE application trigger request" notification information it has in its database record associated with this UE.

An urgency request parameter may also be associated with the "UE application trigger request" notification. If the request is urgent, the UE is notified as soon as possible i.e. the serving MME/SGSN pages the UE as soon as it receives the "UE application trigger request" information from the HSS/HLR. Otherwise the UE is notified only the next time it exchanges signalling with the MME/SGSN. 
6.39.3
Impacts on existing nodes or functionality

HLR/HSS stores UE application trigger requests, transfer them to serving MME/SGSN and erase them upon getting the acknowledgement that they have been successfully delivered to the UEs. The signaling cost of this procedure on HSS/HLR should be equivalent to the cost of a triggering based on terminating SMS.
MME/S4-SGSN stores UE application trigger requests, transfers them via NAS signalling to the UE and erase them upon getting the acknowledgement that they have been successfully delivered to the UEs.
UEs receive and acknowledge UE application trigger requests via NAS signalling and trigger the corresponding application.

6.39.4
Evaluation

* * * * Third Change * * * *

6.40
Solution –  Information sent to trigger a MTC Device

6.40.1
Problem solved

.This solution describes the information to be provided by a network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE. See clause 5.8, "Key Issue – MTC Device Trigger"

6.40.2
Required Functionality

A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE provides "UE application trigger request" information containing e.g.: 

-
the identity of the target UE;.
-
the identity of the application;

-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;

-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the UE has to contact;

-
optionally an urgency request indication;

 -
optionally a validity timer (allowing to remove storage of the UE application is triggered when it is no more needed)

-
optionally application specific information (of limited size);
-  optionally required MTC features of the trigger application
It is FFS whether other parameters such as provided within a SMS based trigger are needed 
* * * * Forth Change * * * *

6.x
Solution – Triggering MTC devices with required MTC features provisioning

6.x.1
Problem Solved / Gains Provided

See clause 5.8, "Key Issue – MTC Device Trigger" and clause 5.13 "Key issue - MTC Subscription".

6.x.2
General approach
When a MTC server wants to provide a specific MTC service (MTC application) to an MTC device, it initiates the device trigger procedure by sending trigger indication, including MTC identifier, application id, etc. as indicated in clause 6.40, to the MTC device. 
When the HSS/HLR receives trigger indication from the MTC server, it shall validate the trigger request by checking subscribed or activated MTC features in the MTC subscription with the required MTC features of the trigger application before forwarding the trigger indication to the next network nodes, e.g. MME/SGSN, DT-GW, etc.

Editor's Note: it is FFS who defines the required MTC features of an application, e.g. network operator, MTC subscriber/user, MTC device.
The mapping between an application and required MTC features may be stored in the MTC server or HSS/HLR or the MTC device:
In MTC server: The trigger indication needs to include the required MTC features of the trigger application. 
In HSS/HLR: Based on the information of the application identifier in the trigger indication, the HSS/HLR obtains required MTC features for the trigger application.

In MTC device: when receiving trigger indication with information of application identifier, the MTC device enables the required MTC features and provides required MTC features in the NAS message to the network, e.g. MME/SGSN, HSS/HLR.

With the information of the required MTC features of the trigger application, the HSS/HLR or MME/SGSN shall check if the required MTC features of the trigger application are subscribed and activated. If not, the HSS/HLR or MME/SGSN rejects the trigger request to the MTC server.
Editor's Note: it is FFS how the feature control works with device trigger procedure on the network nodes.
6.x.3
Impacts on existing nodes or functionality
HSS/HLR: 

- Store the required MTC features of an application associated to application identifier that is provided by MTC server.

- Check the activated MTC features in the subscription with the required MTC features of the trigger application
MTC device:
- Store the required MTC features of an application associated to application identifier that is provided by MTC server.

- Provides the required MTC features to the network node via NAS message, e.g. Extended Service Request to the MME/SGSN.
6.x.4
Evaluation
* * * End of Change * * * *
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