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Discussion
The scope of this contribution is to revised the section of QoS interworking principles DSCP  taking into account the BBF specifications TR-092 for DSCP support for the BRAS,  TR-101 for Access Nodes and Aggregation Nodes and TR-124 for the RG. 
1.1
DSCP treatment in RG

The definition of functionalities supported by the RG are defined in TR-124 issue 2 “Functional Requirements for broadband RG Devices”. Regarding the QoS management on WAN interfaces the main one regarding the 3GPP interworking are listed in  Table 1. The RG shall support classification of traffic based on IP 5-tuplets, Ethernet 802.1D priority and DSCP. For DSCP value the RG shall recognise and provide the equitable QoS treatment in the queues of the DSCP traffic with class EF, AF and BE. In addition the RG should be capable of performing DSCP remarking.
From the above reasoning, it is proposed to revise the text in section 5.2.2.1.5.2 QoS principle referring to the BBF specification TR-124 for the QoS capability of the RG.
In case of the HeNb scenario the RG is located in between the HeNB and the SeGW/HeNB GW, so the RG is able to perform QoS treatment (e.g. local scheduling and queue treatments) of the uplink and down link traffic based on the DSCP values and on other parameters (e.g. IP 5-tuplets) listed in requirements WAN.QoS 1. Furthermore the RG is able to perform a DSCP remarking. Hence it is proposed to clarify the current description for HeNb scenario inserting the role of RG.
	Requirement Reference
	Requirements

	WAN QoS 1
	The device MUST support classification of WAN directed LAN traffic and placement into appropriate queues based on any one or more of the following pieces of information:

(1) destination IP (v4 or v6) address(es) with subnet mask,

(2) originating IP (v4 or v6) address(es) with subnet mask,

(3) source MAC address,

(4) destination MAC address,

(5) protocol (TCP, UDP, ICMP, …)

(6) source port,

(7) destination port,

(8) IEEE 802.1D Ethernet priority,

(9) FQDN (Fully Qualified Domain Name) of WAN session,

(10) Diffserv codepoint (IETF RFC 3260),

(11) Ethertype (IEEE 802.3, 1998 Length/Type Field), and

(12) traffic handled by an ALG, and

(13) IEEE 802.1Q VLAN identification.

	WAN QoS 3
	The device MUST support the differentiated services field (DS Field) in IP (v4 or v6) headers as defined in IETF RFC 2474.

	WAN QoS 4
	The device MUST by default recognize and provide appropriate treatment to packets marked with recommended Diffserv Codepoints, whose values and behavior are defined in IETF RFC 2474, 2475, 2597, 3246, and 3260. Specifically, the values shown in the DSCP column of the table below MUST be supported, except the Cs0-7, which are optional.

                         

DSCP marking 
DSCP marking

Class 

Description 
(name) 
(decimal 



value)

EF 

Realtime
     ef 
46

AF4 – in-contract 

Premium class4 (in)      af41
 34

AF4 – out-of-contract 
Premium class4 (out)    af42, af43 
36, 38

AF3 – in-contract 

Premium class3 (in)
     af31 
26

AF3 – out-of-contract 
Premium class3 (out)    af32, af33 
28, 30

AF2 – in-contract 

Premium class2 (in) 
     af21 
18

AF2 – out-of-contract 
Premium class2 (out)     af22, af23 
20, 22

AF1 – in-contract 

Premium class1 (in) 
      af11 
10

AF1 – out-of-contract 
Premium class1 (out)     af12, af13 
12, 14

DE/BE 

Default / Best Effort        be 
0

Cs0 (optional) 

Class Selector 0 
      cs0 
0

Cs1 (optional) 

Class Selector 1 
      cs1 
8

Cs2 (optional) 

Class Selector 2 
       cs2 
16

Cs3 (optional) 

Class Selector 3 
       cs3 
24

Cs4 (optional) 

Class Selector 4 
       cs4 
32

Cs5 (optional)

Class Selector 5 
       cs5 
40

Cs6 (optional) 

Class Selector 6 
       cs6 
48

Cs7 (optional) 

Class Selector 7 
       cs7 
56

	WAN.QoS 5
	The device MUST be able to mark or remark the Diffserv codepoint or IEEE 802.1D Ethernet priority of traffic identified based on any of the classifiers supported by the device.

	WAN.QoS 9
	The device MUST support one Best Effort (BE) queue, one Expedited Forwarding (EF) queue and a minimum of four Assured Forwarding (AF) queues.

	WAN.QoS 11
	The device SHOULD support the appropriate mechanism to effectively implement Diffserv per hop scheduling behaviors. A strict priority scheduler is preferred for EF.

	WAN.QoS 12
	The device SHOULD support aggregate shaping of upstream traffic.

	WAN.QoS 13
	The device SHOULD support per-class shaping of upstream traffic.


Table 1: QoS Requirements for RG from BBF TR-124 issue 2.
1.2
DSCP treatment in BRAS/BNG

The definition of QoS treatment in BRAS is defined in TR-092, however BBF is working on TR-145 and TR-178 as evolution to a Multi-service broadband system, consequently new requirements related to QoS management can be foreseen, as indicated in BBF LS the basic requirements from the 3GPP point of view are reported in Table 2. Basically the BRAS is able to perform traffic classification, management and scheduling based on DSCP values and based on other information, such as the IP 5-tuples.
For both dowlink traffic directed to a UE connected to a WLAN or for the downlink traffic directed to the H(e)NB the BNG/BRAS performs traffic classification, traffic shaping and scheduling using the DSCP information in conjunction with other information as needed. The BRAS/BNG plays also a role for the uplink traffic, since it is able to apply DSCP re-marking and to manage the traffic based on DSCP classification as specified by relevant RFCs (2474, 2475, 2597, 3246, and 3260).Therefore this document proposes to introduce the description of the role of BNG on uplink and downlink traffic.
	Requirement Reference
	Requirements

	R-6-10
	The device MUST support per packet classification based upon the following fields:

- DSCP for IPv4 and IPv6

- Incoming port/interface/PPP Session using the FQDN/NAI

- Source IP address

- Destination IP address

- IP Protocol

- Source TCP/UDP port

- Destination TCP/UDP port

- Ether-type

- 802.1P

- 802.1Q

- Packet length

	R-6-11
	Based on the classification fields defined in R-6-10The device MUST have a means to mark

the following values:

- DSCP

- 802.1P

- MPLS EXP bits

	R-6-33
	For one subscriber session on each VC, the device MUST support at least 6 independent subscriber level classes or PHBs.

	R-6-35
	The device MUST support RFC 2475, An Architecture for Differentiated Services, including edge-conditioning functions such as Packet Classification, Policing, Shaping, Marking & Metering.

	R-6-36
	The device MUST support Assured Forwarding per hop behavior per RFC 2597

	R-6-37
	The device MUST support Expedited Forwarding per hop behavior per RFC 3246

	R-6-38
	The device MUST support the default PHB (RFC 2474) for "best effort" traffic

	R-6-39
	The device SHOULD support the Lower Effort PHB (RFC 3662) for “scavenger class” type services.

	R-7-23
	The device MUST support the ability to police flows, which have been classified as per R-6-10.

	R-7-24
	The device MUST support the ability to filter flows, which have been classified as per R-6-10.

	R-7-25
	The device MUST support the policy route flows, which have been classified as per R-6-10.

	R-7-26
	The device MUST be able to associate a custom filter rule set with a given user profile, PVC or session.


Table 2: QoS Requirements for BRAS from BBF TR-092.
2
Proposal
It is proposed to approve the clarification on impact of DSCP usage by BBF access network described in the following.
* * * Start of 1st Change * * *  
5.2.2.1.5 
QoS interworking principles

5.2.2.1.5.1 
General
This clause describes potential solution options for how to detect and classify packets for the purpose of QoS treatment in the BBF network .  

Editor’s note: It is FFS what solution option(s) to be used. The option(s) may also need to be verified with the BBF.

5.2.2.1.5.2 
QoS interworking principles for DSCP marking
This solution is based on DSCP marking of packets traversing the BBF network. The BBF network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets.
Downlink

For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG copies that marking to the new outer header. 
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401. The SeGW copies that marking to the new outer header.
The BRAS/BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW,  may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header. 
Editor’s Note: RFC 4301 clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same IPsec SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature. To cope with this scenario, RFC 4301 recommends that a sender should put traffic of different classes on different SAs to support QoS appropriately. Based in these considerations, it is FFS if this solution requires that different child SAs for different QoS classes are established in the scenarios where user plane traffic is encrypted.
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Figure 5.2.2.1.5-1. Packet classification and packet forwarding treatment in a 3GPP-BBF interworking scenario. Note that the figure is simplified and the intermediate transport network entities are not shown. The details of traffic handling in BBF domain is out of 3GPP scope.

Downlink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the relevant network entity (e.g. H(e)MS, MME/SGSN) for downlink. The relevant message traffic thus may be marked with the appropriate DSCP according to the preconfigured QoS. The SeGW copies this DSCP if it exists from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

NOTE: 
It is assumed that the MME/SGSN set the DSCP value of signalling traffic independently whether there’s H(e)NB or not. 

Uplink

For the WLAN case, DSCP marking may be performed by the UE and/or the RG. The details for how this is done are FFS and may be out of 3GPP scope.
For the H(e)NB case, DSCP marking is performed by the H(e)NB according to the QoS information of the EPS bearer/PDP context. The H(e)NB also copies the marking to the outer header. 
The RG and BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW, they may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header.
Uplink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the H(e)NB for uplink. The H(e)NB marks the relevant message traffic with the appropriate DSCP according to the preconfigured QoS. It then copies the DSCP from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

DSCP remapping

Since different domains and operators might use different DSCP values, the scheme above only works if there are agreed re-mappings of the DSCP values. E.g., there might be an edge router in inter-operator domain boundaries that re-maps the DSCPs. 

It is assumed that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that such re-mapping is consistent and predictable. If there is no such inter-operator agreement, the DSCP re-mapping may not be consistent and predictable. 
Correlating admission control with DSCP marking

The BPCF performs admission control in fixed access or delegating admission control decision to other BBF nodes. Based on the admission control, the BPCF accepts or rejects the request received over S9*. The BBF operator may also want to verify that the user plane traffic for a specific UE is not exceeding the traffic agreed by admission control that was performed over S9*. In order to do so, the BPCF may provide policies to the BNG. These policies are based on the QoS Rules reveived over S9* but may have a different granularity as determined suitable for the BBF network. Policies can be sent down by the BPCF to the BNG via the R reference interface. 

Regardless of the access method used, the BPCF needs to be able to translate QCI received on S9* into the DSCP that the BNG will see. To do this, the BPCF needs to know the relation between QCIs and DSCPs for the traffic that enters the BBF domain. This allows the BBF operator to make the appropriate mapping from QCI to DSCP.  

Note that the correlation function mentioned above is BBF-internal and therefore out-of-scope for 3GPP.

5.2.2.1.5.3 
Service data flow detection based on SPI or SDF filters

In trusted scenarios where the UE connects to the EPC using S2c with no user plane confidentiality protection, the BBF access can detect service data flows inspecting the inner packets encapsulated in the DSMIPv6 tunnel, as currently specified in TS 23.402 and TS 23.203. To that purpose the BBF access uses the information on the mobility protocol tunnelling header and the SDF filters that the PCRF provides to the BPCF via the S9* reference point.

In untrusted scenarios where the UE uses IPSec/SWu towards an ePDG and in trusted scenarios where the UE uses S2c with user plane confidentiality protection, the BBF access cannot detect service data flows inspecting user plane packets exchanged over the SWu and S2c reference points, since they are encrypted. In this case service data flow detection in the BBF access can be performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header. This approach is based on the following principles:

- 
Different services data flows are mapped on different child IPsec Security Associations (SAs). To that purpose, if the UE is using S2c, upon reception of a PCC rule from the PCRF via the Gx reference point, the PDN GW initiates the creation of a child IPsec SA for the traffic matching the PCC rule. To make sure that the traffic exchanged on the SA is the traffic matching the PCC rule, the PDN GW uses the SDF filters included in the PCC rule to derive the traffic selectors proposed to the UE in the IKEv2 exchange. If PMIPv6 is used on S2b, it is up to the ePDG to create the child IPsec SA, based on a trigger provided by the PCRF via the Gxb* reference point.

NOTE:
Assuming that the UE accepts the traffic selectors proposed by the PDN GW, or ePDG, with no modifications, routing of data traffic on the child SA is symmetric. Depending on operator’s policies, if the UE modifies the traffic selectors proposed by the PDN GW, or ePDG, the PCC Rules Provision Procedure may be rejected.
- 
The SPI (Security Parameter Index) that identifies the child IPsec SA is reported back to the PCRF. This is done by the PDN GW via the Gx reference point, if the UE is using S2c, or by the ePDG via the Gxb* reference point, if PMIPv6 is used on S2b.

- 
The PCRF provides to the BPCF via the S9* reference point the outer IP header information, the SPI and the QoS rule. The outer IP header information includes the tunnel end points, namely the UE’s Care-of Address and the PDN GW address, if the UE is using S2c, or the UE’s Care-of Address and ePDG address, if PMIPv6 is used on S2b.
-
Based on the rules provisioned to it, the BBF access performs admission control and policy enforcement in the uplink and in the downlink direction for the traffic aggregate matching the outer IP header information and the SPI. The details of how admission control and policy enforcement are performed in the BBF access are out of 3GPP scope.

Editor’s Note: It is FFS if and how service data flow detection based on SPI can be used for the H(e)NB case.
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