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1
Introduction

For the purposes of this document the term “MTCSP” is used for a signaling reference point between the MTC Server and the mobile operator network. This covers the general case when the MTC Server is located outside the operator domain. In the special case when the MTC Server is located in the operator domain, the MTCSP becomes internal in the operator network.   
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The requirements for signaling between the MTC Server and the mobile operator network include device triggering, but may also include sending SMS to MTC devices not having any unique MSISDN. Later the requirement for event notifications related to MTC monitoring might also use a MTCSP reference point. There might be one or several functional entities in the mobile operator network that terminate the MTCSP reference point. In this text these entities(s) are simply referred to as “Service Centre configured for MTC”.
2
The device identifier used over MTCSP
Reasons have been presented why MSISDN shall not be used as device identifier in the MTC space. An LS was sent from ITU-U [1] and companies have also discussed this e.g. in [2]. It is therefore assumed that MSISDN shall not be used in protocols over MTCSP. 

The IMSI, which is commonly used within the PLMN as a device identifier (or to be more exact, as a MT + USIM identifier), is another alternative to be used in a MTCSP protocol. This has for example been indicated in the “FQDN Identifier” solution in subclause 6.1 in TR 23.888, where the IMSI is proposed to be part of a public domain name such as “mtc.IMSI.pub.3gppnetworks.org”.  
It should be discussed whether it is acceptable to expose the IMSI on external interfaces and if it is adequate to use IMSI in an external service provider domain at all? Far reaching measures has for example been taken to avoid exposing the IMSI over radio interfaces by introducing temporary identifiers (TSMI, P-TMSI, S-TMSI, GUTI etc).

If it is found by SA2 that exposing IMSI outside the PLMN domain should be avoided, another identity is needed for the device. Some guiding requirements to be discussed for such a device identifier may be: 

· The new identifier should have a one-to-one mapping to the IMSI. That is, it shall identify one active UE (e.g. MTC device).
· The identifier must be globally unique since some M2M service providers operate word wide.
· The allocation of the new identifier should be efficient e.g. administration on country level
· The identifier shall also be possible to use towards other access networks such as 3GPP2, etc. 
· “Number portability” should be supported. That is, a service provider should be able to switch to another operator network, without changing the identifier. Number portability for the MTC User might be a requirement to consider too, or alternatively a different device identifier is used on the API between the MTC User and the MTC Server .
· The new identifier should have a structure to allow certain functions in the operator domain

· Facilitate routing of signaling, that is, discovering which MTC Server or service provider the MTC device belongs to and its signaling shall be routed to.
· Facilitate charging and billing. One device (and the charging data produced from its activities) should easily be traced back to which service provider it belongs to. Optionally also which user at the service provider it belongs to. 

· Selective congestion control or enabling/disabling e.g. per MTC User and per Service Provider
· Other?
The details for a device identifier used in MTCSP protocols should be specified in stage 3 (already established protocols such as HTTP RESTful may be candidates for a MTCSP protocol). However in the SA2 requirements of a device identifier, there may also be some requirements such as if it should be based on the same principle as IMSI, e.g. a number including subfields such as MCC, Service Provider ID, User ID and Device ID (see figure 1 below), or if it should have “Internet style” and have a URI format e.g. a FQDN, a URN, SIP URI or other URI format (see figure 2 below). 
In this example, the MCC or “topdomain” would ensure that the Service Provider ID becomes internationally unique even if an administration on country level is used. The “topdomain” would be a FQDN in itself such as “.com”, “.se”, “.co.uk”, “.operator.com”, etc. The User ID should identify a subscriber within the service provider domain, for example an enterprise or even a person using MTC services. There would be a unique Device ID part for each MTC device a user has (at least unique within the user domain). The Device ID may for example be a serial number of the hardware running the “application part” of the MTC device (i.e. not the IMEI) or any other number used by the MTC User to distinguish the MTC device. All these different parts could constitute the full device identifier, as used over a MTCSP interface. In the reminder of this document, the term “International Service provider Subscription Identifier” (abbreviated to ISSI) is used for a device identifier used over the MTCSP interface and meeting the requirements discussed above.
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Figure 1: IMSI style format of a device identifier
An advantage with an IMSI style format of a device identifier is that the identifier can be given a known format that can be easily used within the mobile operator network. A drawback is that a new administration and allocation of the Service Provider ID part need to be established internationally and most likely on a per country basis.   
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Figure 2: Examples of different URI style formats of a device identifier (ISSI)
An advantage with an URI style format of a device identifier is that this can be considered mainstream internet technology and that the administration and allocation of the different identifier parts, e.g. the Service Provider ID part, does already exist as part of the normal domain name administration. A slight disadvantage could be that if the different identifiers parts are domain names, such as the “serviceproviderid.topdomain”, care need to be taken so that clashes with other usages of the same domain name is avoided.   

Alternative a) above using a FQDN for identifying a device should work but the implicit assumption of the content/structure of the domain name that needs to be specified in some place.

Alternative b) using a Uniform Resource Name (URN) is probably more correct way to use a URI when the intention is to specify an identity. By using a new specific Namespace ID in the URN such as “ISSI” in the example, the syntactic interpretation of the Namespace Specific String would be defined. There may also be other already registered Namespace ID’s that can be used more or less according to 3GPP requirements. 

Alternative c) using a SIP URI is also a possibility. The syntax associated with SIP URI’s should be possible to use for what 3GPP requires of a device identifier, but when following it strictly the SIP protocol is also expected for a SIP URI which may not be the case for the MTCSP interface.   

It is suggested that different alternatives for a device identifier used over a MTCSP interface is discussed and decision made in SA2. 
3
Example
Two examples of signalling between the MTC Server and the Service Centre configured for MTC in the mobile network.  The first signalling example shows a possible triggering of a device to establish its connection enabling communication between the MTC Server and the MTC Device. It is assumed that the device identifier used on the MTCSP interface is stored in the subscription information and that the HLR/HSS can return the IMSI based on the device identifier. That is analogous to how an SMS-SC resolves the MSISDN to an IMSI. See further details on contribution S2-110632. It is ffs how the Service Centre configured for MTC can find the HLR/HSS when there are multiple HLR/HSS.
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Figure 3: Device trigger message received in the mobile network from the MTC server
The second signalling example below shows a possible event notification sent from the mobile network over the MTCSP interface to the MTC server. An MTC Monitoring Notification message is sent from the SGSN/MME where the event is detected to the Service Centre configured for MTC. There are two different alternatives shown below, either the “ISSI” is available in the MM context in the SGSN/MME and passed as a parameter to the Service Centre configured for MTC, or if not available the Service Centre configured for MTC retrieves the “ISSI” from the HLR/HSS based on the IMSI. Based on the “Service Provider ID” part of the “ISSI”, a secure connection to the MTC Server is established if it isn’t already available. The IP address to the MTC Server is found based on configuration in the Service Centre configured for MTC or using a DNS server in the service provider domain. 

[image: image5] Figure 4: Alternative a) for sending an event notification to the MTC server
The advantage with alternative a) above is that sending event notifications to MTC Servers doesn’t cause any extra load on the HLR/HSS. The disadvantage is that there is an impact on the MM Context in the SGSN/MME – the device id has to be retrieved from the HLR/HSS as part of the subscription information when the MM context is created.  
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Figure 5: Alternative b) for sending an event notification to the MTC server
The advantage with alternative b) above is that there is no impact on the MM context in the SGSN/MME. The disadvantage is that sending event notifications to MTC Servers will cause any extra load on the HLR/HSS when the “ISSI” is retrieved.  

4
Conclusion

By defining a new reference point for signalling (MTCSP) between the MTC Server and the mobile network, SIMTC requirements such as device triggering, SMS/small data, and MTC monitoring can be solved. The SA2 should decide whether it is acceptable to use IMSI as a device identifier on that interface or whether a new identifier such as ISSI that can be mapped one-to-one to the IMSI in the mobile network need to be defined.
5
References
[1]
S1-100200,  LS from ITU-T Study Group 2 (Geneva, 16-24 November 2009) on “Numbering for GSM-based Machine-to-Machine services”

[2]
S1-100190,  Discussion on the “Need for an Alternative to E.164 Dialable Resources for Machine to Machine (M2M) Communications”, T-Mobile USA, Huawei, NSN
6
Proposal

It is proposed that the text below is added to the TR 23.888. 
It as assumed that there is consensus in SA2 on using a URI based device identifier in the external signalling with the MTC Server, but that further study is needed to decide the exact format of the URI. 
First Change

6.xx
Solution – Device identifier used over MTCSP
6.xx.1
Problems solved / Gains provided

See
clause 5.8 
“Key Issue –MTC Device Trigger”, 
clause 5.13 
“Key Issue - MTC Identifiers”, 
clause 5.10
“Key Issue - MTC Monitoring”,
clause 5.11
“Key Issue - Decoupling MTC Server from 3GPP Architecture”.
6.xx.2
General
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Figure 6.xx.2-1: 3GPP Architecture for Machine-Type Communication
The reference points are listed as below:

MTCu:
It provides MTC Devices access to 3GPP network for the transport of user plane and control plane traffic. MTCu interface could be based on Uu, Um, Ww and LTE-Uu interface.
MTCi:
It is the reference point that MTC Server uses to connect the 3GPP network and thus communicates with MTC Device via 3GPP bearer services/IMS. MTCi could be based on Gi, Sgi, and Wi interface.
MTCsp:
It is the reference point the MTC Server uses for signaling with the 3GPP network.
MTCsms:
It is the reference point MTC Server uses to connect the 3GPP network and thus communicates with MTC Device via 3GPP SMS. 


Editor’s Note:  It is ffs if MTCsms exists as a separate reference point or whether MTCsp is used for 3GPP SMS as well. 

In the general case the MTC Server is located outside the operator domain. In the special case when the MTC Server is located in the operator domain, the MTCSP and the MTCi becomes internal in the operator network. In a deployment there may simultaneously be MTC Server located inside the operator domain and MTC Servers located outside the operator domain. There might be one or several functional entities in the mobile operator network that terminate the MTCSP reference point. In the text below these entities(s) are simply referred to as “Service Centre configured for MTC”. The MTC Server and the MTC User may either be separate entities or co-located.
Guiding requirements for a device identifier to be used instead of MSISDN and IMSI at signaling between the MTC Server and the mobile operator network are: 

· The new identifier should have a one-to-one mapping to the IMSI. That is, it shall identify one active UE (e.g. MTC device).
· 
Editor’s Note:  It is ffs if some flexibility in the mapping similar to the one between MSISDN and IMSI would be useful.
· The identifier must be globally unique since some MTC service providers operate word wide.
· The allocation of the new identifier should be efficient e.g. administration on country level

· The identifier shall also be possible to use towards other access networks such as 3GPP2, etc. 
· “Number portability” should be supported. That is, a service provider should be able to switch to another operator network, without changing the identifier. Number portability for the MTC User might be a requirement to consider too, or alternatively a different device identifier is used on the API between the MTC User and the MTC Server .

Editor’s Note:  It is ffs if “number portability” is required or if modern IT tools in the M2M domain make this unnecessary.
· The new identifier should have a structure to allow certain functions in the operator domain

· Facilitate routing of signaling, that is, discovering which MTC Server or service provider the MTC device belongs to and its signaling shall be routed to
· Facilitate charging and billing. One device (and the charging data produced from its activities) should easily be traced back to which service provider it belongs to. Optionally also which user at the service provider it belongs to. 

· Selective congestion control or enabling/disabling e.g. per MTC User and per Service Provider
· Other?
The details for a device identifier used in MTCSP protocols should be specified in stage 3 (already established protocols such as HTTP RESTful may be candidates for a MTCSP protocol). However in the SA2 requirements of a device identifier, there may also be requirements such as what information it contains (see example below). 
In this example below the “Service Provider ID” is a domain name that belongs to the MTC service provider. The “topdomain” would ensure that the “Service Provider ID” becomes internationally unique. The “topdomain” would be a FQDN in itself such as “.com”, “.se”, “.co.uk”, “.operator.com”, etc. The “User ID” should identify a subscriber within the service provider domain, for example an enterprise or even a person using MTC services. There would be a unique “Device ID” part for each MTC device a user has (at least unique within the user domain). The “Device ID” may for example be a serial number of the hardware running the “application part” of the MTC device (i.e. not the IMEI) or any other number used by the MTC user to distinguish the MTC device. All these different parts together constitute the full device identifier, as used over a MTCSP interface. In the reminder of this document, the term “International Service provider Subscription Identifier” (abbreviated to ISSI) is used for a device identifier used over the MTCSP interface and meeting the requirements listed above.
Editor’s Note: The name for the device identifier “International Service provider Subscription Identifier” (ISSI) is tentative and may change.
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Figure 6.xx.2-1: Examples of different URI style formats of a device identifier (ISSI)
An advantage with an URI style format of a device identifier is that this can be considered mainstream internet technology and that the administration and allocation of the different identifier parts, e.g. the Service Provider ID part, does already exist as part of the normal domain name administration. A slight disadvantage could be that if the different identifiers parts are domain names, such as the “serviceproviderid.topdomain”, care need to be taken so that clashes with other usages of the same domain name is avoided.
Alternative a) above using a FQDN for identifying a device should work but there is an implicit assumption of the content/structure of the domain name that needs to be specified.

Alternative b) using a Uniform Resource Name (URN) is probably more correct way to use a URI when the intention is to specify an identity. By using a new specific Namespace ID in the URN such as “ISSI” in the example, the syntactic interpretation of the Namespace Specific String would be defined. There may be other already registered Namespace ID’s that can be used more or less according to 3GPP requirements. 

Alternative c) using a SIP URI is also a possibility. The syntax associated with SIP URI’s should be possible to use for what 3GPP requires of a device identifier, but when following it strictly the SIP protocol is also expected for a SIP URI which may not be the case for the MTCSP interface.   
Note: Depending on what type of URI is selected as device identifier, there might be assumptions on what protocol is used over the MTCsp.
6.xx.3
Impacts on existing nodes or functionality

Impact on GPRS/EPS architecture
· A new termination point for the MTCSP reference point in the operator network. 
Impacts on the HSS/HLR:

· Storage of a new parameter (ISSI) in the subscription information. Making ISSI searchable to be able to find a specific subscriber profile based on an ISSI.
· A new or modified existing protocol is specified for the reference point between the HSS/HLR and a Service Centre configured for MTC. It is ffs how the Service Centre configured for MTC can find the HLR/HSS when there are multiple HLR/HSS.
Editor’s Note: The place where to store the ISSI is still subject for discussion. Hence the HSS/HLR impacts may change. 

6.xx.4
Evaluation

End of Changes
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