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1. Abstract of the contribution

This document gives some analysis on the issue of packet loss when DSCP based packet classification is used in case of only one IPsec tunnel. Based on it, we propose to support multiple tunnels in BBAI.

2. Discussion
In the current TR23.839, the general assumption is that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that DSCP re-mapping is consistent and predictable. With these inter-operator agreements, DSCP could be reliable for service data flow detection. 
It is also clarified by BBF that SPI based classification method would not be supported. But this doesn’t mean multiple IPsec tunnels should be excluded also. The problem we see of DSCP based detection within single tunnel is that all the packets of different QoS priority are capsulated in a single IPsec tunnel which may cause unnecessary packet loss when the anti-replay feature has been enabled. In RFC4301, it is clearly recommended that a sender should put traffic of different classes on different SAs to support QoS appropriately. Although this problem is well known, we think it is still useful to demonstrate the details and thus an analysis is provided in the annex of this paper for the case of H(e)NB. 
The analysis shows that multiple IPsec tunnels does help to mitigate the packet loss caused by anti-replay in IPsec. Therefore it is proposed that multiple IPsec tunnels (i.e. child SAs) is established for the purpose of mitigating the unnecessary packet loss. For the WLAN case, although not demonstrated here in the annex, we think the situation is similar as that has been identified for Femto. 
Furthermore, we also believe that multiple IPsec tunnels would bring additional benefit of security (e.g., setup several IPsec tunnels with different security algorithms) and service differentiation (e.g., put voice or video traffic in particular tunnel). 
3. Proposal
This document proposes the following text in TR 23.839 to be updated to address the multiple IPsec tunnels establishment to mitigate the IP packet loss caused by anti-replay protection. 

* * * Start of 1st Change * * *  
5.2.2.1.5 
QoS interworking principles

5.2.2.1.5.1 
General
This clause describes potential solution options for how to detect and classify packets for the purpose of QoS treatment in the BBF network.  

Editor’s note: It is FFS what solution option(s) to be used. The option(s) may also need to be verified with the BBF.

5.2.2.1.5.2 
QoS interworking principles for DSCP marking
This solution is based on DSCP marking of packets traversing the BBF network. The BBF network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets.

Downlink

For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG copies that marking to the new outer header. 
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401. The SeGW copies that marking to the new outer header.
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Figure 5.2.2.1.5-1. Packet classification and packet forwarding treatment in a 3GPP-BBF interworking scenario. Note that the figure is simplified and the intermediate transport network entities are not shown. The details of traffic handling in BBF domain is out of 3GPP scope.

Downlink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the relevant network entity (e.g. H(e)MS, MME/SGSN) for downlink. The relevant message traffic thus may be marked with the appropriate DSCP according to the preconfigured QoS. The SeGW copies this DSCP if it exists from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

NOTE: 
It is assumed that the MME/SGSN set the DSCP value of signalling traffic independently whether there’s H(e)NB or not. 

Uplink

For the WLAN case, DSCP marking may be performed by the UE and/or the RG. The details for how this is done are FFS and may be out of 3GPP scope.
For the H(e)NB case, DSCP marking is performed by the H(e)NB according to the QoS information of the EPS bearer/PDP context. The H(e)NB also copies the marking to the outer header. 

Uplink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the H(e)NB for uplink. The H(e)NB marks the relevant message traffic with the appropriate DSCP according to the preconfigured QoS. It then copies the DSCP from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

DSCP remapping

Since different domains and operators might use different DSCP values, the scheme above only works if there are agreed re-mappings of the DSCP values. E.g., there might be an edge router in inter-operator domain boundaries that re-maps the DSCPs. 

It is assumed that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that such re-mapping is consistent and predictable. If there is no such inter-operator agreement, the DSCP re-mapping may not be consistent and predictable. 
Correlating admission control with DSCP marking

The BPCF performs admission control in fixed access or delegating admission control decision to other BBF nodes. Based on the admission control, the BPCF accepts or rejects the request received over S9*. The BBF operator may also want to verify that the user plane traffic for a specific UE is not exceeding the traffic agreed by admission control that was performed over S9*. In order to do so, the BPCF may provide policies to the BNG. These policies are based on the QoS Rules reveived over S9* but may have a different granularity as determined suitable for the BBF network. Policies can be sent down by the BPCF to the BNG via the R reference interface. 

Regardless of the access method used, the BPCF needs to be able to translate QCI received on S9* into the DSCP that the BNG will see. To do this, the BPCF needs to know the relation between QCIs and DSCPs for the traffic that enters the BBF domain. This allows the BBF operator to make the appropriate mapping from QCI to DSCP.  

Note that the correlation function mentioned above is BBF-internal and therefore out-of-scope for 3GPP.
* * * End of 1st Change* * * *

* * * Start of 2nd Change * * *  
5.2.2.1.5.X Multiple IPsec tunnels support
Multiple IPsec tunnels (i.e. child SAs) establishment shall be supported in both H(e)NB and WLAN cases, e.g., the sender should put traffic of different DSCP classes to different tunnels (i.e. SAs). This helps to mitigate the unnecessary packet loss caused by IPsec anti-reply function when different QoS priority packets are transferred in the same IPsec tunnel. It also bring additional benefit of security (e.g., setup several IPsec tunnels with different security algorithms) and service differentiation (e.g., put voice or video traffic in specific tunnel). 

For case of H(e)NB, this means that multiple IPsec tunnels establishment shall be supported between H(e)NB and SeGW. The same shall be applied to the UE and ePDG in the WLAN case.
* * * End of 2nd Change* * * *
4. Annex

This part gives the comparison of the packet loss between multiple IPsec tunnel and one tunnel scenario with the pre-condition that BBF support DSCP based IP flow detection.

The conclusion is: Based on the reason that the new IPsec header sequence number (used by anti-replay) was assigned and checked within one tunnel scope, multiple IPsec tunnels with appropriate IP packets mapping could mitigate the packet loss caused by IPsec anti-reply function. This is also suggested by RFC4301.This enhancement is independent with the IP flow detection method in fix. Even when the BBF tends to support only DSCP based traffic detection method, the multiple tunnels/SAs does help to lighten the IP packet loss when anti-replay enabled.  

NOTE: This document just take the downlink packed transmission in the H(e)NB interworking scenario as an example. Other scenarios (e.g., for the uplink data from H(e)NB to SeGW or for WLAN scenario) does have the same logic. 
4.1 case 1 one IPsec tunnel between SeGW and H(e)NB
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Figure 1 one Ipsec tunnel between SeGW and H(e)NB
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Using H(e)NB interworking scenario as an example, Figure 1 shows the stepwise procedure of the downlink IP packet transport through SeGW to H(e)NB.

Pre-condition:

· The DSCP of the packets are differentiated by the colour, with red, green and blue. The packets with red colour has the most high DSCP priority, and the green packets has the middle priority, and the blue presents the lowest priority.  

· For the receiver side H(e)NB, the IPsec anti-reply is enabled, with the window size equals to 1.

NOTE: Here using the window size=1 for simplification for the photographic illustration. Window size=64 are an example for implementation. Both security and performance issue should be considered when increasing the window size.
NOTE: Some information for how the window size N will be used. 
IPsec anti-reply works by having the sender apply a unique sequence number to IPsec header for all encrypted packets within an IPsec SA. The receiver checks off the sequence numbers of the packets it has seen.The sender assigns sequence numbers in an increasing order.The receiver shall remembers the value X of the highest sequence number that it has already seen. N is the window size and reveiver also remember whether it has seen packets having sequence number from X-N+1 through X. Any received packets with sequence numbers that have already seen are discarded. In addition, any received packet with sequence number X-N(or less) is discarded. 
· Only one tunnel between SeGW and H(e)NB;

· DSCP based IP packet flow detection method is used by BBF/fix to differentiate the IP packet handling.  

· The assumption is that the transmission path in Router/BRAS/RG will have the same impact (e.g., packets sequence reorder) to all the IP packets, this is independent with the encapsulation mode of the packets ( one or multiple tunnel the packets were mapped).   

The figure 1 steps description:

1. H(e)NBGW marking the appropriate DSCP value according the QoS of the PDP context / EPS bearer;

As an example, the DSCP of the packets are differentiated by the colour, with red, green and blue. 

2. SeGW copies the DSCP marking on received DL packets to the outer IP header of the IPSec tunnel. The IP packets are added with new ESP/AH header (including ESP/AH sequence number) and IP out header. The capsulated packets were sent out by SeGW. All the packets are encapsulated in one IPsec tunnel.

 NOTE: The arrowheaded packets 4,9,B,E,J are potentially will be reordered by the fix element such as router/BRAS/RG. 

3. The one tunnel encapsulated packets transmitted in network, the packet 4,9, B,E,J are reordered.( For example because of the different DSCP priority of the packets, the packets with high priority packets with high sequence number could be handled by the router/BRAS/RG before the low DSCP priority packets with low sequence number.)  

4. In the H(e)NB receiver side, the IPsec anti-replay was enabled with the window size equal to 1. All the IP packet were accepted by H(e)NB except that the packets 3,6,7,8,A,C,G were discarded by the H(e)NB as ‘replay’ packets. 

5~6.  Among all the 20 packets, 13 packets received successfully by H(e)NB, 7 packets are discarded, the packet loss is 35%.

4.2 case 2: multiple IPsec tunnels between SeGW and H(e)NB
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Pre-condition:

· The DSCP of the packets are differentiated by the colour, with red, green and blue. The packets with red color has the most high DSCP priority, and the green packets has the middle priority, and the blue presents the lowest priority.  

· For the receiver side H(e)NB, the IPsec anti-reply is enabled, with the window size equals to 1 within each tunnel scope.

· Three tunnels between SeGW and H(e)NB;

NOTE: The number of the IPsec tunnels could be decided according to the number DSCP value differentiation (e.g., one tunnel for each of the DSCP priority or one tunnel for the certain DSCP groups), this could be decided by the operator’s QoS policy.

· DSCP based IP packet flow detection method is used by BBF/fix to differentiate the IP packet handling.
· The assumption is that the transport path in Router/BRAS/RG will have the same impact (e.g., packets sequence reorder) to the IP packets , this is independent with the number of the tunnels.   

The figure 2 steps description:

1. The same as step 1 figure 1, the H(e)NBGW marking the appropriate DSCP value according the QoS of the PDP context / EPS bearer. As an example, the DSCP of the packets are differentiated by the colour, with red, green and blue. 

2. SeGW copies the DSCP marking on received DL packets to the outer IP header of the IPSec tunnel. All the packets are mapped to three parallel IPsec tunnels separately according to the different DSCP values. The original IP packets are added with new ESP/AH header (including ESP/AH sequence number) and IP out header. The capsulated packets were sent out from SeGW.

NOTE: The arrowhead packets 4,9,B,E,J are potentially be reordered by the fix element such as router/BRAS/RG. 

3. The same effect (e.g., packet reordered by router/BRAS/RG) as step 3 figure 1, the new IP packets transferred in network, the packet 4,9, B,E,J are reordered.( e.g., caused by the different DSCP priority of the packets, the packets with high priority packets with high sequence number could be handled by the router/BRAS/RG before the low DSCP priority packets with low sequence number.)  

4. In the H(e)NB receiver side, for each IPsec tunnel, the IPSec anti-replay function was enabled with the window size equal to 1. In tunnel 1,tunnel 2 and tunnel 3,all the IP packet were received successfully by H(e)NB except that the packet G in tunnel 1 was discarded by the H(e)NB as ‘replay’ packets. 

5~6. Among all the 20 packets, 19 packets received successfully by H(e)NB, 1 packets are discarded, the packet loss is 5%.

4.3 Conclusion 
From the above analysis, for these two cases, the same pre-condition is:

· The same IP packets transfer from SeGW to H(e)NB;

· The same IPsec mode ( AH mode or ESP mode or combined mode) applied forone or multiple tunnels case;

· DSCP based IP packet flow detection method is used by BBF/fix to differentiate the IP packet handling;

· The assumption is that the transport path in Router/BRAS/RG will have the same impact (e.g., packets sequence reorder) to the IP packets, this is independent with the number of the tunnels.

The different aspects：
· One tunnel in case 1, and three tunnel in case 3;

· 35% packet loss in case 1, and only 5% packet loss in case 2.

Conclusion: Based on the reason that the new IPsec header sequence number (used by anti-replay) was assigned and checked within one tunnel scope, multiple IPsec tunnels with appropriate IP packets mapping could mitigate the packet loss caused by IPsec anti-reply function. This is also suggested by RFC4301.This enhancement is independent with the IP flow detection method in fix. Even when the BBF tends to support only DSCP based traffic detection method, the multiple tunnels/SAs does help to lighten the IP packet loss when anti-replay enabled.
NOTE: This document just take the downlink packed transmission in the H(e)NB interworking scenario as an example. Other scenarios (e.g., for the uplink data from H(e)NB to SeGW or for WLAN scenario) does have the same logic. 

5. Reference
From http://en.wikipedia.org/
The following AH packet diagram shows how an AH packet is constructed and interpreted:
	Authentication Header format

	Offsets
	Octet16
	0
	1
	2
	3

	Octet16
	Bit10
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	0
	0
	Next Header
	Payload Len
	Reserved

	4
	32
	Security Parameters Index (SPI)

	8
	64
	Sequence Number

	C
	96
	Integrity Check Value (ICV)
…

	…
	…
	


Next Header (8 bits) 

Type of the next header, indicating what upper-layer protocol was protected. The value is taken from the list of IP protocol numbers.

Payload Len (8 bits) 

The length of this Authentication Header in 4-octet units, minus 2 (a value of 0 means 8 octets, 1 means 12 octets, etcetera). Although the size is measured in 4-octet units, the length of this header needs to be a multiple of 8 octets if carried in an IPv6 packet. This restriction does not apply to an Authentication Header carried in an IPv4 packet.

Reserved (16 bits) 

Reserved for future use (all zeroes until then).

Security Parameters Index (32 bits) 

Arbitrary value which is used (together with the source IP address) to identify the security association of the sending party.

Sequence Number (32 bits) 

A monotonically increasing sequence number (incremented by 1 for every packet sent) to prevent replay attacks. When replay detection is enabled, sequence numbers are never reused because a new security association must be renegotiated before an attempt to increment the sequence number beyond its maximum value. 

Integrity Check Value (multiple of 32 bits) 

Variable length check value. It may contain padding to align the field to an 8-octet boundary for IPv6, or a 4-octet boundary for IPv4.

The following ESP packet diagram shows how an ESP packet is constructed and interpreted: 

	Encapsulating Security Payload format

	Offsets
	Octet16
	0
	1
	2
	3

	Octet16
	Bit10
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	0
	0
	Security Parameters Index (SPI)

	4
	32
	Sequence Number

	C
	96
	Payload data

	…
	…
	

	…
	…
	 
	 

	…
	…
	 
	Padding (0-255 octets)
	 

	…
	…
	 
	Pad Length
	Next Header

	…
	…
	Integrity Check Value (ICV)
…

	…
	…
	


Security Parameters Index (32 bits) 

Arbitrary value which is used (together with the source IP address) to identify the security association of the sending party.

Sequence Number (32 bits) 

A monotonically increasing sequence number (incremented by 1 for every packet sent) to protect against replay attacks. There is a separate counter kept for every security association.

Payload data (variable) 

The protected contents of the original IP packet, including any data used to protect the contents (e.g. an Initialisation Vector for the cryptographic algorithm). The type of content that was protected is indicated by the Next Header field.

Padding (0-255 octets) 

Padding for encryption, to extend the payload data to a size that fits the encryption's cypher block size, and to align the next field.

Pad Length (8 bits) 

Size of the padding in octets.

Next Header (8 bits) 

Type of the next header. The value is taken from the list of IP protocol numbers.

Integrity Check Value (multiple of 32 bits) 

Variable length check value. It may contain padding to align the field to an 8-octet boundary for IPv6, or a 4-octet boundary for IPv4.
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