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This discussion proposes a solution for the support for access to external private networks via S2b
1. Introduction
S2-105489 introduced the requirement for the support for access to external private networks via S2b.
2. Solution
2.1 General principle

-The UE performs additional authentication and authorization with an external AAA Server as specified in RFC 4739 and in TS 23.234 for I‑WLAN (Private Network Access (PNA));

-The ePDG contructs the PCO, copies the information (e.g. ID and password) into the PCO and sends to the PDN GW;

-The PDN GW uses the authentication credentials provided in the Protocol Configuration Options parameter to perform an additional authentication and authorisation with an external AAA server;
-The ePDG should interpret the PCO from PDN GW and indicate to the UE whether the additional authentication and authorisation is success or not.
2.2 Procedure

The following figure is about the Authentication and authorization for the Private network access (The External AAA Server performs PAP procedure) (Refer to Figure 7D of TS 33.234 and Figure 8.2.2-1 of TS 33.402). The similar procedure can be applied to the CHAP case.
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Figure 2.2-1 Authentication and authorization for the Private network access (The External AAA Server performs PAP procedure)
1b, If the ePDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2, If the specified APN requires authentication and authorization with the External AAA Server and the ePDG indicated that multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.
Step 3-11, as specified in TS 33.402.

12, The UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the ePDG that another authentication and authorization round will follow.
13, The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the UE.
14, The UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.
15. If the External AAA Server supports the PAP procedure, the ePDG sends an EAP-GTC request to the UE for the next authentication.

16. The UE returns an EAP-GTC response containing the user’s password to the ePDG.
Step 17-20, as specified for S5/S8/S2a.

21, The EAP-success message is sent to the UE over IKEv2.
Step 22-23, as specified for S5/S8/S2a.

Step 24-26, as specified in TS 33.234, Subclause 6.1.5.3.2, Step 22-24.
2.3 Discussion

For the solution discussed here:
-UE is aligned with RFC4739 and R7 IWLAN specification;

-PMIPv6 protocol in S2b is aligned with the PMIPv6 in S5/S8 and S2a, i.e. no new IE needs to be defined in PMIPv6;
-GTP protocol in S2b is aligned with the GTP in S5/S8, i.e. no new IE needs to be defined in GTP;
-PDN GW is aligned with S5/S8 and S2a cases, and there are no roaming or backward compatibility issues because the PDN GW may not support the new IE(s) in the S2b interface.
Considering the 3GPP standards impacts, only the internal implementation of ePDG is improved. For the other nodes, including UE and PDN GW, which are aligned with current 3GPP standards.
3 Proposal

It is suggested for the group to adopt the solution above and approve the related CR (#0975).
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