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Abstract of the contribution: This contribution describes the Key Issue of L-GW discovery in a stand-alone architecture, and how it can be implemented without further standardisation impacts.
1.
Discussion
1.1
Need for L-GW discovery 

In Rel-10, the L-GW is always collocated with the H(e)NB, and mobility of the LIPA bearers between H(e)NBs is not supported. There is thus no issue for a H(e)NB and a L-GW to "discover" each other.

In Rel-11, it is proposed to add support for mobility for LIPA and to support a stand-alone L-GW architecture (see S2‑110452).

Discovery of the L-GW by the H(e)NB (or vice-versa, for simplicity of the argument, we will consider below the case where the H(e)NB initiates the discovery of the L-GW, but the argument is valid also if the other direction is preferred) becomes an issue.
Before the first LIPA PDN connection can be established from a H(e)NB, the Sxx interface between this H(e)NB and the L-GW needs to be established, thus one node needs to get the IP address of the other one in the local IP network (the Intranet). Although it is probably not needed before the first connection (but this remains FFS), it is certainly simpler and faster to have it established soon after power up of the nodes (otherwise it could delay the first connection to the LIPA service, leading to bad experience in the morning at work before the first coffee).

1.2
Solutions for L-GW discovery 

The issue can be resolved either locally or with involvement of the Core Network.

Local discovery can be done in multiple ways:

-
pre-configuration of the local IP address of the L-GW in the H(e)NB, in networks with (partial) static IP address allocation;

-
pre-configuration of the local hostname or FQDN of the L-GW in the H(e)NB, with query of the local Intranet's DNS to get the local IP address;

-
use of DHCP options to transfer the IP address or hostname/FQDN of the L-GW to the H(e)NB instead of pre-configuration;

-
use of discovery protocols (UPnP & others) (however, as the number of nodes is likely to be low and the "service" provided is not open to all devices, it might not be the most suitable mechanism);

-
of course, the IT industry has developed a number of other protocols over the years that can be used for this simple discovery, the full list of possible mechanisms would be too long to describe here.

Discovery of the local IP address of the L-GW can also be done with the involvement of the operator's Core Network:
-
The L-GW, once it has received its local IP address from the local network, could provide it to a Core Network entity, such as the MME (e.g. via existing or new interfaces) allowing a H(e)NB in the same local network to retrieve it afterwards;

-
the L-GW could use inform the operator's DNS of its local network's local IP address, via DynDNS or other mechanism, and have the H(e)NB query the operator's DNS for the local network's local IP address.

-
a number of other advertisement mechanisms involving the Core Network are of course possible.

It is worth noting that for most of these mechanisms, the local IP address has to be allocated by the local network to the L-GW before the H(e)NB starts the procedure, i.e. the L-GW should be powered up before the H(e)NB. However, this is not really a problem, since the H(e)NB (as it is probably configured to know that the LIPA feature is active) can periodically retry to the setup the interface. The only requirement is that the interface is established just before a UE tries to establish a LIPA PDN connection (if by then the L-GW is still not powered up, it makes sense for this procedure to fail though).

1.3
Comparison of solutions 

From the list of solutions mentioned, it is obvious that L-GW discovery by the H(e)NB can be resolved.

However, the goal is to obtain the local IP address of the L-GW, which cannot be configured in the first place by the operator. This makes the involvement of the Core Network awkward: why would the local IP address of a local network be transported across the Core Network (the Core Network itself cannot use it, as it is unlikely to be able to route to it – it would use the operator's network IP address of the L-GW); even more, it could be considered in some locations as a breach of privacy of the local network and a security risk to the local infrastructure to disclose the local IP topology to a third party.

Another issue is the periodic retry from the H(e)NB in case the L-GW is powered up after the H(e)NBs (this can be mitigated by having the MME or another Core Network entity send the L-GW local network's local IP address to the H(e)NB instead of having the H(e)NB retrieve it).
Finally, in some IT networks configuration, the local IP address allocated and known to the L-GW may not be the same address as the one that can be used by the H(e)NB to reach it, e.g. in case the two entities are in separate sub-networks which can only be reached via the use of transparent proxies, or any other "exotic" mechanism. While this might not be a common set up, the topology of the local network cannot be imposed by the operator, and this should be taken in account.

As it seems more logical to resolve the discovery locally, and as this does not bring any drawback as described above for the Core Network-based solutions, it is proposed to use local mechanisms to resolve the discovery of the L-GW local IP address.

As these mechanisms already exist in the field and fall outside the scope of 3GPP, and IT organisations may want prefer one or the other, it is proposed to not standardise any specific mechanism to be used by the H(e)NB and the L-GW, and to consider the issue to be resolved without any standardisation impact for the purpose of LIPA stand-alone architecture.

1.4
After the discovery 

Of course, once the local IP address of the L-GW is known to the H(e)NB, the H(e)NB and the L-GW should authenticate each other and set up a secure tunnel to transport the Sxx interface, and possibly perform other initial registration procedures, but this goes beyond the scope of this contribution.

2.
Proposal

It is proposed to discuss and agree on the conclusion above and document the issue and its resolution in TR 23.859.
First change

5
Solutions

5.1
General

Editor's note:
The scope of the work item covers several key issues. Clause §5 is intended to develop these key issues in separate sub-clauses, grouped into §5.2 LIPA mobility related issues, §5.3 SIPTO at the local network related issues, §5.4 Miscellaneous issues. This clause §5.1 can be used to summarise the key issues and provide guidance regarding the organisation of the key issues.

5.2
Support of LIPA mobility

5.2.x
Key issue #Lx: L-GW discovery
5.2.x.1
Problem statement

Discovery of the L-GW by the H(e)NB (or vice-versa) is necessary to support a stand-alone architecture.
Before the first LIPA PDN connection can be established from a H(e)NB, the Sxx interface between this H(e)NB and the L-GW needs to be established, thus one node needs to get the IP address of the other one in the local IP network (the Intranet). Although it is probably not needed before the first connection (but this remains FFS), it is certainly simpler and faster to have it established as soon as possible after power up of the nodes in order to avoid bad user experience.

5.2.x.2
Solutions

The issue can be resolved either locally or with involvement of the Core Network.

Local discovery can be done in multiple ways:

-
pre-configuration of the local IP address of the L-GW in the H(e)NB, in networks with (partial) static IP address allocation;

-
pre-configuration of the local hostname or FQDN of the L-GW in the H(e)NB, with query of the local Intranet's DNS to get the local IP address;

-
use of DHCP options to transfer the IP address or hostname/FQDN of the L-GW to the H(e)NB instead of pre-configuration;

-
use of discovery protocols (UPnP & others) (however, as the number of nodes is likely to be low and the "service" provided is not open to all devices, it might not be the most suitable mechanism);

-
a number of other protocols are available that can be used for this discovery.

Discovery of the local IP address of the L-GW can also be done with the involvement of the operator's Core Network:

-
The L-GW, once it has received its local IP address from the local network, could provide it to a Core Network entity, such as the MME (e.g. via existing or new interfaces) allowing a H(e)NB in the local network to retrieve it afterwards;

-
the L-GW could use inform the operator's DNS of its local network's local IP address, via DynDNS or other mechanism, and have the H(e)NB query the operator's DNS for the local network's local IP address.

-
a number of other advertisement mechanisms involving the Core Network are possible.

It is worth noting that for most of these mechanisms, the local IP address has to be allocated by the local network to the L-GW before the H(e)NB starts the procedure, i.e. the L-GW should be powered up before the H(e)NB. However, this is not really a problem, since the H(e)NB (as it is probably configured to know that the LIPA feature is active) can periodically retry to the setup the interface. The only requirement is that the interface is established just before a UE tries to establish a LIPA PDN connection (if by then the L-GW is still not powered up, it makes sense for this procedure to fail though).
5.2.x.3
Conclusion

It is considered that a local mechanism for discovery of the L-GW's local IP address is sufficient and does not require any impact to the Core Network entities and interfaces. These mechanisms can be easily implemented without further standardisation activity, and solutions can be selected depending on the needs and configuration of the local IP network, which is outside the scope of 3GPP.
Therefore, it has been concluded that the discovery of the L-GW by the H(e)NB (or vice-versa) can be achieved without any standardisation impact and can be considered a resolved issue in the remaining part of this Technical Report. The specific mechanism(s) used for discovery fall outside the scope of 3GPP and are left for implementation.
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