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Abstract of the contribution:

This contribution highlights the issue of sending the IMSI to the L-GW, and proposes some way forward on how to resolve this problem in current specifications. 

Discussion 

In the agreed architecture for LIPA, L-GW functions as a P-GW. According to the current specifications (23.401), in many procedures the L-GW would receive and store the IMSI of a UE. Given the high confidentiality of the IMSI and the fact that LGW is outside the MNO’s domain, the IMSI shall not be sent to LGW. 
This paper discusses, for some identified procedure, when it is required for a LGW to receive (and store) an alternative UE identifier (i.e., instead of IMSI) and when such an alternative UE identifier is not required. 

1st Relevant Procedure (5.3.1.2.2 Allocation, renewal and release of the IPv6 default prefix via IPv6 stateless address autoconfiguration)
“Any prefix that the PDN GW advertises to the UE is globally unique. The PDN GW shall also record the relationship between the UE's identity (IMSI) and the allocated IPv6 prefix. Because any prefix that the PDN GW advertises to the UE is globally unique, there is no need for the UE to perform Duplicate Address Detection for any IPv6 address configured from the allocated IPv6 prefix. Even if the UE does not need to use Neighbor Solicitation messages for Duplicate Address Detection, the UE may, for example, use them to perform Neighbor Unreachability Detection towards the PDN GW, as defined in RFC 4861 [32]. Therefore, the PDN GW shall respond with a Neighbor Advertisement upon receiving a Neighbor Solicitation message from the UE.”
Note: 
Any unique UE identifier can be used in this procedure to establish a relationship between a UE and the allocated IPv6 prefix.

Proposed Action: A note is required that clarifes that the IMSI shall not be sent in case of a LIPA PDN connection. Instead of the IMSI the UE could simply send another UE identifier to the PDN GW.

2nd relevant procedure (5.3.2.1 E-UTRAN Initial Attach)
“13.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Session Request (IMSI, MSISDN, APN, Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default EPS Bearer QoS, PDN Type, PDN Address, subscribed APN-AMBR, EPS Bearer Identity, Protocol Configuration Options, Handover Indication, ME Identity, User Location Information (ECGI), UE Time Zone, User CSG Information, MS Info Change Reporting support indication, Selection Mode, Charging Characteristics, Trace Reference, Trace Type, Trigger Id, OMC Identity, Maximum APN Restriction, Dual Address Bearer Flag, Serving  Network) message to the PDN GW indicated by the PDN GW address received in the previous step. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW without sending a Downlink Data Notification message to the MME until it receives the Modify Bearer Request message in step 23 below. The MSISDN is included if received from the MME.


If the Request Type indicates "Emergency", Maximum APN restriction control shall not be performed.


For emergency attached UEs IMSI is included if available and if the IMSI cannot be authenticated then the IMSI shall be marked as unauthenticated.”
Note: 
In this procedure, the IMSI is included in the Create Session Request primarily for PCC purposes at PGW. In the emergency attach, the IMSI may not be available in the first place. 
Therefore, if PCC support at the P-GW is indeed the main purpose for the provision of the IMSI in the Create Session Request, it can simply be omitted in case of LIPA PDN connection setup, since there are yet no requirements for PCC at the LGW. 

Proposed Action: A note is required that clarifes that the IMSI shall not be sent in case of a LIPA PDN connection establishment. Instead of the IMSI the MME could simply include an “all-zero” IMSI.
3rd relevant procedure (5.10.2 UE requested PDN connectivity)
“3.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Session Request (IMSI, MSISDN, Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default EPS Bearer QoS, PDN Type, PDN Address, subscribed APN-AMBR, APN, Bearer Id, Protocol Configuration Options, Handover Indication, ME Identity, User Location Information (ECGI), UE Time Zone, User CSG Information, MS Info Change Reporting support indication, Selection Mode, Charging Characteristics, Trace Reference, Trace Type, Trigger Id, OMC Identity, Maximum APN Restriction, Dual Address Bearer Flag) message to the PDN GW indicated in the PDN GW address received in the previous step. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 13 below. The MSISDN is included if received from the MME. If the Handover Indication is included, the Serving GW includes it in the Create Session Request message.


P-GWs shall not perform any checks of Maximum APN Restriction if Create Default Bearer Request includes emergency APN.”
Note: 
Same as above. 

Proposed Action: A note is required that clarifes that the IMSI shall not be sent in case of a LIPA PDN connection establishment. Instead of the IMSI the MME could simply include an “all-zero” IMSI in the Create Session Request to the Serving GW.

Conclusion 
If the way forward described above is agreeable, NEC will be happy to draft the required CRs for 23.060 and 23.401.
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