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This document proposes that different child SAs are used between UE and ePDG (PDN GW) when different QoS treatment is needed. 
Discussion
The purpose of the BBF interworking TR is to define solutions to enable QoS differentiation when a WLAN or a H(e)NB is hosted in a BBF network.
Most scenarios studied in the TR are based on the existence of an IPsec tunnel:

· Between the UE and the ePDG in case of S2b and S2c untrusted accesses

· Between the UE and the PDN GW in case of S2c with confidentiality and integrity protection support

· Between the H(e)NB and the SeGW in case of Home (e)NBs

Since the purpose of the TR is to provide differential QoS treatment, it is important to make sure that the presence of the IPsec tunnel does not interfere with QoS treatment. The main issue we have focused on so far has been how to provide to the ePDG and BNG information to mark and treat the packets according to PCRF indications. While this can be considered the most important issue, it is not the only one. 
IPsec AH and ESP define an anti-replay window-based mechanism which is basically always used when dynamic key negotiation is supported, e.g. via IKEv2. This anti-replay mechanism has been defined to avoid anti-replay attacks. As described in RFC 4301, this anti-replay window mechanism can badly interfere with QoS treatment. In fact, if packets with different priorities are managed by the same window, it may happen that packets with low priority arrive “late” at the receiver and therefore are discarded due to their “out of window” arrival. For this reason RFC 4301 indicates that different anti-replay windows need to be used when different QoS treatment is desired and, in order to do that, different child SAs need to be created. The following is the text from RFC 4301 which describes the issue:

If different classes of traffic (distinguished by Differentiated Services Code Point (DSCP) bits [NiBlBaBL98], [Gro02]) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  Therefore, a sender SHOULD put traffic of different classes, but with the same selector values, on different SAs to support Quality of Service (QoS) appropriately. To permit this, the IPsec implementation MUST permit establishment and maintenance of multiple SAs between a given sender and receiver, with the same selectors.  Distribution of traffic among these parallel SAs to support QoS is locally determined by the sender and is not negotiated by IKE.  The receiver MUST process the packets from the different SAs without prejudice.  These requirements apply to    both transport and tunnel mode SAs.
Based on this recommendation, we think that it is important to mandate the support and usage of multiple IPsec SAs in the context of BBAI. It is up to the network entity who has information about the different QoS treatment to set-up the different child SAs. 
Proposal

The following changes are proposed to TR 23.839v0.3.0.
**** FIRST CHANGE ****

5.2.2.1.5 
QoS interworking principles

5.2.2.1.5.1 
General
This clause describes potential solution options for how to detect and classify packets for the purpose of QoS treatment in the BBF network.  
One common aspect of all solutions is that different IPsec child SAs shall be used when different QoS treatment is applied. 
In case of WLAN interworking, this implies that either the UE and the ePDG (or PDN GW in case of S2c with ciphering support) shall negotiate via IKEv2 a different child SA for each QoS traffic class. This avoids discarding packets belonging to low priority QoS classes due to the anti-replay protection mechanism, as described in RFC 4301.
In case of H(e)NB interworking it means that the H(e)NB shall negotiate via IKEv2 a different child SA with the SeGW for each QoS traffic class.
Editor’s note: It is FFS what solution option(s) to be used. The option(s) may also need to be verified with the BBF.

5.2.2.1.5.2 
QoS interworking principles for DSCP marking
This solution is based on DSCP marking of packets traversing the BBF network. The BBF network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets.

Downlink

For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG copies that marking to the new outer header. 
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401. The SeGW copies that marking to the new outer header.
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Figure 5.2.2.1.5-1. Packet classification and packet forwarding treatment in a 3GPP-BBF interworking scenario. Note that the figure is simplified and the intermediate transport network entities are not shown. The details of traffic handling in BBF domain is out of 3GPP scope.

Uplink

For the WLAN case, DSCP marking may be performed by the UE and/or the RG. The details for how this is done are FFS and may be out of 3GPP scope.
For the H(e)NB case, DSCP marking is performed by the H(e)NB according to the QoS information of the EPS bearer/PDP context. The H(e)NB also copies the marking to the outer header. 

DSCP remapping

Since different domains and operators might use different DSCP values, the scheme above only works if there are agreed re-mappings of the DSCP values. E.g., there might be an edge router in inter-operator domain boundaries that re-maps the DSCPs. 

It is assumed that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that such re-mapping is consistent and predictable. If there is no such inter-operator agreement, the DSCP re-mapping may not be consistent and predictable. 
Correlating admission control with DSCP marking

The BPCF performs admission control in fixed access or delegating admission control decision to other BBF nodes. Based on the admission control, the BPCF accepts or rejects the request received over S9*. The BBF operator may also want to verify that the user plane traffic for a specific UE is not exceeding the traffic agreed by admission control that was performed over S9*. In order to do so, the BPCF may provide policies to the BNG. These policies are based on the QoS Rules reveived over S9* but may have a different granularity as determined suitable for the BBF network. Policies can be sent down by the BPCF to the BNG via the R reference interface. 

Regardless of the access method used, the BPCF needs to be able to translate QCI received on S9* into the DSCP that the BNG will see. To do this, the BPCF needs to know the relation between QCIs and DSCPs for the traffic that enters the BBF domain. This allows the BBF operator to make the appropriate mapping from QCI to DSCP.  

Note that the correlation function mentioned above is BBF-internal and therefore out-of-scope for 3GPP.

5.2.2.1.5.3 
Service data flow detection based on SPI or SDF filters

In trusted scenarios where the UE connects to the EPC using S2c with no user plane confidentiality protection, the BBF access can detect service data flows inspecting the inner packets encapsulated in the DSMIPv6 tunnel, as currently specified in TS 23.402 and TS 23.203. To that purpose the BBF access uses the information on the mobility protocol tunnelling header and the SDF filters that the PCRF provides to the BPCF via the S9* reference point.

In untrusted scenarios where the UE uses IPSec/SWu towards an ePDG and in trusted scenarios where the UE uses S2c with user plane confidentiality protection, the BBF access cannot detect service data flows inspecting user plane packets exchanged over the SWu and S2c reference points, since they are encrypted. In this case service data flow detection in the BBF access can be performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header. This approach is based on the following principles:

- 
Different services data flows are mapped on different child IPsec Security Associations (SAs). To that purpose, if the UE is using S2c, upon reception of a PCC rule from the PCRF via the Gx reference point, the PDN GW initiates the creation of a child IPsec SA for the traffic matching the PCC rule. To make sure that the traffic exchanged on the SA is the traffic matching the PCC rule, the PDN GW uses the SDF filters included in the PCC rule to derive the traffic selectors proposed to the UE in the IKEv2 exchange. If PMIPv6 is used on S2b, it is up to the ePDG to create the child IPsec SA, based on a trigger provided by the PCRF via the Gxb* reference point.

NOTE:
Assuming that the UE accepts the traffic selectors proposed by the PDN GW, or ePDG, with no modifications, routing of data traffic on the child SA is symmetric. Depending on operator’s policies, if the UE modifies the traffic selectors proposed by the PDN GW, or ePDG, the PCC Rules Provision Procedure may be rejected.
- 
The SPI (Security Parameter Index) that identifies the child IPsec SA is reported back to the PCRF. This is done by the PDN GW via the Gx reference point, if the UE is using S2c, or by the ePDG via the Gxb* reference point, if PMIPv6 is used on S2b.

- 
The PCRF provides to the BPCF via the S9* reference point the outer IP header information, the SPI and the QoS rule. The outer IP header information includes the tunnel end points, namely the UE’s Care-of Address and the PDN GW address, if the UE is using S2c, or the UE’s Care-of Address and ePDG address, if PMIPv6 is used on S2b.
-
Based on the rules provisioned to it, the BBF access performs admission control and policy enforcement in the uplink and in the downlink direction for the traffic aggregate matching the outer IP header information and the SPI. The details of how admission control and policy enforcement are performed in the BBF access are out of 3GPP scope.

Editor’s Note: It is FFS if and how service data flow detection based on SPI can be used for the H(e)NB case.
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