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1. Introduction

This discussion paper is intended to consider the requirements, usecases, different solution options that are under consideration for APN congestion control and propose a way forward on this topic.
2. Stage 2 requirements and usecases
Following are some of the usecases considered that need to be addressed:
(1) Some specific applications e.g. M2M applications create very large amounts of signalling when something goes wrong with that application. Such applications repeatedly re-initiate PDP context activation procedures if they can not manage to communicate with the application server. UEs with such applications could also repeatedly re-initiate attach request procedures if they cannot manage to communicate with the application server. 
(2) a vending machine, powers its communication module up only when there is a need for data transfer. And when communication is not possible, e.g. due to overload control, these applications may possibly power down and power up the communications module to perform a reset. As a result any PLMN data or reject information (including the back-off time) that is not stored on the SIM or permanently stored on the device is lost. Therefore the communication module may immediately start another attach request, despite the fact that the UE was rejected with a back-off-time. (Snippet from SA2 LS – Refer [1] S2-105289, C1-104508)
To address the problem stated in usecase 1, following are the criteria(s) derived from stage 2 requirements to perform APN congestion control in EPS and GPRS: 

(1) All subscribed APNs are congested

(2) Default APN is congested

(3) UE requested / specific APN is congested

To address the problem stated in usecase 2, following item has to be considered by CT1 (not covered by this discussion paper): 

(1) Backoff timer survives power off / power on
3. Alternative proposals
3.1 Alternative 1: Perform APN Congestion control due to all subscribed APNs or default APN at the mobility management layer with (E)MM backoff timer
Reject (EPS / GPRS) Attach / TAU / RAU request due to congestion in all subscribed APN(s) or congestion in default APN with (E)MM backoff timer. 
Main reason why this alternative has been considered is to completely prevent the UE from sending further (E)MM (as a result no (E)SM request) messages. However, this alternative entails the mobility management layer to be aware of APN related congestion. This would violate the current layered model. In GPRS, current attach procedure does not entail performing any APN related checks (eg. Maximum APN restriction). One possibility is that (E)MM in the MME or SGSN is informed by (E)SM regarding default APN or all subscribed APN(s) congestion and then the (E)MM layer decides accordingly. This also applies for TAU/RAU procedures (Refer [2] C1-104428).
The following limitation still exists with this alternative:
Standalone PDN connectivity request message or subsequent Activate PDP context request message with UE requested / specific APN will need congestion control mechanism at the session management layer.  Hence the APN congestion control functionality has to be duplicated if this alternative is chosen.
3.2 Alternative 2: Perform APN congestion control at the session management layer with (E)SM backoff timer
Reject PDP Context (GPRS), PDN connectivity request (EPS) due to any kind of APN congestion be it default APN or UE requested / specific APN or all subscribed APNs with (E)SM backoff timer.

In EPS, since the initial PDN connectivity request is piggy backed with the attach request, rejecting PDN connectivity request will also result in rejecting attach message. Hence it is possible to achieve the same outcome as desired and provided by alternative 1 ie. the UE could be prevented for the desired amount of time from sending any further (E)MM/(E)SM messages. Here is the expected behavior in this case:

1. UE initiates an attach procedure along with PDN connectivity request procedure

2. PDN connectivity request is rejected with ESM backoff timer.

3. Attach is rejected with ESM failure.

4. UE can not initiate another attach (atleast for the same APN) until the backoff timer expires.

Additionally, it is possible to reject the UE from sending standalone PDN connectivity request for a certain congested APN but allow the same for other APNs. 
In GPRS, attach procedure and PDP context activation procedure are performed separately. While this is one reason not to introduce the coupling between SM and MM layers by rejecting MM messages due to APN congestion, on the other hand, it is also not possible to prevent the UE completely from sending further MM messages with SM backoff timer. As a result, the following is a possible outcome when a certain APN, default APN or all subscribed APNs are congested and the UE is sending a PDP context request immediately after successful attach. 
1. UE attaches successfully; 
2. Initiates PDP context request and is rejected due to APN congestion with a SM backoff timer; 
3. UE remains attached without PDP context.

Without the presence of a MM backoff timer, the worst case scenario that can happen is UE immediately detaches upon rejection at the SM layer and  re-attaches . If the SM backoff timer has not expired, the UE can not send subsequent PDP context request message. If the UE remains attached, network is also able to protect itself by sending a longer periodic routing area update timer in the initial attach accept message. 
In order to reject additional PDP context message and to prevent the UE only from sending PDP context request message for a certain congested APN but allow the same for other APNs, this approach needs to be adopted.
4. Conclusion:
In order to keep the solutions common for all the different criterias identified for EPS and GPRS, avoid duplication of APN congestion control at both session management, mobility management layers and not violate the current layered model by introducing new coupling between mobility management and session management procedures and at the same time fulfil stage 2 requirement, our proposed way forward is as follows:  
(1) Adopt Alternative 2 for APN congestion control: perform APN congestion control at the session management layer with (E)SM backoff timer to address congestion due to specific APN, all subscribed APNs or default APN; 

(2) Accept that Alternative 1 is not required to address APN congestion: APN congestion control at the mobility management layer to reject Attach, TAU with (E)MM backoff timer is not required. 
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