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Overview 

This contribution discusses the impact of NAT placed on the SGi interface in the EPC architecture, with a special focus on the PCC impact of NAT. 

Note that even though NAT is not a generic function within the 3GPP architecture, NAT is already present in certain 3GPP specifications:

· NAT References within IMS: 3GPP TS 23.228, clause 4.12 requires the support of a scenario for IMS, where a NAT function resides between the IMS functionality in the UE and the P-CSCF. 3GPP TS 23.228, annex G describes the reference architecture and procedures when NAPT is invoked between the IMS functionality in the UE and the IMS domain. Two reference models are described:

· IMS-ALG and IMS Access Gateway model

· ICE and Outbound reference model

The reference architecture and procedures for NAT and NAT-traversal are complemented by 3GPP TS 24.229, annexes F, G, and K. 

· NAT References within EPC/PCC: 3GPP TS 23.203, clause 6.2.3 makes reference to NAT within the architecture. It deals with cases where private IP-addresses are being used for the IP-CAN bearer. (“The PCC architecture shall be able to provide policy control in the presence of NAT devices. This may be accomplished by providing appropriate address and port information to the PCRF.”)
Proposed Changes

	Start of 1st proposed change, clause 3


3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

NAT: A function which provides NAT44, NAPT44, NAT64, NAPT64 or combinations of these.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

NAPT44
Network Address and Port Translation IPv4 to IPv4

NAT44
Network Address Translation IPv4 to IPv4

NAPT64
Network Address and Port Translation IPv6 to IPv4

NAT64
Network Address Translation IPv6 to IPv4

	End of 1st proposed change, clause 3


	



	


	Start of 2nd  proposed change, Annex X


Annex X
Reference Scenarios for NAT in the EPC

IPv6 migration may involve the use of NAT. The use of NAT in the EPC raises several issues, in particular as it relates to interactions with dynamic Policy and Charging Control (PCC). In this section examines these issues. This annex only covers non-roaming scenarios. NAT related to roaming scenarios is not being considered in this TR. Note that while this annex focuses on NAT in EPC, the considerations in this annex apply for GPRS networks in a similar way.

X.1 UE and AF In the same Address Realm

Figure X.1 REF _Ref260664162 \h 
 and Figure X.2 REF _Ref260664191 \h 
 show scenarios where no NAT function exists between the AF and the UE, which is the typical deployment for e.g. IMS. NAT is employed beyond the AF. UE, PCC, and AF are all within the same addressing domain, hence NAT does not impact PCC services.
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Figure X.1 - EPC with standalone NAT-function, Services in front of NAT
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Figure X.2 - EPC with NAT-function integrated with the PDN-Gateway, 
Services in front of NAT
X.2 NAT between UE and AF

Scenarios in this section cover non-roaming cases where the NAT function resides between the PDN Gateway and the Application Function. The basic scenario is illustrated in Figure X.3Figure X.4 with a standalone NAT function, and in  with a NAT function integrated with the PDN-Gateway. 
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When the UE performs an Initial Attach, it is assigned an IP-address, A-1, by the PDN-Gateway in address realm 1. As part of the attach procedure, the PCRF is informed of the A-1 IP-address (or IPv6-prefix) assigned to the UE. 

Subsequently, the UE may invoke an Application Function, that resides in Address Realm 2. The UE uses an IP-Address and Port pair AP-1 for this application invocation
. The associated IP datagrams traverse the NAT function, where they are translated to a new IP-Address and Port pair, AP-2, and the NAT-function performs the corresponding mapping. In case of a stateful NAT operation, a corresponding mapping is stored in the NAT function. The IP datagrams that reach the application function will thus contain AP-2 as the source IP-Address. AP-2 is possibly unknown to the UE. The AF may in turn interact with the PCRF to perform Policy and Charging Control (PCC) for the application. 

Several issues can be seen at this point:

· The Rx and Gx interface are crossing address realms and hence a mapping between the two will be necessary somewhere. 
· The mapping between AP-1 and AP-2 is not done until the application is invoked. 

· The mapping between AP-1 and AP-2 may not happen until sometime after the application has been invoked. For example, for applications that establish media streams (such as IMS using SIP/SDP), the corresponding mappings for the media streams may not be established until after the session is established, yet PCC interactions for the media streams are needed before that. 

· Application Functions that use embedded IP-address information (e.g. AP-1) in application signaling need to deal with the implications of such address information crossing address realms. 
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Figure X.4 - Application Function Realm Traversal with Integrated NAT

The scenario with integrated NAT shown in Figure X.4 is very similar to Figure X.3, and hence it raises many of the same issues. 


X.2.1 Overlapping IPv4 address realms

The limited number of IPv4 addresses offered by even the largest private IPv4 address space (i.e., 10/8, which holds less than 2^24 or 16.8M addresses) implies a need for large operators with IPv4 enabled UEs to employ overlapping IPv4 address realms. The considerations within this section build on top of those discussed above, i.e. the issues identified above apply to the scenarios with overlapping IPv4 address realms as well.
Two scenarios are considered: 
· Overlapping address realms exposed to a single PCRF
Figure X.5 expands on the basic scenarios by introducing the notion of overlapping address realms (1a and 1b), where AP-1 (or A-1) may be assigned to and used by multiple UEs in the network, as long as those UEs reside in different address realms. This adds the issue that PCC may need to traverse address realms, however with overlapping IP address realms, there is now also a need to identify the correct address realm. Similarly, if the same NAT function is used between multiple address realms with overlapping IPv4 addresses, the NAT function (and possibly the network) needs to incorporate functionality to differentiate these different NAT address realms.

Figure X.3 shows one possible scenario where the overlapping address realms are exposed to the PCRF. PCC-related issues of the overlapping address realms are shielded from the Application Function.  If PCRF receives requests from the AF it needs tofigure out which address realm (and P-GW) to interact with for Gx. 

· Overlapping address realms with individual PCRFs: Figure X.6 shows a scenario with two address realms with overlapping addresses. There is a PCRF for each address realm. From a NAT perspective, this scenario resembles the scenario shown in Figure X.3. Additional considerations for the overlapping address realms are not required. The AF and/or DRA needs to follow the appropriate PCRF selection procedures to identify the appropriate PCRF. 
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Figure X.5 – Application Function Realm Traversal with Overlapping Address Realms on Gx
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Figure X.6 - Application Function Realm Traversal with Overlapping Address Realms on Rx









	End of 2nd proposed change, Annex X


Figure X.3Figure � SEQ Figure \* ARABIC �1� – Application Function Realm Traversal with Standalone NAT











� There may be more than one Address and Port pair, however for simplicity, we consider only one for now. 
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