SA WG2 Temporary Document

Page 1

3GPP TSG SA WG2 Meeting #80
TD S2-104328
30 August - 3 September 2010, Brunstad, Norway
Source:
Ericsson, ST-Ericsson, AT&T
Title:
Authentication aspects of BBF Access Interworking
Document for:
Approval
Agenda Item:
9.7
Work Item / Release:
BBAI / Rel-10 
Abstract of the contribution:

This contribution provides additional detail on authentication aspects and aims at removing a number of editor’s notes related to authentication.
Discussion

General

One of the items of Building Block 1 concerns interworking between 3GPP and BBF architectures for authentication, including identities, on top of Release 9 baseline architecture. There is also a corresponding editor’s not in TR 23.839 copied below:

Editor’s Note: The authentication aspect needs to be addressed in a specific clause considering the scenario when the BBF access participate to the UE authentication and when the BBF does not participate to UE authentication. 
We propose to remove this editor’s note and add a section to explicitly capture conclusion regarding this authentication aspects.
Assumptions about BBF access network functionality

Further to this topic, TR 23.839 contains call flows for BBF Access Interworking where it is assumed that 3GPP-based access authentication can be performed. This assumes that the access network e.g. support proxying of EAP messages between the UE and the 3GPP network. Currently there are editor’s notes in TR 23.839 that this assumption should be verified with BBF. At SA2#79 and LS was sent to BBF asking for feedback regarding this assumption. BBF has sent a reply (S2-10xxxx) where they clarify:

EAP-based access authentication: 

We are currently working towards solutions to support 3GPP based access based authentication and we believe 802.1x would be able to provide access based authentication based on EAP. The intended solution would be to support both RG Authentication and to carry EAP signaling over the Fixed Broadband Network to the Home Mobile Operators network. Our document “WT-146 IP Subscriber Sessions” would address such a solution. The BBF will consider the protocol exchanges that could trigger a session set up across the S9* interface.

It should thus be possible to remove the editor’s notes in TR 23.839. 
Updates to STa and SWa reference points

In TR 23.839 there are also a couple of editor’s notes that it is FFS if enhancement of reference points SWa, SWd, STa is required for supporting interworking with BBF access network. So far the only enhancement that has been identified , and is currently captured in the call flows in the TR, is the need to include the permanent user identity on SWa in the reply from 3GPP AAA Server to BBF AAA Server. This is needed in order to allow the BBF access network initiate the S9* session with the appropriate PCRF. We propose to remove this editor’s note and capture the identified enhancements to SWa in the section on authentication. 
Proposal

The following changes are proposed in TR 23.839.

* * * First Change * * * *

5.1.1 
Architectural requirements and assumptions for building block I

The interworking architecture is based EPC reference architecture defined in TS 23.401 [2] and TS 23.402 [3] and on BBF access network defined by BBF TR-058 [7], BBF TR-101 [8], WT-134 [11]. 

The interworking architecture support trusted and untrusted model for the host-based mobility (S2c) and the network based mobility for the untrusted model based on s2b. The trusted/untrusted Non-3GPP access network detection is performed as defined in clause 4.1.4 of TS 23.402.


The architecture support an UE simultaneously connected to the EPC via more than one access network for different PDN connection or for the same PDN connection as defined in TS 23.261 [9].

Editor’s Note: The definition of details for supporting MAPCON in in Rel-10 TS 23.402 and 23.401 are FFS .

The architecture supports the scenario of a single network operator deploying both the 3GPP EPC and the BBF access network and the scenario of two network operators one deploying the 3GPP EPC network and one deploying only the Broadband Forum Access network. Furthermore the architecture supports the roaming scenario between two PLMN operators.

The architecture supports local breakout of traffic in the EPC network whether a roaming subscriber is accessing the EPC via a 3GPP or a non 3GPP access network according to the design principles described in clause 4.1 of TS 23.401. 

The reference architecture for the support of HeNB is defined in TS 23.401 and TS 36.300 [13], for the support of HNB in TS 23.060 and TS 24.467 [12] 

Editor’s Note: The reference architecture for LIPA and SIPTO for local network is under study in TR 23.829, so the inclusion in this reference architecture is FFS.

* * * Next Change * * * *

5.1.4
Reference Points

The reference point S1-MME, S1-U, S3, S4, S10, S11 are defined in TS 23.401 . The reference points S2b, S2c, S6a, S6b, SWx, SWa, SWm, SWn, SWu, SGi, Rx, Gxc are defined in TS 23.402. 

Gx
It provides transfer of dynamic QoS control policies (QoS) and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW.

S9
It provides transfer of dynamic QoS control policies (QoS) and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function. In all other roaming scenarios, S9 has functionality to provide dynamic QoS control policies from the HPLMN.

Editor’s Note: It is FFS whether the enhancement of reference points S9 and Gx is required for supporting interworking with BBF access network.
S9*
For building block 1 it provides transfer of dynamic QoS control policies (QoS)  from the Home PCRF to the  BBF Policy BPCF  and in roaming scenario from  the Visited PCRF and to the BBF Policy BPCF  function in order to provide the interworking between PCRF and the BBF policy framework. The S9* is based on enhancement of S9 reference point for supporting interworking with BBF Policy Framework.

NOTE: In Building Block 1 traffic is routed back to EPC and charging control is done by HPLMN.
SWa
It connects the BBF AAA proxy with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.

STa
It connects the BBF AAA proxy with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.


The Reference points within the BBF access network are defined in BBF TR-058, TR-101, WT-145 and  WT-134 and they are considered out of the scope of 3GPP.
* * * Next Change * * * *

5.X
Item 2: Interworking between 3GPP and BBF architectures for authentication, including identities, when WLAN is used
5.X.1

Description
This item covers interworking between 3GPP and BBF architectures for authentication, including identities, on top of Release 9 baseline architecture, when the UE accesses over WLAN
5.X.2

Solution
3GPP EPS defines several procedures for authentication of a 3GPP UE accessing over a non-3GPP access. These include:

· Access authentication procedures based on EAP-AKA and EAP-AKA’. For access authentication, EAP signaling is forwarded between BBF AAA Server and 3GPP AAA Server/proxy via the SWa and STa reference points. 
· Tunnel authentication procedures for SWu based on EAP-AKA. This authentication is transparent to the BBF Access Network.

· Authentication for S2c (DSMIPv6) based on EAP-AKA. This authentication is transparent to the BBF Access Network.
Editor’s note: The solutions for supporting 3GPP-based access authentication in BBF access networks are work in progress in BBF.
The basic functionality of the existing SWa and STa reference points is adequate to support BBF Access Interworking.  Minor enhancements of the SWa reference point, on top of Release 9 baseline architecture, is needed to carry the permanent user identity (i.e. IMSI) in the successful response from 3GPP AAA Server to BBF AAA Server.
To support interworking with BBF access networks one scenario for deployment is that 3GPP-based access authentication is supported by the BBF access networks. This would make the BBF access aware that a 3GPP terminal is connecting via BBF access and of the user and operator identity by means of NAI and would allow the BPCF to initiate a S9* session towards the PCRF for the UE. 
Another scenario for deployment is that 3GPP-based access authentication is not performed and that the BBF access is not aware of the 3GPP terminal. To support this scenario, the S9* session could be initiated from the PCRF towards the BBF access network. The S9* procedures are described in Clause 5.2.
5.X.3 
Conclusion

The existing release 9 baseline supports all authentication procedures needed for Building Block 1.  
Minor enhancements to SWa is needed to support 3GPP-based authentication for BBF Access Interworking. Currently the only identified addition to SWa is to provide the permanent user identity (IMSI) in the reply from 3GPP AAA Server to BBF AAA Server. (Note that IMSI is already included on STa).
Editor’s note:  The SWa and STa references points are defined in TS 29.273 and are using the Diameter protocol. In case the BBF AAA Server only supports RADIUS some additional interworking mechanisms may be needed. This issue is FFS.
* * * Next Change * * * *

5.2.2.2  
Procedures for the case when WLAN is being used and traffic is routed back to the EPC with S2b
5.2.2.2.1
Initial Attach with PMIPv6 on S2b
Editor’s note: this procedure is based on TS 23.402, clause 7.2.1

This clause is related to the case when the UE powers-on in an untrusted BBF access network via S2b interface.

In the non-roaming case, PMIPv6 specification, RFC 5213, is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.2.2.2.1-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.2.2-2: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE 1:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP IP access network. This address is used for sending all IKEv2 messages and as the source address on the outer header of the IPsec tunnel.

The home routed roaming, LBO  and non-roaming  scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional steps 4 and 13 do not occur. Instead, the BBF Access Network may employ static configured policies.

1. The UE may perform the 3GPP based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. 


2. The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.

3. Triggered by steps 1 and 2, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope. 

4. If the BPCF receives the trigger in step 3 and policy interworking with PCRF is supported, the BPCF initiates S9* session establishment. The BPCF includes the IMSI and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 1-3 is out of scope for 3GPP specifications.

Editor’s note: Step 4 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.

5-12. The description of these steps are the same as for steps 1-8 in TS 23.402, clause 7.2.1

13. The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF. 

14. The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.

* * * Next Change * * * *

5.2.2.2.4 
E-UTRAN to Untrusted Non-3GPP IP Access Handover with PMIPv6 on S2b

Editor’s note: this procedure is based on TS 23.402, clause 8.2.3

This clause shows a call flow for a handover when a UE moves from an E-UTRAN to an untrusted non-3GPP access network. PMIPv6 is assumed to be used on the S5/S8 interface and PMIPv6 is used on the S2b interface.


[image: image3.emf] 

Serving  GW   PDN GW  

UE  

ePDG   MME  

hPCRF  

 

 

1 . Radio  bearer  and  S1 b earer  

1. PMIPv6 /GTP  tunnel  

 

3 .  IKEv2 auth and  tunnel setup  

 

3. Authentication and Authorization (PDN GW)  

4.  Proxy BU (MN - NAI, IP Addr req)  

6.   Proxy BA  (IP Addr)  

 

  PMIPv6 tunnel  

7 .  IPsec tunnel  setup completion  and address  configuration  

   

8. P MIPv6 tunnel   8 .  IPsec Tunnel  

HSS/  AAA  

vPCRF   AAA  Proxy  

Roaming  Scenarios  

2. UE discovers  Untrusted Non - 3GPP Access and  initiates HO  

5. PCEF - initiated IP - CAN  Session Modification  Procedure  

10 .  3GPP EPS Bearer  release  

 

9. UE - initiated Connectivity to A dditional PDN  

10 .  3GPP EPS Bearer  release  


Figure 5.2.2.2.4-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.2.4-2: E-UTRAN to Untrusted Non-3GPP IP Access Handover

Both the roaming  and non-roaming  scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the Serving GW in the VPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved.

For connectivity to multiple PDNs, step 15 is repeated for each PDN the UE is connected to. Step 15 can occur in parallel for each PDN. Other impacts related to the handover for multiple PDNs are described in clause 8.1.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

1-2) The description of these steps are the same as for steps 1-2 in 23.402, clause 8.2.3

3)  The UE may perform the 3GPP-based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. 


4)  The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.

5) Triggered by steps 3 and 4, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope.

6)  
If the BPCF receives the trigger in step 3 and policy interworking with fixed accesses is supported, the BPCF initiates S9* session establishment. The BPCF includes the IMSI and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 3-5 is out of scope for 3GPP specifications.

Editor’s note: Step 4 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.

7-11)
 The description of these steps are the same as for steps 3-7 in 23.402, clause 8.2.3

12)  The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF. Depending on the reply from the BPCF, the PCRF may update the PCC rules in the PCEF.  

13) The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.

14-16) The description of these steps are the same as for steps 8-10 in 23.402, clause 8.2.3
* * * Next Change * * * *

5.2.2.3.1
Initial Attach with DSMIPv6 on S2c to trusted BBF access
Editor’s note: this procedure is based on TS 23.402, clause 6.3

This clause is related to the case when the UE attaches to a BBF access which is considered trusted. In this case only S2c procedures can be used in building block 1. 
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Figure 5.2.2.3.1-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.2.3-2: Initial attachment when S2c is used for roaming, non-roaming and LBO

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional steps 4 and 13 do not occur. Instead, the BBF Access Network may employ static configured policies.

5. The UE may perform the 3GPP based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network

6. The UE receives a local IP address from the BBF Access Network which is used as CoA in S2c signaling. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG

7. Triggered by steps 1 and 2, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope.

8. If the BPCF receives the trigger in step 3 and policy interworking with PCRF is supported, the BPCF initiates S9* session establishment. The BPCF includes the UE identity, and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 1-3 is out of scope for 3GPP specifications.
Editor’s note: Step 4 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.

5-10. The description of these steps are the same as for steps 1-8 in TS 23.402, clause 6.3

11. The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF. 

12. The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.
* * * Next Change * * * *

5.2.2.3.5 
E-UTRAN to Trusted BBF access Handover with DSMIPv6 on S2c

Editor’s note: this procedure is based on TS 23.402, clause 8.4.2

This clause shows a call flow for a handover when a UE moves from an E-UTRAN to an trusted BBF access network.
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Figure 5.2.2.3.5-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.3.5-2: E-UTRAN to Trusted BBFAccess Handover

Both the roaming and non-roaming scenarios are depicted in the figure. 

For connectivity to multiple PDNs, steps 7-10 are repeated for each PDN the UE is connected to. 

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

1-2) The description of these steps are the same as for steps 1-2 in 23.402, clause 8.4.2

3)  The UE may perform the 3GPP-based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. 


4
The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.

5) Triggered by steps 3 and 4, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope.

6) 
If the BPCF receives the trigger in step 3 and policy interworking with fixed accesses is supported, the BPCF initiates S9* session establishment. The BPCF includes the UE Identity and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 3-5 is out of scope for 3GPP specifications.

Editor’s note: Step 6 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.

7-11) The description of these steps are the same as for steps 6-11 in 23.402, clause 8.3.2, excluding step 10

12) The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF. Depending on the reply from the BPCF, the PCRF may update the PCC rules in the PCEF

13) The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.

14) The description of these steps are the same as for step 12 in 23.402, clause 8.3.2
* * * Next Change * * * *

5.2.2.4.1
Initial Attach with DSMIPv6 on S2c to untrusted BBF access
Editor’s note: this procedure is based on TS 23.402, clause 7.3

This clause is related to the case when the UE attaches to a BBF access which is considered untrusted. In this case only S2c procedures can be used. 
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Figure 5.2.2.4.1-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.4.1-2: Initial attachment when S2c is used for roaming, non-roaming and LBO

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional steps 4 and 13 do not occur. Instead, the BBF Access Network may employ static configured policies.

1. The UE may perform the 3GPP based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network.

2. The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG. 

3. Triggered by steps 1 and 2, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope.

4. If the BPCF receives the trigger in step 3 and policy interworking with PCRF is supported, the BPCF initiates S9* session establishment. The BPCF includes the UE identity, and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 1-3 is out of scope for 3GPP specifications.
Editor’s note: Step 4 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.

5-13. The description of these steps are the same as for steps 1-8 in TS 23.402, clause 7.3

14. The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF.  

15. The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.
* * * Next Change * * * *

5.2.2.4.5 
E-UTRAN to untrusted BBF access Handover with DSMIPv6 on S2c

Editor’s note: this procedure is based on TS 23.402, clause 8.4.3

This clause shows a call flow for a handover when a UE moves from an E-UTRAN to an untrusted BBF access network.
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Figure 5.2.2.4.5-1. The existing figure from 23.402, v9.4.0
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Figure 5.2.2.4.5-2: E-UTRAN to untrusted BBFAccess Handover

Both the roaming and non-roaming scenarios are depicted in the figure. 

For connectivity to multiple PDNs, steps 7-10 are repeated for each PDN the UE is connected to. 

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

1-2) The description of these steps are the same as for steps 1-2 in 23.402, clause 8.4.3

3)  The UE may perform the 3GPP-based (EAP) access authentication procedure involving the BBF access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network


4)  The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.

5) Triggered by steps 3 and 4, the BPCF is informed about the UE accessing over BBF Access. How this is done is out of 3GPP scope.

6) 
If the BPCF receives the trigger in step 3 and policy interworking with fixed accesses is supported, the BPCF initiates S9* session establishment. The BPCF includes the UE Identity and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 3-5 is out of scope for 3GPP specifications.

Editor’s note: Step 4 assumes that the BPCF is informed about the 3GPP UE accessing the BBF access network. In other scenarios the BPCF may not become aware of that a 3GPP UE is accessing. How the S9* session is set up for these scenarios is FFS.
7-14) The description of these steps are the same as for steps 3-9 in 23.402, clause 8.4.3.

12) The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF. Depending on the reply from the BPCF, the PCRF may update the PCC rules in the PCEF

13) The BPCF may interact with the BNG, e.g. to download policies. This step is out of 3GPP scope.

14) The description of these steps are the same as for step 10 in 23.402, clause 8.4.3
* * * End of Changes * * * *
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