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5.1.3
Architectures for H(e)NB interworking

5.1.3.1
Architecture Alternative 1 – H(e)NB specific policies

5.1.3.1.1
General Principles

The principle behind this architecture assumes that the relationship towards the fixed access is with the mobile network / H(e)NB operator and not individual UEs connecting to the H(e)NB. This is especially true if inbound roamers are permitted to CSG resources.
Since H(e)NB traffic is encapsulated within IPSec whilst traversing the BBF access, the BRAS/BNG is not able to recognise UE specific traffic when using the H(e)NB. The policies in this alternative are defined to be H(e)NB specific and therefore an entity within the H(e)NB subsystem is responsible for the policy interactions.

The normal PCC architecture, servicing UEs, has no direct interaction with the 3GPP-BBF interworking solution. 

The architecture highlights the S9* interface between a H(e)NB policy function and the BBF PCF (BPCF) for H(e)NB access. The H(e)NB policy function performs control based on bearers (EPS bearers or PDP contexts) made visible to it.

Editor's Note: The node which the H(e)NB PCRF connects into within the H(e)NB subsystem is FFS along with the reference point that uses i.e. either Rx or Gx.

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BNG the H(e)NB connects to, and perform admission control based on the bandwidth requirements and QoS attributes of the bearers or aggregate of bearers with similar QoS characteristics being established.

The reference architecture focuses on the policy management aspects of the 3GPP-BBF interworking for the packet domain only.

NOTE 1:
For HeNB, a HeNB GW may be required to enable BBF interworking

NOTE 2:
UE policies applied at the PCRF and the P-GW are independent of H(e)NB policy function operations

NOTE 3:
There may be 2 S9* sessions for a single UE if the UE is simultaneously connected via H(e)NB and some other access means connected to the same BBF connection e.g. WLAN. 

NOTE 4:
An assumption is made that a mapping between IP address used by the H(e)NB connection (outer IPSec header) and the H(e)NB is made available to policy architecture.

5.1.3.1.2 Non-Roaming
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Figure 5.1.3.1.2-1 Non-Roaming

NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.2-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.1.3.1.3
Roaming – Home Routed Traffic

[image: image2]
Figure 5.1.3.1.3-1 Roaming – Home Routed Traffic 
NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.3-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.3.1.3.4
Roaming – Visited Access/LBO
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Figure 5.1.3.1.4-1 Roaming – Local breakout 
NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.4-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.x
Item x: H(e)NB interworking architecture alternative 1
5.x.1
 General
5.x.2
Interworking functions

5.x.2.1
H(e)NB policy function
5.x.2.1.1
General

The role of the H(e)NB policy function is to convert bearer information (as received on the S1-MME or Iu) into generic QoS authorisation requests. If no BPCF is discovered then the H(e)NB policy function will take no further authorisation decisions and positively acknowledge the bearer action towards the H(e)NB GW / MME.
The H(e)NB may apply policies associated with the identified fixed access operator before forwarding any QoS authorisation requests to the BPCFs. The H(e)NB may perform one or more of the following:

-
Request QoS authorisation on a per bearer basis (e.g. for GBR bearers)

-
aggregate a new bearer action into an existing authorisation for the same H(e)NB and not forward the request to BPCF (e.g. for non-GBR bearers where the addition of a bearer does not exceed the resources already authorised)

-
aggregate a new bearer action into an existing authorisation for the same H(e)NB and forward the request to the BPCF (e.g. for non-GBR bearers where the new aggregate resource is greater than that which was authorised previously)
-
Reject the bearer action if deemed out of policy for H(e)NB operation (e.g. VoIP is not permitted over H(e)NB).
NOTE 1:
The H(e)NB policy function may apply different actions depending on whether the request is pertaining to a UE that is accessing the open or closed side of the H(e)NB, but requires the CSG membership to be signalled from the node performing access control. For example, H(e)NB policy may map temporary members / non-members to the lowest priority aggregate whilst a permanent member maps to the highest priority aggregate.
Editor’s Note: It is FFS if and how the CSG membership information will impact admission control in both H(e)NB policy function and BBF access.
NOTE 2:
The H(e)NB policy function is a logical function and may be physically located independently, within the H(e)NB GW or within a PCRF.
5.x.2.1.2
BPCF discovery
The BPCF is discovered by the H(e)NB policy function using the IP address assigned to the CPE (or H(e)NB if the CPE is operating in bridge mode).
5.x.2.2
BPCF
Operates as per normal with no H(e)NB specific requirements. 
5.x.2.3
H(e)NB

DSCP marking appropriate for the QoS of the PDP context / EPS bearer in both inner and outer IP header of the IPSec connection for the UL packets. The mapping between QoS and DSCP needs to be configured in the H(e)NB (e.g. via the management system).
5.x.2.4
H(e)NB GW
The H(e)NB GW passes all bearer activations / modifications / deactivations towards the H(e)NB policy function for authorisation.
The H(e)NB GW shall select the same H(e)NB policy function for all requests associated to a H(e)NB.
DSCP marking appropriate for the QoS of the PDP context / EPS bearer.
5.x.2.5
SeGW
If present, Updates the H(e)NB of the current binding between the IP address assigned to the CPE (outer IP address) and the IP address assigned to the H(e)NB (inner IP address) within the H(e)NB subsystem. If the SeGW resides within the H(e)NB GW, then the H(e)NB GW shall perform in addition the functions associated with the SeGW.
Editor's Note:
It is FFS whether this mechanism is necessary or can be handled through the management system.
Copying the DSCP marking on received DL packets to the outer IP header of the IPSec tunnel.
5.x.2.6
MME
If the HeNB GW is not present in a deployment or the S1-MME is encrypted between MME and HeNB, the MME performs the same functions as the H(e)NB GW as specified in clause 5.x.2.3.

If the HeNB GW is present in a deployment, there are no H(e)NB interworking specific requirements on the MME.
5.x.2.7
SGSN

Due to the mandatory presence of the HNB GW, there are no additional requirements on the SGSN
5.x.2.8
MSC
Due to the mandatory presence of the HNB GW, there are no additional requirements on the MSC
5.x.3
Reference Points
5.x.3.1
S9*
5.x.3.1.1
General

An S9* session (for the purpose of H(e)NB interworking) represents an individual H(e)NB and is established for the duration of the H(e)NB being powered up and connected to the H(e)NB GW/MME. This avoids the need for the BPCF to discover the H(e)NB policy function and also does not require the H(e)NB to be specifically identifiable in the fixed access.
Editor’s Note: The exact model under which the S9* operates is for further study.
5.x.3.1.2
Information Transfer over S9*

If the Iuh and S1-U is secured with an IPsec tunnel, it is not necessarily possible to identify individual PDP contexts or EPS bearers at IP level. Therefore the flow description for authorisation over S9* will contain only the source and destination IP address (of CPE and H(e)NB GW / MME) and the DSCP marking on the outer IP header. 
However, if the Iuh and S1-U relies on Layer 2 security, then individual PDP contexts or EPS bearers could be identified if the BNG/BRAS performs packet inspection to the level of the GTP header, but would require extensions to existing filtering information. Alternatively it reuses the DSCP marking for the IPSec case.
5.x.3.2
S? (H(e)NB GW / MME to H(e)NB policy function)
This reference point is similar to the Rx reference point. A session on S? is equivalent to each bearer as seen by the H(e)NB GW or MME. In addition to signalling bearer actions, the H(e)NB GW / MME includes an indication of the membership status to the CSG of the UE for which the bearer action is being performed. 
5.x.4
Procedures
Editor's note:
The message names and protocol specific are not finalised.
NOTE:
The following procedures are created on the assumption that the result of authorisation of resources in the fixed access does not need to be known before completion of radio procedures. Otherwise the S9* authorisation must complete before the radio procedures are sent onto the H(e)NB.
5.x.4.1
H(e)NB power on
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Figure 5.x.4.1-1: Update H(e)NB Binding on H(e)NB power on
1)
If configured, H(e)NB establishes an IPSec connection towards the SeGW.

2)
The SeGW, if present, informs the H(e)NB policy function of the binding between the CPE IP address CPE (outer IP address) and the IP address assigned to the H(e)NB (inner IP address).
3)
The H(e)NB Policy Function accepts the updated information.
4)
The H(e)NB establishes the S1 or Iuh connection to the H(e)NB GW or MME as per normal procedures.
5)
The H(e)NB GW / MME establishes an S? session to the H(e)NB policy function including information about the H(e)NB such as CSG ID, IP address assigned to the H(e)NB.
6)
The H(e)NB policy function identifies the IP address associated with the fixed access over which the H(e)NB is communicating based on information received during step 2. The H(e)NB policy function establishes an S9* session towards the BPCF using the IP address of the fixed access. Policies applied may, for example, be associated with control plane signalling or management traffic for the H(e)NB.
7)
The BPCF responds to the request

8)
The H(e)NB policy function responds to the H(e)NB GW / MME.
NOTE:
If the CPE is acting as a bridge device, BBF procedures may be applied for IP-CAN session establishment for the H(e)NB when it is first connected to the CPE. Once IPSec establishment is complete, the BPCF binds this to the subsequent request from the H(e)NB policy function 
5.x.4.2
UE initial attach and Idle-to-Active transition whilst on H(e)NB

[image: image5]
Figure 5.x.4.2-1: UE initial attach to a H(e)NB
NOTE:
This flow does not include all the steps associated with Attach Procedure or UE triggered Service Request from 23.401 and 23.060.
1)
The UE performs either an initial attach or Service Request for idle-to-active transition.
2)
The MME / SGSN sends a RAB Assignment Request or Initial Context Setup Request message towards the H(e)NB.

3)
On reception of the RAB Assignment Request or Initial Context Setup Request message at the H(e)NB GW, the H(e)NB GW requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the H(e)NB and the CSG membership status of the UE.
4)
The H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at H(e)NB power on.
5)
The BPCF acknowledges the changes to the session

6)
The H(e)NB policy function responds with the outcome of the authorisation request

7)
The remainder of the attach / service request procedure completes. This occurs independently of steps 3-6.

5.x.4.3
Idle mode mobility onto H(e)NB

No specific procedures in this scenario. Resource authorisation only needs to be performed when a bearer is to be established.
5.x.4.4
Bearer Activation / Modification / Deactivation
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Figure 5.x.4.4-1: Bearer establishment / modification / deactviation on a H(e)NB

NOTE:
This flow does not include all the steps associated with Bearer establishment / modification / deactivation procedures from 23.401 and 23.060.

1)
The MME / SGSN receives a Create / Modify / Delete Bearer Request message from EPC.
2)
The MME / SGSN sends a RAB Assignment Request or Bearer Setup Request message towards the H(e)NB.

3)
On reception of the RAB Assignment Request or Bearer Setup Request message at the H(e)NB GW, the H(e)NB GW requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the H(e)NB and the CSG membership status of the UE.

4)
The H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at H(e)NB power on.

5)
The BPCF acknowledges the changes to the session

6)
The H(e)NB policy function responds with the outcome of the authorisation request

7)
The remainder of the bearer establishment / modification / deactivation procedure completes. This occurs independently of steps 3-6.

5.x.4.5
Inter H(e)NB mobility

5.x.4.5.1
Within same fixed backhaul connection

5.x.4.5.1
Within same H(e)NB GW and H(e)NB policy function

5.x.4.5.2
To different H(e)NB GW
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Figure 5.x.4.5.2-1: Mobility from H(e)NB to another H(e)NB associated with another H(e)NB GW
NOTE:
This flow does not include all the steps associated with S1-based handover / SRNS relocation procedure from 23.401.

1)
The source H(e)NB sends a Handover Notify towards the target MME / SGSN via the source MME/SGSN.
2)
Handover procedures continue as per TS 23.401 / 23.060. The target MME / SGSN sends a Handover Request to the target H(e)NB. 
3)
On reception of the Handover Request message at the target H(e)NB GW, the target H(e)NB GW requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the target H(e)NB and the CSG membership status of the UE.

4)
The target H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at target H(e)NB power on.

5)
The BPCF acknowledges the changes to the session

6)
The H(e)NB policy function responds with the outcome of the authorisation request

7)
The target H(e)NB acknowledges the Handover Request
8)
Handover procedures proceed as per TS 23.401 / 23.060. The source MME / SGSN receives Forward Relocation Complete message.

9)
The source MME deletes the UE context in the H(e)NB by sending a UE Context Release request towards the H(e)NB.

10)
On reception of the RAB Assignment Request or UE Context Release Request message at the H(e)NB GW, the H(e)NB GW requests authorisation for the bearer(s) that are being released. 

11)
The H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at source H(e)NB power on.

12)
The BPCF acknowledges the changes to the session

13)
The H(e)NB policy function responds with the outcome of the authorisation request

14)
The remainder of the Handover procedure completes. This occurs independently of steps 10-13.

5.x.4.6
Mobility to macro network
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Figure 5.x.4.6-1: Mobility from H(e)NB to macro (example with CN node relocation)
NOTE:
This flow does not include all the steps associated with S1-based Handover / SRNS Relocation procedure from 23.401.

1)
The source H(e)NB sends a Handover Notify towards the target MME / SGSN via the source MME/SGSN.

2)
Handover procedures continue as per TS 23.401. The source MME / SGSN receives Forward Relocation Complete message.
3)
The source MME deletes the UE context in the H(e)NB by sending a UE Context Release request towards the H(e)NB.
4)
On reception of the RAB Assignment Request or UE Context Release Request message at the H(e)NB GW, the H(e)NB GW requests authorisation for the bearer(s) that are being released. 
5)
The H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at H(e)NB power on.

6)
The BPCF acknowledges the changes to the session

7)
The H(e)NB policy function responds with the outcome of the authorisation request

8)
The remainder of the Handover procedure completes. This occurs independently of steps 4-7.

5.x.4.7
UE Attach without HeNB GW
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Figure 5.x.4.7-1: UE initial attach to a HeNB without HeNB GW

NOTE:
This flow does not include all the steps associated with Attach Procedure or UE triggered Service Request from 23.401.

1)
The UE performs either an initial attach or Service Request for idle-to-active transition.

2)
The MME sends an Initial Context Setup Request message towards the HeNB.

3)
In parallel to step 2, the MME requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the HeNB and the CSG membership status of the UE.

4)
The HeNB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at HeNB power on.

5)
The BPCF acknowledges the changes to the session

6)
The HeNB policy function responds with the outcome of the authorisation request

7)
The remainder of the attach / service request procedure completes. This occurs independently of steps 3-6.

5.x.4.8
CS call establishment

[image: image10]
Figure 5.x.4.8-1: CS call establishment
NOTE:
This flow does not include all the steps associated with CS call setup.

1)
The UE initiates call setup using a SETUP message.

2)
The MSC sends a RAB Assignment Request message towards the HNB.

3)
In parallel to step 2, the HNB GW requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the HNB and the CSG membership status of the UE.

4)
The HNB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at HNB power on.

5)
The BPCF acknowledges the changes to the session

6)
The HNB policy function responds with the outcome of the authorisation request

7)
The remainder of the call setup procedure completes. This occurs independently of steps 3-6.

5.x.4.9
UE detach and Active-to-Idle transition whilst on H(e)NB
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Figure 5.x.4.9-1: UE detach or Active-to-Idle transition on a H(e)NB

NOTE:
This flow does not include all the steps associated with Detach Procedure or Iu/S1 Release from 23.401 and 23.060.

1)
The UE performs either a detach or the HNB performs initiates an Iu release for active-to-idle transition.

2)
The MME / SGSN sends a RAB Assignment Request or Initial Context Setup Request message towards the H(e)NB.

3)
On reception of the RAB Assignment Request or Context Release Request message at the H(e)NB GW, the H(e)NB GW requests authorisation for the bearer(s) that form part of the original request including the IP address assigned to the H(e)NB.

4)
The H(e)NB policy function decides what action to take and may update the S9* session as a result of the decision. This reuses the S9* session established at H(e)NB power on.

5)
The BPCF acknowledges the changes to the session

6)
The H(e)NB policy function responds with the outcome of the authorisation request

7)
The remainder of the detach / release procedure completes. This occurs independently of steps 3-6.
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