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Justification *

A joint meeting in SA2 #79 in Kyoto and contribution S2-103561 (ATT) outlined a specific incident in the network resulting in a “HLR Overload” (i.e. the HLR receiving 600% of engineered capacity).   The specific cause of this incident was (in one case) a restart of a Radio Network Controller (RNC) that removed the control channel.  This forced all the mobiles in a large area to reregister.  Once this surge of traffic started, the HLR was not able to complete the registration before some of the newer handsets timed out the registration and restarted the entire registration process on all networks (2G and 3G, Voice and Data) to which they were already attached.  This created even more traffic.   Once the delay at the HLR exceeded this handset timeout value, all of this class of newer handsets were unable to complete registration regardless of location.   This “positive feedback” situation spiralled until manual actions were taken to drastically reduce the queue (e.g. by shutting down links).   This action broke the cycle by eliminating the delay at the expense of discarding a large number of messages, and the network recovered.
Increases in signalling speed and the concentration of subscribers into fewer HLR nodes makes this scenario more likely and also increases the number of subscribers impacted. The HLR is not unique in this regard.  Similar scenarios could occur as well to other “core” network elements as the behaviour of the UE becomes increasing complex. 
This situation raises several issues, and generates several questions worthy of study:

1. Could the radio network’s response to a failure been changed to avoid the huge spike in demand of core network resources?
2. Should the HLR (and other network nodes) have a way to notify the rest of the network it was in overload?   
3. What actions could be taken by the MSC/VLR/SGSN/SMS-GW, etc. to reduce the load to the HLR?
Additionally, 

4. Is there any synergy with the MTC work item (especially in regard to overload control) and this subject?

This should cover all deployed networks, including LTE.
4
Objective *

The event above could be considered a “fire” in the network.   Fires should both be prevented (“fire prevention”), and have clear methods for being put out (i.e. “fire suppression”).   The situation above wasn’t anticipated, and started the “fire”.   No method of automated fire suppression was available in the event above, however, and the network was only able to recover with human intervention. 

The objective of this study is to:

1. document the event outlined above and any other similar events to allow others to provide insight and analysis 
2.  identify other likely areas which could cause a overload, and strategies to avoid it (i.e. “Fire Prevention”)

3. study ways to mitigate and eliminate an overload when it occurs, regardless of cause (i.e. “Fire Suppression”), including overload identifying criteria, network actions, expected UE behaviours, etc. 
Other causes of an overload (beyond the case listed above) include:

1. Deliberate denial of service attacks
2. Misbehaving mobiles

3. Mistakes in the standards (e.g. if the standards had not addressed overload issues for Machine to Machine work)

4. Interaction between the different radio networks (e.g. signalling due to all the possible combinations of supported RF networks).

Existing safeguards against these dangers should be examined, and see if they are adequate or if they need improved. 

Fire suppression may prove challenging.  No mechanism currently exists in the core network to request “call gapping” (a wireline method of limiting traffic to a switch from another switch) or a similar process to reduce the messages to an overloaded network elements.  An initial challenges is that it would be very difficult for an MSC/VLR or SGSN to determine what traffic is routed to a particular HLR, and so to determine which messages should be delayed or discarded.   It might be valid for the transport network (e.g. SS7) to assist in managing an allowed load. 
The focus of this study will be at the Stage 2 (overall strategy and allocation of this strategy to different network elements) and Stage 3 (messages and implementation details) of the specifications. Actions identified in the study would, of course, be migrated to the appropriate working groups.   No new specific TS on this topic appears to be necessary at this time, but this option should remain open as an option. 
5
Service Aspects

Service impacting events are reduced as a result of this work. 
6
MMI-Aspects

N/A
7
Charging Aspects

N/A
8
Security Aspects

None are anticipated.
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